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1. lleap AUCUMIJIMHBI

B pesynbpTare ocBOSHHS TaHHON AUCIUILIUHBI y 00y4alonIerocs: JOKHBI ObITh C(HOPMUPOBAHBI
KOMITETEHITMH OCHOBHOW MPO(ECCHOHANBHOW 00pa30BaTEIbHON MPOrpaMMbl CIEIUAINATETa (Janee -
OIIOII): T1IK-2, TIK-6.

ConepxaHre KOMIIETEHIIMH KaK TUTAHUPYEMBIX pPEe3yJIbTAaTOB OOYYEHUS IO JUCIUIUIMHE CM.
Talbymne! 1 u 2.

1.1 ®opmupyemble KOMIETEHIIUH
Tabmuna 1 - ®opMupyeMble TUCIUTUTMHON KOMITETEHITUU

HaumenoBanue Buja HaumenoBanue kareropuu Kon v Ha3BaHMe KoMIIeTeHIIUU

KOMIETECHIINHU (rpynIibl) KOMIIETCHIHMH

[Tpodeccuonanbruas Koncynbranuonnas [TIK-2 criocoGeH oCcyIecTBIATh
JIeATETLHOCTh KOHCYJIbTHPOBAHHUE C LEITBIO

NPeOTBPAIICHUS HAPYIIICHUN B
obJyacTu 6€30MaCHOCTH JINYHOCTH
Y COIMAJILHON CPEJIbI
[Ipodeccuonanbuas Oprann3annoHHO- ITK-6 criocoOeH y4uThIBaTh
yIpaBJieHYeCKas A TEeIbHOCTb TICUXOJIOTHUECKUE aCTICKThI B
IIPOIECCe MPUHATHS
YIIPaBJICHYECKUX PEIICHUH,
00€ecCIeunBarOINX CO3/1aHNUE
3II0pOBOM, O€30MacHON U
NPOJYKTHBHOM paboueli cpebl

1.2 JIcuumyiMHbl W TPAKTHKH, Y4YacTBywiue B (OpMHPOBAHUHU

KOMIIeTeH Uil
Tabnuna 2 — JIuCHUIIIUHBL U TIPAKTHKH, POPMHUPYIOIINE YKa3aHHbIE KOMIIETEHIIUN
Kon n nazBanue WNHaukaTopsl TOCTHKEHUS] KOMITETCHIIUU 10 | JIUCIIUTUIMHEI U TIPaKTHKH,
KOMIIETECHIIUU OI1OII (dhopmupyromre KOMIETEHITUIO
OIIOII




[TK-2 ciocoben
OCYIIECTBIISTh
KOHCYJIbTUPOBaHUE
C LIETIBIO
MpeI0TBPALECHUS
HapylIEHUI B
obnactu
0e30MmacHOCTH
JTUYHOCTH U
COLIMAJIBHOMU CpeIbl

[1K-2.1 Vcnionb3yeT 6a30BbI€ OCHOBBI
KOHCYJIbTUPOBAHHS C IIEITBIO
MPEOTBPAICHHS HAPYIIEHUH B 001aCTH
0€30MaCHOCTH JIMYHOCTH U COITUAIbHON
cpenbl

[1K-2.2 [Iporuo3upyer, IpOEKTUPYET
YCIIOBHSI JUTSL TICXOJIOTUYECKOM
0€30MaCHOCTH JIMYHOCTH B 00pa30BaTEIbHOM
OpraHu3aIuu

[TK-2.3 OcymiecTBisieT aHaau3 U OlEHKY
0€30MaCHOCTH B TIPOM3BOJICTBEHHOM cdepe
[1K-2.4 Ananusupyet npobiiemy oOpaieHus
3a KOHCYJIbTAIMEH, BBISBIISISI HAPYIICHUS B
o0acTi 6€30MacHOCTH JIMYHOCTH.

[1K-2.5 Pa3zpabaTbiBacT cTpaTeruio
MIPOBE/ICHUS TPOLIECCa KOHCYIbTUPOBAHUS
Ha OCHOBE aHajIK3a Mpo0JIeMbl 00PAICHUSI.
[1K-2.6 Ananusupyet (pakTopbl BpEIHOTO
BJIMSIHUS HA TICUXUYECKOE U (PU3NIECKOE
3JI0pPOBBE YETIOBEKA.

[1K-2.7 BeiOupaer u mpuMeHseT METOIbI U
MIPUEMBI KOPPEKINH aJICKBATHBIE CUTYaIlUN
JUISL COXPAHEHHUS 3JI0POBBSI.

[1K-2.8 Unentudunupyer CTpykTypy,
MPUYUHBI, TUHAMUKY KOH(IUKTHOTO
B3aUMO/ICVCTBHUS.

[1K-2.9 BrIsSBAsieT U OIIEHUBAET MPOOIEMBI,
CBSI3aHHBIE C HAPYIIEHUSAMH B 001aCTH
0€30MaCHOCTH JIMYHOCTH U COLUAIbHON
Cpelbl B KOH(DIIUKTE.

[1K-2.10 Mcnonb3yeT 6a30BbIE OCHOBEI

nH(}OPMaLMOHHON 6€30MaCHOCTH IS
KOHCYJIbTUPOBAHHSI B BOIIPOCAX
MPEOTBPAIICHHS MTOCATATEIHCTB Ha
MH(pOpPMaIIUOHHBIE PECYPCHI
(MH(POPMAIIMOHHYIO CPEy) CO CTOPOHBI
BHYTPEHHUX U BHEUTHHUX YI'PO3, CIOCOOHBIX
HaHecTH yiiepO MHTepecaM JIMYHOCTH,
o011ecTBa, TOCy1apcTBa.

b1.B.03 Ilcuxonorunyeckas
0€301MacHOCTh TUYHOCTH B
o0OpasoBatenbHON
opranuzanuu, 9 cem., 4 3.e

b1.B.04 ConuanbHo-
MICHXOJIOTHYECKUE TTPOOIIEMBI
0€30macHOCTH Tpy/ia B
MIPOU3BOJICTBEHHOM chepe, 9
ceM., 4 3.¢

b1.B.15 TenedhonHnoe
KOHCyJbTHpOBaHue, 10 cem., 4
3.€

b1.B.JIB.01.01 Ilcuxomnorus
3/10pOBbs CyOBEKTOB
CIIykeOHOI1 J1eaTenbHOCTH, 9
ceM., 5 3.e

b1.B.JIB.01.02 ba3oBsie
TEOPUHU U METOBI
ncuxoTeparuu, 9 cem., 5 3.e

b1.B.JZIB.03.01 IIcuxomorus
KoH(uKTa, 6 ceM., 4 3.¢

b2.0.03(I1) [TpousBoacTBEeHHAs
npakTuka. [IpakTuka mo
npod o npodeccuoHanbHON
JIEeSITEILHOCTH, 8 ceM., 6 3.

b2.0.04(I1n)
[TpousBoaCTBEHHAS MPAKTHKA.
[TpennuruioMHas mpakTrKa,
10 cem., 9 3.e

b3.02(J1) 3amura BEITyCKHOU

KBaJIM(PHUKALIMOHHOHN paboThI,
BKJIIOYasi HOJTOTOBKY K
HpoIeType 3aLUThI U
npoueaypy 3aumTsl, 10 cem., 6
3.e

IIK-6 cnocoben
y‘-II/ITBIBaTB
IICUXOJIOTHYECKHE
ACIIEKTHI B
MPOLIECCE MPUHSATHUS
yIPaBICHUYECKUX
peLieHun,
o0eceunBarox
CO3JIaHHE 3]I0POBOIA,
Oe3omacHoil

I1K-6.1 Ymeer oueHuBaTh (PaKTOpHI,
OIpeIEIIAOIIHE COLIUATBHO-
IICUXOJIOTMYECKUH KIIMMAaT OpPraHu3allnu;
[IK-6.2 OnienuBaer 1 KOPPEKTUPYET
OpITaToJIOTHH

[IK-6.3 Bnaneet TopusiMu yrpaBJICHHUS;
[1IK-6.4 Ananu3upyet 1 BO3AEICTBYET HA
COLIMAJIbHO-TICUXOJIOTHYecKHe (HaKTOPbI s
noJiiep KaHus 370pOBOiA, 6e30macHoOi 1
MIPOIYKTUBHOU pabouelt cpesl

[1K-6.5 ®opmupoBaTh ICUXOJIOTHUECKUE
PEKOMEHAALIMY, BIUSIOIINE HA

b1.0.29 Opranuzaunonnas
TICUXOJIOTHS B YCIIOBHSX
citykeOHOM iesaTenbHOCTH, 4
ceM., 3 3.e

b1.0.30 ITcuxomorus
yIpaBieHUs B CIyKeOHOM
JEeSITENLHOCTH, 5 ceM., 3 3.

b1.B.01 Ilcuxomorus
0e30macHOCTH, 7 ceM., 5 3.e

b1.B./1B.02.01 KynbTypa peun
B YCJIOBUSIX CITY>KEOHOM
IeATEILHOCTH, 8 ceM., 4 3.¢

il




IIPOLYKTUBHOU
paboueii cpenbl

yIpaBieHYECKHE PEIIeHUs TPU3BaHHbIE
obecrieunBaTh 6€30MAaCHOCTh paboueit
Cpelbl;

[1K-6.6 BbISBIATH pedYeBBIX OMNOOK U
HEZ0YETOB B Mpo(heccHoHalbHOM peun
COTPYJTHUKOB

[1K-6.7 ITpumensieT 3¢ heKTUBHBIE peUeBbIE
TEXHHUKH JIJIS1 IOHECCHHUSI YIIPABICHYECKIX
pelieHuid, 00ecreurnBaoIInuX 310POBYIO,
0e30MacHyI0 U MPOAYKTUBHYIO pab0UyIo
cpeny;

[1K-6.8 Ilpunumaet yrpaBieHYECKUE
pelieHrs, o0ecneurBaoIrue Co3Aannue
3II0POBOH, O6€30MMacHON M MPOAYKTUBHON
paboueii cpenbl, C COOMI0ICHUEM
TpeOOBaHU MOPAITBHO-3TUYECKUX HOPM
I1K-6.9 BeiOupaet MeToapl JUarHOCTUKH
TICUXOJIOTHYECKHUX aCTIeKTOB KOH(MDIUKTHOTO
B3aMMOJICICTBUS B paboueil cpene;
[1K-6.10 [Ipemmaraer MmeponpusTust Mo
npodUIaKTUKE U pa3pelieHHI0 KOH(PINKTOB
B paboueili cpefie st CO3/IaHne 3/I0POBBIX,
0€30MacHbIX U MIPOAYKTUBHBIX YCIOBHUH.
[1K-6.11 Onpenenset u npeaoTBpaiacT

yrpo3sl ”HGOPMAITMOHHOM 06e30MacHOCTH
11 o0ecTiedeHns: NpOAyKTUBHON paboueit
CpEIBl.

b1.B.JIB.02.02
[TpodeccrnonanpHas ITHKA U
CITy)KeOHBIN 3THUKET, 8 ceM., 4
3.6

b1.B.JIB.03.01 Ilcuxomorus
KoH(pIMKTA, 6 ceMm., 4 3.¢

b2.0.02(IT) [TpousBoacTBEHHAS
MPAKTHKA.
HccnenoBatenbekast
IIpaKTHKa, 6 cem., 5 3.e

Bb3.01(I") [TogroroBka k caaue u

c/1aya rocyJIapCTBEHHOTO
sk3aMmeHa, 10 ceM., 3 3.¢




1.3 3unanwus, ymenus, HaBbIKU (3YB) nmo rucuumiuHe
Tabnuua 3 — 3nanusi, yMeHUs1, HABBIKHU, (POpMUpPYEMbIe TUCIUILTHHOMN

Kox u Ha3sBanue
KOMIIETEHIIUHU

Nuaukatopel 10CTHXXKEHUS
KOMIICTEHIINH,
3aKpEIUICHHBIC 32
JUCHUMIIIMHON

3HaHus, yMeHMs, HaBBIKK (3YB),
dbopMupyeMbIe TUCITUTLINHON

IIK-2. cocoben
OCYIIECTBIISAT
KOHCYJIbTUPOBAHUE C
[ENBIO TPE0TBPAIICHUS
HapYIICHUH B 00J1aCTH
0€30I1aCHOCTH JIMYHOCTHU
U COLMAJIBLHON CPEJIbI

I1K-2.10 Ucnons3yeT
0a30BbI€ OCHOBBI
nH(}pOpMaAITMOHHOM
0€e3011acHOCTH I
KOHCYJIbTUPOBAHHUS B
BOTIPOCax
IPEOTBPALICHHS
MOCSITaTeIbCTB Ha
UH(POPMAIIMOHHBIC
pecypcsl
(uHpOpPMALIOHHYIO
Cpeay) CO CTOPOHBI
BHYTPCHHUX U BHEITHUX
yIpo3, CIOCOOHBIX
HAHECTH yIepo
WHTEpecaM JIMYHOCTH,
o011iecTBa, rocy1apcTaa.

3HaTh!

— TEOPETHUYECKUE OCHOBBI
nH(OpMaIMOHHOM 0€3011aCHOCTH;
— MPU3HAKU HApYIIEeHUI B 001acTu
0€30MacHOCTH JTUYHOCTH U
COLIMAJIBHOW CPEJIbL;

Ymers:

— IPUHUMATH MEPHI 3aIUTHI
uH(GOpPMAaIIUU OT OCATATENHCTB CO
CTOPOHBI BHEIIHUX ¥ BHYTPEHHUX
yrpos;

Biaanern:

— pa3HOOOpa3HBIMH METO/IaMU
3alIUTHl HH()OPMAIMH OT PA3ITUIHBIX
(hopM mocsraTenbCTB

ITIK-6. ciocoben
YYUTHIBATh
MICHXOJIOTHYECKHE
ACTIEKTHI B MPOLIECCe
TPUHSATHS
YIPaBJICHYECKUX
peleHui,
00ecneynBaroImx
CO3/IaHUE 3]I0POBOA,
0e30I1acHOM U
MIPOIYKTUBHOM padboueit
CpeIbl

[1K-6.11 Onpenensier u
MIPEIOTBPAIIAECT YTPO3BI
nH(}OpMaLMOHHON
0€30MacHOCTH IS
o0ecrnieuyeHus
MPOIYKTUBHOU paboueit
Cpelbl

3HaTh!

— TpeOoBaHUs HHPOPMAITMOHHON
0€30MacCHOCTH KaK OCHOBBI
NPOAYKTHUBHOM pabouelt cpeabl;
Ymern:

— IUarHOCTUPOBATDH YTPO3bI
WH(POPMaIIMOHHOM 06€30MacHOCTH;

— Mpe0TBpAIIaTh BHEITHHE U
BHYTPEHHHUE YTPO3BI
UH(POPMALIMOHHOM 6€30MacHOCTH IS
oOecrnieueHus MpoIyKTUBHON paboueit
Cpenbl;

Biaanern:

— HaBBIKAMH aHAJIN3a COCTOSHUS
nH(pOpMaIMoOHHOM 0€30MMaCHOCTH;




2. O0béM M TPYAOEMKOCTH IUCHUIUVIMHBI MO BHAAM Y4YeOHBIX 3aHSITHIA.

DopMbI MPOMEKYTOUYHON ATTECTALUA

Tabnuma 4 — O0beM U TPYIOEMKOCTh TUCIUTUIHHEI 110 BUAAM YI€OHBIX 3aHATHN

O01masi Tpy10eMKOCTb U BU/bI YU4eOHO# padoThl 10

O0Bém yacoB no popmam

JAUCUUIINHE, TPOBOIUMbIE B Pa3HbIX Gopmax 00y4eHus
(01010 0390
1 O6mast TpyA0€MKOCTh AUCIUILITUHBI 144 144
2 KonrakTHas pabora oOyyaromuxcsi ¢ mperojaaBaTeneM (Io 50 26
BUJIaM Y4eOHBIX 3aHSTHIA) (BCETO)
AynutopHas pabora (Bcero): 50 26
B TOM YHCIIE:
JIEKIINH 20 10
NPaKTUYECKHUE 3aHATHS, CEMUHAPHI 30 16
B MHTEPAKTHBHOH (popme 18 8
3 CamocrostensHas pabota oOydaromuxcs (Bcero) 58 82
4 TIpomexxyTo4yHas aTTecTausi 00y4arouierocs 36 36
(3x3ameH (?x3ameH
6 cemectp) 7 cemecTp)

3. Y4eOHO-TeMATHYECKHUI IJIAH U COIepP:KaHMe TUCIUIIIHHBI

3.1 YuyeOHO-TEMATHYECKUMH IJIAH

Tabnuna 5 - YueOHO-TeMaTHyeCcKui TJIaH OYHOW U OYHO-3a0YHON (hOpMBI 00yUEHUS

TpynoemkocTs 3aHATHII (Jac.)
DopMbl
O6mas P
.. 010]0) 0300 TEKYLIETo
= TPYOoEM
AS Paznens! qucruminHbL KOHTPOJIS U
= KOCTb AynuropH AynuropH
< 10 3aHATHUSIM ( o PH. C Y PH. HNPOMEXYTOYH
6cezo
) 3aHATUA P 3aHATUA CP | ot aTTecTaIMN
yac.
€K | MpakT | . | JeK | MpaKT C yCIIeBaeMoCTH
1. II.
HNudopmaTruzauus odbuiecTsa u
1. HHpOpPMaLMOHHAS 18 2 4 12| 0 4 14 Teer
0e3onmacHoOCTh
Beenenue B npenmer. Yrposbl
1.1 pea p 4 ] N ] 4
MHPOPMAMOHHON 6€30IaCHOCTH
MeTo10710THUECKIE OCHOBBI
1.2 A 4 2 - 2| - - 4
6e3omacHocTH.
OCHOBHBIE TIPHHIIUIIBI
13 b 4 - - 4 | - - 4
MHPOPMATMOHHON 6€30I1aCHOCTH.
PaccMmoTpeHne KOH(IIMKTOB B
14 P ¢ 2 -2 |- -] 2 |-
OpraHM3aIHsiX
Kpumunanuctudeckas
1.5 | xapakTepucTHKa KOMIBIOTEPHBIX 2 - 2 - - 2 -
npectymienuil B Poccun
1.6 | IIpoBepka 3HaHMI 2 - - 2 - - 2
HopmaTuBHo-nipaBoBoe Tect
ob0ecnevyeHue nHGpOPMaMOHHOM
D, Popmatton 18 2 | 4 |12] 2 | 4 |12
OezonacHocTH B Poccuiickoii
Denepanuu




2.1

IIpaBoBoii pexxuM HHPOPMATUN

2.2

Oprassl, oOecrieynBaronue
HHPOPMAINOHHYIO 0€30MaCHOCTh

2.3

OpFaHI/I3aHI/IOHHO-HpaBOBLIe
OCHOBBI 3alIIUThI I/IHq)OpMaIII/II/I B
OpraHax BHYTPCHHUX JCIT

24

Oprassl, o0ecrieynBaronue
WHPOPMAIHOHHYIO
6e3omacHoCTh. OpraHn3auoHHO-
IPaBOBBIE OCHOBBI 3ALUTHI
WHPOPMALINHU B OpraHax
BHYTPEHHHUX JIeJ

2.5

IIpoBepka 3HaHuK

Opranusanust
NPOTHBO/ICHCTBUSA
KOMIIbIOTEPHO# NMPeCTyNHOCTH

18

10

14

Tect

3.1

Yrpo3s! HHQOPMAITOHHOH
6€301macHOCTH 1 METOIBI HX
peanuzanyn

3.2

OTBETCTBEHHOCTH 3a
KOMITEIOTEPHEIE MTPECTYIUICHUS

3.3

DaxTophl pa3BUTHSA
KOMIBIOTEPHOH NMPECTYNTHOCTU

3.4

MertouKa pacKpbITUS U
pacciie1oBaHusI KOMITBIOTEPHBIX
MpEeCTYIUICHUI

3.5

[IpoBepka 3HaHUI

Tumnosble penieHus Mo
0€30MaCHOCTH KOMNbIOTEPHBIX
cereil

18

14

Tect

41

Mouenu 6e301macHOro
MOJKJIFOYeHHs K Internet

4.2

[TprHIMTB! QYHKINOHUPOBAHUSA
ME)XCETEBBIX IKPAHOB

4.3

Monenu 06€301acHOro
noakaoueHus K Internet

4.4

[MpuHIMIB QyHKIMOHUPOBAHUS
MEXCETEBBIX JKPaHOB

4.5

Konnoksuym

Opranusanust
NMPOTUBO/IEHCTBUA
BPEIOHOCHBIM NPOrpaMMam

16

12

Tect

51

ITonsiTHE O BpEIOHOCHBIX
IIporpaMmax

52

TexHonorun oOHapyXeHUs 1
HEeWTpaIM3alii BPEJOHOCHBIX
porpamMmm

53

IIonsiTHE O BPEIOHOCHBIX
IIporpaMmax

54

TexHonOTHN O0HAPYXKEHUSA U
HEUTpaTu3aIiy BpeJOHOCHBIX
poTpaMMm

55

IIpoBepka 3HaHuil Mo TemMe




Kpunrorpadus kak Mmeroq Tect
odecrneyeHus1 ) 20 4 6 10 9 5 16
HH(OpPMALUOHHOI
Oe3omacHocTH

6.1 OCHOBHBIE TIOHSTHS U 3JIEMEHTHI 4 5 i 5 i i 4
KpunTorpaduu

6.2 CuMMeTpHYHbIE U 4 5 i 5 9 i ’
ACHMMETPUYHBIE KPUIITOCUCTEMBI

6.3 [NonsTre ndpoBoil noanucu u 4 i 5 5 i i 4
mudpoBoro ceptudukara

6.4 | Kpunrocucrema 4 - 2 2 - 2 2

6.5 | KomnokBuym 4 - 2 2 - - 4

6.6 JK3aMeH 36 0 0 0 0 0 0

Hroro 144 20 30 58 | 10 16 82

3.2. Coaep:kaHue 3aHATHIA 10 BUAAM y4eOHOH PadoThI
Tabnuua 6 — ConepkaHue TUCIUTUTMHBI

Ne HaumenoBanue pasjaeJia Conep:xanue 3aHATHI
n/n JUCHUILIMHBI

1 HNudopmaTuzanus odmecTsa 1 MHPOPMANMOHHAS 0€30IACHOCTH

Cooepaicanue 1eKYUOHHO20 Kypca

1.1. |Benenue B peameT. YTpo3bl Beenenne B mnpeamer. llenm u  3amaunm  uM3ydeHus
MH(POPMALIMOHHON 0€30MacHOCTH  [TUCUMIUIMHBL.  OcoOeHHOCTH  y4eOHOW  paboThl 110
TUCIIATUTHHE.
1.2 [MeTomoIOTHYECKHE OCHOBBI 'YueOHbI€ M1aHbl, Y4€OHO-METOAMUYECKUE KOMITJIEKCHI,
0€30MaCHOCTH. [paboune mporpamMMbl, METOAMYECKHE PEKOMEHIAlIUU 1
YKa3aHU4.
1.3 |OcHOBHbIE MPUHLIUIIBI [IpyHIMI 3aKOHHOCTHM M MPaBOBOM 0OECTIEYEHHOCTH.

nH(pOopMalnoHHON Oe3onacHocTh. [[IpyHIMN GanaHca MHTEPECOB JMYHOCTH, OOIIECTBA U
rocynapcTBa. [IpyHIMI HHTErpaluyu ¢ MEXIyHapOAHBIMY]
cuctemMamMu Oe3zonacHocTd. IIpuHIMIT AKOHOMHYECKOU
A PeKTUBHOCTH. [TpunIMI KOMIIJIEKCHOCTH,
CHUCTEMHOCTH.

Temuvl npakmuiecKkux /CQMI/IHCZPCKI/DC 3auHamul




1 PaccmoTpenue KOH(IMKTOB B Cemunap
OpraHu3aLusIX KoH(IMKTEI, 00yCIOBIEHHBIE TPEOOBAHUSAMH PEKUMA
KoHMIUKTHL, 00yCIIOBJICHHBIE HECOOTBETCTBUEM
O’KUJAHUH U pPEaNbHOCTH, KOH(IMKTBI «HECOBIBLIMXCS
Ha/1eXK»
KOH(IIMKTBI «UeJIOBEK — CUCTEMa
KOoH(IUKTHL, 00YCIIOBJIEHHBIE OrPaHUYEHHOCTBIO)
[pecypcoB
KoH(IUKTEI, 00yCIOBICHHBIE HECOOTBETCTBHUEM IIEleH
COTPYAHUKOB CHCTEMBI 3alIUTHl MH(GOPMAIMUA U JIPYTHUX|
[paOOTHUKOB U OTJIETIOB
KOoH(IUKTHI nepapxuu
Koupaukt «popmanbHOl U He)OpPMaNbHOU CTPYKTYp»
(popmainibHBII pyKOBOIUTENb U HEe()OPMANBHBIN JTHAEP),
O0opr0Oa 3a BIaCTh.
CPC: noAroToBUTH TEMbI IOKJIAZIOB U paccKkas3aTb O HUX.
2 Kpumunanuctuieckas Cemunap
XapaKTepUCTHKAa KOMIBIOTEpHBIX  [KpUMHHaIMCTHYECKas XapaKTepUCTUKAa KOMIIBIOTEPHBIX
rpectyrieHuii B Poccun [IPECTYIJICHUN
OOCcTaHOBKA COBEPIIEHUS NPECTYIIICHUS
CBoliCcTBa JINYHOCTU CYOBEKTA MPECTYIIICHUS
[IpenynpexaeHue KOMIBIOTEPHBIX PECTYIUICHUN
CocTaBbTe  «IIOPTPET»  XapaKTEPOJIOTHMUECKUX  YepT
JTMYHOCTH CKJIOHHOW K COBEPIIEHUI0 MH(OPMAIIMOHHOTO
[IPECTYIUICHUS
3 IIpoBepka 3HaHU [lepeuncaure BUAbI KOH(IUKTOB.
JlaiiTe XapaKTepUCTUKY KOMITbIOTEPHBIM MTPECTYIIICHUSIM.
YKa)XuTe OCHOBHBIE MNPUHIUIB HHGOPMAIMOHHOM
0€301acHOCTH.
2 HopMaTHBHO-IPaBOBOE odecnneueHue nHGopMalnoHHOH 0e3onacHocTH B Poccuiickoii

Cooepoicanue 1eKYUoOHHO20 Kypca

2.1. [[IpaBoBoii pexxuMm nHGOpManuu  |HopMaTHBHO-TIpaBOBBIE aKTBI (benepanbHOrO
3aKOHOJATEIbCTBA B 00JacTM  MH(POPMAIMOHHOM
0e3omacHoctu. [IponsBenenus, Noab3yrOMIKUECS OXPAHOM.

2.2. |Opranbl, 00eCIeYHBArOIIHE ["'ocynapctBeHHbIe Opranbl PO, KOHTpOIHPYIOIINE

MH(OPMALMOHHYIO O€30MaCHOCTh  IESITETFHOCTD B 00JIACTH 3aIlUThl HH()OPMALIUH.
2.3. |OpranuzanoHHO-TIPaBOBbIE (OCHOBHBIE COCTABJISIOIIME HAIMOHAIBHBIX HMHTEPECOB

OCHOBBI 3aIIUTHI HHPOPMALIUU B
OpraHax BHYTPEHHHX eI

Poccuiickoii @eneparuu B HHPOPMAIIMOHHOH chepe.

Temwr npakmuvecKkux /ceMuHapCKux 3AHAMUL
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1  |Opransl, obecrieunBaronue

OpranuzanoHHO-IIPABOBHIE
OCHOBBI 3aIIUTHl HH(YOPMALIUH B
OpraHax BHYTPEHHHX JIeJT

MH(POPMALIMOHHYIO 0€301aCHOCTb.

Cemunap

OcHoBHble 3a1aun U GpyHKIMN CoBeta be3omacHocTr
Pacckaxxute o QenepaabHOi CIIyX0e M0 TEXHUYECKOMY U
PKCIIOPTHOMY KOHTPOJIIO

Uem 3anumaercs denepaibHas ciayx0a O0e30macHOCTH
Poccuiickoit ®enepannu?

Jlns yero Hy)XKHa MEXBEIOMCTBEHHAas KOMHCCHUS IIO|
3alllUTE TOCYAapPCTBEHHOM TailHbI?

Kakue cymecTByrOT yrpo3bl 0€30MacHOCTH HH(OpPMAIHH
U cpeicTBaM HH(OopMaTH3aIn?

Kakue CYLIECTBYIOT YIPO3bI
MH(POPMALMOHHO-TICUXOJIOTUIECKUX BO3JCHCTBUI?

HETaTUBHBIX

2  [[IpoBepka 3HaHMIA

YUrto cnexyer NOHMMATh IIOJ «IIPABOBBIM PEXUMOM|
H(popManun»?

Ha3oBuTe HECKONIBKO HamOojee BaXHBIX 3aKOHOB,
periaMeHTUpYOUMX HH(POPMALMOHHbIE OTHOIIEHUS B
oO111eCTBE.

[TosicHuTe pasHUIly MEXIY COOCTBEHHUKOM, BiaJelIbLiEM|
U 110J1b30BaTeNIeM HH(OPMAIIHH.

[lepeunciiTe Opraubl 3alUThl TOCYJaPCTBEHHOM TailHBI.
Kakass wHpoOpMamus, MO 3aKOHY, HE MOXET OBITH
3aKpHITON?

[lepeunciiTe OCHOBHBIE HOPMATHBHBIE JOKYMEHTHI IIO
3alyuTe NHPOpPMaLUK.
VKaxkure KaTeropum HMH(GOpMaUM  OrpaHMYEHHOIO
JTOCTYTIA.

[losicHUTE CMBICT KaTCropuu «KOMMCEpPUCCKasi TalfHa.

3 Opranu3zanusi NPOTHBOAEHCTBHS KOMIBIOTEPHOM MPECTYMHOCTH

Coodeporcanue 1eKYUuoHHO20 Kypca

3.1 [Yrpossl UH(POPMALIMOHHOM
0E30MaCHOCTH ¥ METOMbI
peanu3aniu

OCHOBHBIE METO/Ibl pealn3aluy yrpo3 HH(HOPMAIIMOHHOH
0esonacHocth  AC. Tpu OCHOBHBIX BHJIOB YIpO3.
Knaccugukaiuss BO3MOXHBIX Yrpo3 HH(GOPMAIMOHHOH
6e3omacHoctu AC.

3.2. |(OTBETCTBEHHOCTH 34
KOMIIBYOTEPHBIE NIPECTYIUICHUS

HenpaBoMepHbIH 10CTYIl K KOMIBIOTEPHON MHPOpPMAIIUH
(ct. 272). Co3naHue, UCTIOIb30BAHUE U PACIIPOCTPAHEHUE
O9BM (ct. 273).
Hapymenue npasuin s3kcrutyarauuu 9BM, cucremsr 9BM

BPEIOHOCHBIX ~ IIpOrpamMm  JUIst

Wau ux cetu (cT. 274).
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3.3.

DakTOPBI pa3BUTUSA KOMIIBIOTEPHON
[IPECTYIHOCTU

Jloctrym ¥ wWHQOpPMAIIMOHHEIM pecypcaM. Pa3Butue]
MUPOBBIX M HAIMOHAJIBHBIX KOMIIBIOTEPHBIX CETEH H
HOBBIX TexHojoruid IlepeBogoM  HMH(DOPMAITMOHHBIX|
pECypcoB Ha 3JIEKTPOHHBbIE HOcUTeNH. KoHueHTpauus B
1H(OPMaLMOHHBIX CUCTEMaX. Pa3pabotka 7|
COBEpIICHCTBOBAHUE HMH(POPMAIIMOHHBIX TEXHOJOTHUH.
CrnocoOHOCTh ~ pa3pabaTbiBaTh U pealu30BbIBATH
[IpOrpaMMbl,  HallpaBJICHHbIE HAa  IPEAYIPEKICHUE
HApPYIIEHUN U OTKJIOHEHUW B COLIMAJIBHOM U JINYHOCTHOM
cTaTyce,  IICUXMYECKOM  pa3BUTUU  COTPYJIHUKOB,
BOCHHOCIIYKAIlIUX M WHBIX JIML, PUCKOB aCOLMAIBHOIO
[MOBEICHUS, npodecCnoHaIbHBIX PHUCKOB,
npodeccuoHanbHOM nedopMaluu ¢ y4eTOM pa3BUTHA B
COBPEMEHHOM MHUPE KOMIBIOTEPHON IPECTYIHOCTH.

Tembi npakmu4ecKkux /C@MUHClpCKMX 3aHAMUL

1  [Metoauka pacKpbITHUs U Cemunap
paccie0BaHUs KOMIBIOTEPHbIX  [UTO Takoe HECaHKLUMOHUPOBAHHBIN (HENpaBOMEPHBIi)
MIPECTYIIICHUN OCTYN K KOMIBbIOTEPHOI nHpopmanuu?
Kakue cylecTByIOT HapyllEHUs IPaBHJI AKCIUTyaTalluH
OBM, cucteMmbl OBM mimm ux cetu?
TUNUYHbIE CIEACTBEHHbIE CHUTYallMd I€PBOHAYaIbHOTO
ATara U CIeICTBEHHbIC ACHCTBUS.
Onumure OCOOEHHOCTH IPOU3BOJACTBA OCMOTPOB U
OOBICKOB.
Uro Takoe MOMCK M H3bATHE HMH(OPMAIMM U CIENO0B
BO3/IeiicTBUS Ha Hee B OBM u ee ycTpolicTBax.
lcnonb30BaHue cliENUaNbHBIX MO3HAHWM M Ha3HAaYeHHE
DKCIIEPTH3.
2  [[IpoBepka 3HaHMIA KakoBbl cTpykTypHble ocobeHHocTH YK P® B obOnactu

KOMITbIOTEPHOM MPECTYMHOCTU?
[lepeuncnure 6a3oBble KiacCU(PUKANMOHHBIC MPU3HAKH
yrpo3 nH(OPMAMOHHON 0e3omacHOCTH B
ABTOMATU3MPOBAHHBIX CHCTEMAaX.
YKaKuTe OCHOBHBIC NMPHYMHBI yTEUKH HH(POpPMAIWK Ha
00BeKTax HHpOpMaTU3ALINH.
Urto MMOHUMAETCs MOJ1 HECaHKYUOHUPOBAHHBIM
0ocmynom B UHPOPMAITMOHHYIO CUCTEMY?

5. Tlepeuncnute KaTeropuu KOMITBIOTEPHBIX]
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MPECTYIMHUKOB.

HaszoBute BUbl KOMIIBIOTEPHOW MPECTYITHOCTH.
Ykaxure  crnocoObl
MPECTYIJICHU.

COBEPILIECHUS  KOMIIBIOTEPHBIX
Kakoe MakcUMallbHOE HakKa3aHWE W MO0 KaKOH CTaThe
MOYKET Ha3HAYUTh CY/Jl 32 KOMIILIOTEPHOE MPECTYIICHUE?
Kak cnenyer II15BM
MCKITIOYUTH BO3MOXKHOCTh PabOTHI C HUMH?

OIIC4YaTbIBaTh Tak, YTOOBI

YKaxxuTe TUIWYHBIC CJICACTBCHHBIC CUTyallUn IIpH

4 TunoBbie peuicHus 1mo 0e30macHOCTH KOMIIbIOTEPHBIX cerei

Cooepoicanue 1eKYyUoOHHO20 Kypca

4.1 Moxuenu 6e30I1acHOro

MOAKIIIOUeHN K Internet

Uro Takoe Internet? I{ens hopMupoBaHUs TOJUTUKH
0e3onacuoctd g Internet.

4.2

[ [prHIIMIIBI
MEKCETEBBIX DKDAHOB

(yHKIIMOHMPOBAHUS]

MexcereBol 3KkpaH. THUIbI aTak B CETH.

Temuwl npakmuvecKkux /CeMuHapCKMX 3AHAMUL

1 Moenu 6e30I1acHOro
MOAKIIIOUeHN K Internet

Huckyccus Ha Temy: «3ammrta B Internet miam ot
Internet?». 3agaya CTYJEHTOB IPUBECTH JOBOJIBI 32 TY]|
TOYKY 3PEHUS, KOTOPYIO CUUTAIOT BEPHOIL.

2  [[IpuHUIMIE! QYHKIIMOHUPOBAHUS

MCKCCTCBLIX SKPAHOB

Cemunap

Yro takoe nmpotokon TCP/IP?

Uro BKIItOYAET B ce0s MOHATHE COKET?
B uyem  cocrour
6e3onacHoctH Internet?

¢yHoamMeHTanbHas — mpobiema

Kaxkue cymecTByroT 1Be 0a30BbI€ MTOTUTHKUA MEKCETEBOTO
HKpaHa’?

3  |[KomiokBuym

HpOBepKa 3HAHUH 3a IIEPBLIC pa3aCIIbl.

5  |Opranu3zanms NpOTHBO/EHCTBUS BPeJOHOCHBIM IPOrpaMMaM

Cooepoicanue 1eKYUOHHO20 Kypca

5.1 [loHsTHE O BPETOHOCHBIX

[loHsiTHE BPEOHOCHBIX MTpOrpaMM. BHJIbI BpeTOHOCHBIX

[Iporpammax [IpOrpamm.

5.2 [Texnomorum  oOHapyxeHuss  ulloBeneHdyeckoe IIPOTUBOJCUCTBHE. Texnonorun
HENUTpaIn3alun BPEIOHOCHBIX[OJIOKUPOBKM ~ pabOThl ~ AHTUBUPYCHBIX  MPOJYKTOB.
[IpOTrpaMm MeTtoauku 3arpy3ku nHopmanuu u3 UarepHera.

Temuvl npakmuiyecKkux /CQMI/IHCZPCKI/DC 3anHamuil
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[ToHATHE O BPEAOHOCHBIX
[Iporpammax

Cemunap

KakpuM ~ JOKyMEHTOM  perjiaMeHTUPOBaH  TEPMHUH
«BPEIOHOCHBIEC MPOTPAMMBI» U YTO 3TO TaKOE?

Kakue BUABI BPEIOHOCHBIX MIPOrpaMM CYLIECTBYIOT U
oXapakTepusymre ux?

UeM OTJIMYAIOTCS KOMIBIOTEPHBIE BUPYCHI OT TPOSHCKHUX|
rporpamm?

TexHonoruu oOHapyXeHUS U

CemuHap

2 HelTpanu3alnuu BpeIOHOCHBIX UYrto Takoe NCIOIb30BAHUE JIOBYIIEK [l aHTUPYTKUTOB?
[porpaMm Uto takoe ataku Ha GUI?

Yro O3HaYyaer JE€CTPYKTUBHBIE BPEIOHOCHBIE
[IPOrpaMMbl?

3 [[IpoBepka 3HaHUH 1O TEME Cemunap
[lepeuncnure  cpencTBa  HEWTpalM3allud — BHPYCOB
(BpEIOHOCHBIX IPOTPaMM).
Kakue mnorepu (3arpaTbl) MU HAa 4YTO HMMEHHO HECYT
OpraHu3allil B CBS3M C CYLIECTBOBAaHMEM  SIBJICHUS]
«BpEOHOCHAs! ITporpamma?
Kak BbI TymaeTe, 4To Takoe OTepH pemyTaluy U KaK OHY|
MOTYT OBITh CBSI3aHBI C BPEJJOHOCHBIMU IIPOrpaMMaMu?
YKaxkuTe Ccrnoco0bl THPAXUPOBAHUS AHTUBHUPYCHOTO
00eCreyeHHUs.

6 Kpunrorpadus xak Meron odecredyeHnst HHPOPMALMOHHOM 0€30IIaCHOCTH

Coodeporcanue 1eKYUuoHH020 Kypca

6.1 |OcHoBHbIE MOHATHA U 37eMeHThl  |[[loHsATHE «kpunTorpadus». BosmoxHble mpobaemsl pu
Kpunrorpaduu 0OMEHE COOOILIEHUAMU.
6.2 |CumMmeTpuyHBIE U aCUMMETPHUYHBIC[IOHATHE «CHMMETPUYHBIE KPUIITOCUCTEMBI». [loHsTHE

KPHUIITOCHCTCMBI

KACUMMCTPHUYHBIC KPUIITOCUCTCMED). Hx otnuuune ApYyT

Temwi npakmuvecKkux /C@MUHClpCKLDC 3aHAMUL

1

[TonsTue unppoBoii moanucu U
U(pPOBOro cepTUdHKaTa

Cemunap

Uto Takoe nudpoas HOAMUCH?

Pacckaxute 00 007acTsX, B KOTOPBIX IPUMEHSETCS
11 (poBast MOAMKCH.

Uro HyxkHO g oOMEHa IOPUAWYECKH 3HAYUMBIMY]
HIIEKTPOHHBIMU IOKYMEHTaMU?

Pacckaxute O IOpUAMYECKOM CHJIE€ JOKyMEHTa C
PIIEKTPOHHOMN MOJIHUCHIO.

Kakoe  cymecTByeT  HOPMAaTHMBHO-IIPAaBOBOE  IIOJIE
VICII0JIb30BaHUs DJIEKTPOHHOM MOJIHUCH.
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Kpunrocucrema Cemunap

2 Uro mnoHumaercs  1OA  TEPMUHOM  YIPABIEHUE
Kpunrorpadpuueckumu kitoyamu? KakoBa OCHOBHas 1€,
1 OCHOBHBIE 33J]auyl YIPABJICHUS KIH0YaMu?

B uem, Ha Bam B3MJISA, OTIMYME >KU3HEHHOIO IIMKIIA
CEKPETHBIX U OTKPBITBIX KpUNTOrpahUueCcKuX KItoyen?
l3n0xuTe B OOHMIMX YepTax CYLIECTBO cepTU(dUKaLuy
OTKPBITBIX KIKOYEH.

KakuM 00pa3oM pacrpoCTpaHSIOTCS OTKPBITHIE KIIIOYH B
KpunTocucremax?

3 KoJimokBuym [IpoBepKa 3HAHUU I10 TTOCIEAHUM pPa3aeiaMm.

4 IlopsigoOK OLICHUBAHUA YCIIEBAEMOCTH U C(POPMUPOBAHHOCTH KOMIIETEHIIUI

o0y4amomerocss B TeKyuei 1 mNpoMe:KyTOYHOM aTTecTaluu

Jlis TONMOXUTENbHOW OIICHKH 10 pe3ylbTaTaM OCBOCHUS AMCLUMILIUHBI O00y4aronemycs
HEOO0XO/MMO BBIMIOJHUTH BCE YCTAHOBJICHHBIC BHUIBI Y4eOHOU paboThl. OueHKa pe3yabTaToB padOTHI
oOyuarolerocs B 6amiax (1mo Bujam) MpuBeIeHa B HIKECIeAYIOUIel Tabnuie.

Tabmuna - [kana u moka3zaTesnu OLEHUBAHUS PE3YJIbTaTOB YU€OHOH pabOThl 00YJAIOLINXCS 10
BUJaM B OasuibHO-pelTuHToBO# cucreme (bPC)

VYuebHas padora | Cymma | Buasl u pe3ynbraThl OueHka B aTTecTaluu bannst
(BUIBI) OayoB y4aeOHO# paboTHI (1IKasa u mokasateiid OICHUBAHMS )
Texywian yueonas paboma O@0O
0D0 60 Koncnextsl Tem: 15 |2 6aja - packpbitue TeMbl Ha 51-65% 16-16
Tekymras yuebuas ((100% / |tem (pyKorucHbIe) 3 pasuta packpeiTie TeMbl Ha 66 - 85%
pabora B cemecTpe |0aioB 4 panna packpeitie TeMbl Ha 86 - 100%
(mocemenne npusefieH |[Ipaktudeckue 2 paJu1a - ocemeHne | MpakTUYecKOro 3aHATHS U 18-48
3aHATHH 110 HOM 3aHATHS BbITIOJIHEHHE paboThl Ha 51-65%
pacIicaHuio u wkanel)  |(17 3aHsATHiA) 4 6anna — noceuieHue 1 3aHATHS U
BBITIOJTHEHHE CYILECTBEHHBIN BKJIa] HAa 3aHATHU B padoTy
3a1aHHMil) IPYIIIBI, CAMOCTOSTEILHOCTD U BBIIIOJIHEHHE
pabotsl Ha 66 -100%
Hrorosslii Tect 17 6amnnos (51 - 65% npaBUIILHBIX OTBETOB) 17- 36
18 6asnoB (66 - 85% npaBUIILHBIX OTBETOB)
20 6as10B (86 - 100% mpaBUIIbHBIX OTBETOB)
Hroro mo Tekyuieii padore B cemecTpe 51 -100
Texywian yueonas paboma O3@00
03®O0 Texymas |60 KoHcrekTs! TeM: 5 2 paJuia - packpeiTHe TeMbl Ha 51-65% 8-16
yuebuas pabora B [(100% /  |remsI (pyxomucHble). |3 6aj1a packpeiTHE TeMbl Ha 66 - 85%
ceMecTpe 0amIoB 4 paJjura packpbeiTie TeMbl Ha 86 - 100%
(BBIIIONTHEHHE npuBeleH |[IpakTHyecKue 4 0aJuI0B - TIOCETIeHNE | TPaKTHYECKOTro 24-48
CaMOCTOATENbHBIX [HOU 3aHATHSA (6 3aHATHH). |3aHSATHS U BBIIOJHEHUE paboThl HA 51-65%
KOHCIEKTOB, IHKaHBI) 8 0as10B — mocenienue 1 3aHgITUI U
TecTa) CYIIECTBEHHBIH BKJIaJ Ha 3aHSATHHU B pabOTy
IPYIIBI, CAMOCTOSTEIHOCTD U BBIIIOJIHEHHE
pabots Ha 66 -100%
Hroroselii Tect 19 6ann0B (51 - 65% npaBUIBHBIX OTBETOB) 19-36
28 famioB (66 - 85% npaBUIIBHBIX OTBETOB)
36 6as1oB (86 - 100% mpaBUIIBHBIX OTBETOB)

Hroro no Tekyuieii padore B ceMecTpe 51-100
Ilpomesrcymounasn ammecmanusn
[Ipomexxyrounas |40 Bomnpoc 10 6aaJ10B (TOPOTOBOE 3HAYCHUE) 10-20
aTTeCTALUS (100% 20 6a/10B (MaKCHMAJIbHOE 3HAYCHUE)
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(oK3ameH) /6amnoB  |Pemenue npaktuko- (10 6aa0B (moporosoe 3HaYEHHE) 10-20
IIPUBEJICH |OPUEHTUPOBAHHOIO 20 6an10B (MaKCUMaAJILHOE 3HAUYCHHE)
HOMU 3alaHus
TITKAJTBI )
HToro no mpoMe;KyTouHoi arrecramun (3K3aMeH) 20-40
CymmapHasi oneHka no gucuumianne: CymMmma 0anioB TEeKyIied ¥ MPOMEKYTOYHOM aTTeCTallun 51 —100 6.

B mpomexxyTodHOH aTTecTau OlleHKa BBICTABIACTCS B BeOMOCTh B 100-0ayibHON 1TKAje U
B OyKBEHHOM SKBHBaJIeHTE (Tabnuia 9)
Ta6muma 9 — CootrHecenne 100-6aytbHOM ITIKAIBI 1 OYKBEHHOT'O SKBUBAJICHTA OIICHKU

YpoBHH OCBOEHUS Ox3amen 3auem
Cymma nHabpaHubix - -
banios JMCIMIUIAHBI 1 Oyenxa Byxeennviii sxeusanenm Byxeennuiii
KOMITCTEHITNI 9KBUBATIEHTN
86 - 100 [TpoBUHYTHIN 5 OTJINYHO
66 - 85 IloBBITIIEHHBII 4 XOpOIIO0 3auTeHo
51 -65 [Toporossrii 3 YIOBIIETBOPHUTEIHLHO
0-50 [lepsolit 2 HEYJIOBJIETBOPUTEIBHO He 3aureno

5 MarepuajbHO-TeXHHYECKOE, NPOrpaMMHOe H Y4eOHO-MeTOAUuYecKoe
odecneyeHre JUCHMIIUHbBI

5.1 YueOHas iuTeparypa

OcHoBHasi yueOHasi IuTEpaTYpa

1. Opranu3aimoHHOE W MPaBOBOE oOecrieueHne NHPOPMAITMOHHON 0€30MaCHOCTH | YUCOHHUK U
npaktukym st By3oB/ T. A.IlomskoBa, A. A. CrpensioB, C.I. UyOykoBa, B. A. HuecoB; mon
penakuueit T. A. ITonsixoBoi#t, A. A. CtpensioBa. — Mocksa : FOpaiit, 2020. — 325 ¢. — (Bricmiee
obpazopanue). — ISBN 978-5-534-03600-8. — URL: https://urait.ru/bcode/450371 (nara oOparieHus:
26.08.2021). — TekcT: 2NeKTPOHHBIH.

2. YepHoga, E. B. UudopmannonHas 6e30MacHOCTh YeI0BeKa : yueOHOe mocodue st By30B /
E. B. UepnoBa. — 2-e¢ wu3a., uchp. u jgon. — Mocksa: IOpaiit, 2020. — 243 c. — (Bricmee
obpazoBanue). — ISBN 978-5-534-12774-4. — URL: https://urait.ru/bcode/449350 (nara oOpareHus:
26.08.2021). — TekcT: 3J€KTPOHHBII.

JlonoJiHUTeIbHAS yueOHas JIuTepaTypa

1. BapanoBa, E. K. Mudopmanmonnas Oe3omacHOCTb W 3amura uMHGpoOpManuu : ydeOHOe
nocobue / E. K. bapanosa, A. B. babam. — 4-e u3zn., nepepa0. u gon. — Mocksa : PUOP : UH®PA-
M, 2020. — 336 c. — (Bricmee oOpazoBanue). - ISBN 978-5-369-01761-6. - URL:
https://znanium.com/catalog/product/1114032 (nata oopamienus: 26.08.2021). — TekcT: 37eKTPOHHBIH.

2. WNudopmarmonHass 0€30MacHOCTh W 3amUTa HHPOpMaUuu : ydyeOHOe Mmocodue ams
HanpasieHuss  noxaroroBku  40.03.01 - IOpucnpymenums, cnenuansHoctn — 40.05.02 -

[IpaBooxpanuTenbHas JAedATeNbHOCTh, crnenuaibHocTd 37.05.02 - Ilcuxomorust  cimyxkeOHOU
NeSTeIbHOCTH, OYHOM U 3a0uHON ¢opM oOyuenus / O. A. Ilandwunosa, J[. FO. Kprokosa, A. H.
Haumos, B. B. Myxun ; ®@eznep. ciyx0a ucnoyiH. Haka3aHuid, Bonoroj. MH-T nmpaBa U SKOHOMHKH. -
Bomornga : BUIID ®CHUH Poccum, 2018. - 59 c. - ISBN 978-5-94991-428-1. - URL:
https://znanium.com/catalog/product/1229037 (mata oopamienus: 26.08.2021). — TekcT: 37eKTPOHHBIH.

3. Cprues, 0. H. Crannmaptel unpopmanmoHHoil Oe3zomacHocTu. 3amuTta U 00paboTka
KOH(HICHIIMATBHBIX JTOKYMEHTOB : yue0. mocobue / FO.H. CorueB. — Mocksa : UHOPA-M, 2019. —
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223 ¢. — (Beicmiee obpazoBanue). — Www.dx.doi.org/10.12737/textbook _5cc15bb22f5345.11209330.
- ISBN 978-5-16-014397-2. - URL: https://znanium.com/catalog/product/979415 (nata oOpartieHus:
26.08.2021). — TekcT: 371€KTPOHHBIA.

4. Munos, A. K. Ynpasienne napopmanuonHoi 6e30macHOCThIO : yueOHoe mocobue / A. K.
[umoB ; FOxuBIA denepanbHblii yHHUBEpCUTET. - PoctoB-Ha-[lony ; Taranpor : M3maTenbcTBO
IOxnoro denepansHoro ynusepcutera, 2018. - 120 c. - ISBN 978-5-9275-2742-7. — URL.:
https://znanium.com/catalog/product/1021744 (nata oopamierus: 26.08.2021). — TekcT: 37IeKTPOHHBIIA.

5.2 MarepuajbHO-TEXHHYECKOE U MPOrpaMMHOe o0ecrevyeHne TUCIUIINHbI
Y4eOHble 3aHATHS IO AUCIUIUIMHE TPOBOAATCS B yueOHbIX ayauTopusix HOU Keml'V

316 YueOHas ayauTopus (MyJIbTHMEIUINHAS ) IS 654027, KemepoBckasi 0071aCTh, T.
MIPOBEICHUS: Hosoky3uernk, npoc. [luonepckuit, a. 13,
- 3aHATUN JIEKIIMOHHOI'O THUIIA; nom. 2

- 3aHATHH CEMUHAPCKOTro (IPAKTUYECKOI0) TUIIA;

- TPYIIOBBIX U UHIUBUAYAIbHBIX KOHCYIbTAIUI;
CrnennanusupoBanHas (yueOHas) MmeOenb: JocKa
MapKepHO-MenoBasi, kKadeapa, CTONbI, CTYJIbS.
O6opynoBaHue: CTAIIMOHAPHOE - HOYTOYK
MpenojaBaTess, IPOeKTOp, IKPaH.

Hcnonp3yeMoe mporpaMMHOE oOecrieueHue:
MSWindows (MicrosoftimaginePremium 3 year mo
cyonmunen3snonHomy fgorosopy Ne 1212/KMP ot
12.12.2018 r. mo 12.12.2021 r.), LibreOffice
(cBoboiHO pacnpocTpanseMoe [10), anTuBupycHoe
IO ESETENdpointSecurity, munensus NeEAV-
0267348511 mo 30.12.2022 r.;MozillaFirefox
(cBoGOHO pacmpoctpansemoe [10), GoogleChrome
(cBoGoHO pacnpoctpansemoe [10), Opera (cBo6o1HO
pacnpoctpansiemoe I10), FoxitReader (cBo6oano
pacrpoctpansiemoe [10), WinDjView (cBo6oaHO
pacnpoctpansiemoe [10), Annexc.bpaysep
(oTeuecTBeHHOE CBOOOIHO pacmnpocTpansemoe [10).
WuTepuer ¢ obecnieuenuem nocryna 8 SUOC.

311 KomnbroTepHbiit kiacc. YueOHas ayautopus st | 654027, KemepoBckas 06y1acTh, T.
[IPOBEICHUSA: Hosoky3nenk, npocn. [Inonepckuit, a. 13,
- 3aHATHH CEMUHAPCKOTro (IPaKTUYECKOI0) TUIIA; mnom. 2
- TPYIIOBBIX M UHIUBUAYAIbHBIX KOHCYIbTAIU;
- TEKYIIIETO KOHTPOJIS U MPOMEKYTOYHON aTTeCTalllu.
CrneuunanusupoBanHas (yueOHasi) MmeOemb: 10CKa
MeJ0Basi, CTOJbI KOMIIBIOTEPHBIE, CTYIIbSL.
Ob6opynoBaHue: CTALlMOHAPHOE — KOMITBIOTEPHI JUIs
oOyuatomuxcs (11 mrt.); mepeHocHoe - HOYTOYK,
9KpaH, MPOEKTOP.
Hcnone3yemoe mporpaMMHoOe oOecrieueHue:
MSWindows (MicrosoftimaginePremium 3 year mo
cyonuuensnonnomy aorosopy Ne 1212/KMP ot
12.12.2018 r. go 12.12.2021 r.), Aunexc.bpayzep
(oTeuecTBeHHOE CBOOOIHO pacmpocTpansemoe [10),
Firefox 14 (cBo6oano pacmnpoctpansemoe I10), Opera
12 (cBoboaHO pacmpoctpansiemoe I10), LibreOffice
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(cBoGomHO pacnpocTpansemoe [10),
AdobeReaderXI(cBoboano pacmpoctpansemoe I10),
FoxitReader (cBo6oaHO pacnpoctpansemoe I10),
WinDjView(cBoboano pacrnpoctpansiemoe I10)
Hutepuer ¢ obecnieuenueM gocrymna B DUOC.

5.3 CoBpemMenHble npodeccMoHaTbHbIE 0a3bl JAHHBIX U MH(pOPMANIMOHHBIE

CIIPpaBOYHbIE€ CUCTEMBI

Iepeuens CIIB/l u UCC no qaucuumninue

YueOHble  MaTepuadabl A cryaeHtoB  (Madopmarmka).  Pexum  mocryna:
https://studme.org/Y4ebubie

O6mepoccuiicknii ”HPOPMAIMOHHASI CHCTEMA — COBpEeMEHHass MH(POPMAIIMOHHAs CHCTEMa,
MIPEIOCTABIIAOIIAs POCCUUCKUM U 3apYOEKHBIM YUESHBIM pa3InyHbIe BO3MOKHOCTH B IIOMCKE HAYYHOM
nH(pOpMaIIUY TT0 MaTeMaTuke, pusrke, THPOPMAIIMOHHBIM TEXHOJOTHSAM U CMEXHBIM HayKkam. Pexum
noctyna_http://www.mathnet.ru /

Ennnoe oxHO goctyna K o0Opa3oBaTejibHBIM pecypcaM — CBOOOJHBIA JOCTYI K
MHTETPAIIbBHOMY KaTaJloTy 00pa30BaTEIbHBIX HMHTEPHET-PECYPCOB U K DJIEKTPOHHOM OHOIMOTEKE
y4e0HO-METOIMYECKUX MaTEPUaJIOB I O0IIero U npodeccuoHanbHoro oopasopanus (Ilcuxomorms).
Pexum noctyna: http://window.edu.ru/catalog/?p_rubr=2.2.77.2

6 Huble cBegeHUs U (MJIN) MATEPHAJIBI
6.1.1IpuMepHbIe TeMbI MMCBMEHHBIX YYEOHBIX padoT

Tema 1. BBenenue B npeaMer. Yrpo3bl HH(OPMAIIMOHHOW 0€30MaCHOCTH.
[Tepeuncnure 4eTbipe ypOBHS 3alIUThl KOMIBIOTEPHBIX U HH(OPMAILMOHHBIX PECYPCOB?
A. IlpenotBparnienue, oOHapyKeHHe, TUKBUIAIMS, BOCCTAHOBIICHHE.

b. [IpenoTBpaienne, onucaHue, JIMKBAALNSA, BOCCTAHOBJICHUE.

B. IlpenotBparienue, oOHapyKeHUE, OTpaHUYEHUE, BOCCTAHOBIICHHE.

UTO Ha3bIBAIOT KPUTUUECKUMHU JTAHHBIMU?

A. JlanHble, KOTOpbIe TPEOYIOT COXpAaHEHHUS H3-32 BEPOSTHOCTH HAHECEHHs YMBIIUICHHO-
royuiepoa.

b. Jlannple, koTOphle TPeOYIOT 3alUTHl W3-32 BEPOATHOCTH HAHECEHHUs yIiiepOa, eciu
MPOU30MIET CIIyYallHOE WJIM YMBIIUIEHHOE PACKPBITUE JAHHBIX.

B. JlanHble, KOoTOpble TPEOYIOT YHUUTOXKEHHSI H3-32 BEPOSITHOCTH HAHECEHHs CIydailHOro
yiep0a mpu pacKpbITUU TaHHBIX.

OcHOBHBIE MepHI 3aIUTHI HH(OPMAIIMOHHOI 0e301macHOCTH?
A. Unentudukanus, ayTeHTUPHUKAINA.

b. [TaponmpoBanue, KOAUPOBAHUE.

B. ABTropuzanus, 1ydoaupoBaHue.

Yrto moHnMaeTcs nmoa HaACKHOCTBIO KOMIIBIOTEPHBIX cucrem?
A. CnocoOHOCTh CHCTEMBI BOCCTAHABIMBATh HH(MOPMAIMIO TPH OTKa3ax OTAEIbHBIX
YCTPOMCTB.
b. OTka3 cucrembl Ha BXOJ HE UACHTU(PHUIIMPOBAHHOTO MOJIH30BATEIS.
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B. CBoilicTBO cHCTEMBI BHINIOJHATL BO3JIOKECHHBIC Ha HEE 3aa4yu B OMNPCACICHHBIX YCJIOBUAX

OKCILTyaTallUH.

Uro Takoe uAeHTU(UKATOP MMOJIb30BATENS?

A. Homep nosib30Baresis B ;KypHaJie YYETHBIX 3alKCEN.

b. YaukansHas undopmanusi, mo3BoIsiomias pa3iniaTh HHAUBUIYaTbHBIX TOJIb30BaTEICH.
B. Ilaposnb 17151 BXOJ1a B CUCTEMY.

Tema 2. OcHOBHbIE NOHATHS TEOPUH HH(POPMALMOHHOI 6€30NACHOCTH.
Crioco0sbI 1ocTymna K TaHHBIM:

A. TIpsimoii, oOpaTHBIiA.

b. ITapamienbHbId, IPSIMOM.

B. IlocnenoBatenbHbIi, TPSIMOM.

Uto Takoe MeKCEeTeBOM IKpaH?
A. CpencTBo pasrpaHUyuEHUs TOCTYIIA, CITyXKalUe JAJid 3alUThl OT BHEIIHUX YTPO3.
b. CpenctBo pa3rpaHuyueHHUs JOCTYIIA, CIyKalllee JUIsl 3alIUThl OT BHEIIHUX YIPO3 U yrpo3 CO

CTOPOHBI I10JIb30BATEIIEH APYTUX CErMEHTOB KOPIIOPATUBHBIX CETEH.

ceTel.

B. CpenctBo 3amuTel OT yIpo3 CO CTOPOHBI II0JIb30BATENEH IPYTHX CErMEHTOB KOPIIOPATUBHBIX

OcHoBHBIE IOJXO/BI K CO3JAHUIO OTKa30yCTONYHUBBIX CUCTEM:

A. TTomexoycToitunBoe KoJupoBaHNe HH(POpMaIUK, TapaiebHbIA JOCTYI K MH(OPMAIIHH.

b. IIpocroe pe3epBupoBaHue, IOMEX0YCTOWYMBOE KOJUPOBaHHE HH(POPMALIUH, CO3aHUE
AJIaNITUBHBIX CHCTEM.

B. Co3nanue ananTuBHBIX CUCTEM, 3epKajibHOE NyOnupoBaHue HH(pOpMaLUY, pe3epBUPOBAHHUE.

[To BpeMeHu BOCCTaHOBJIEHUS HH()OPMALIUK METO/IbI TyOIMpPOBaHUS IESATCS Ha:
A. OnepaTuBHbIe, HEOTIEpAaTUBHBIE.

b. Cratnueckue, TUHAMUUYECKHUE.

B. KpaTkoBpeMeHHBIE, JOJITOBPEMEHHBIE.

Yo Takoe 0TKa30yCTOMYNBOCTh KOMIIBIOTEPHBIX CUCTEM?
A. CBOHCTBO KOMIBIOTEPHONM CHUCTEMBI COXpaHATh pPAOOTOCHOCOOHOCTh TMpPH OTKa3ax

OTJIENIbHBIX YCTPOUCTB, OJIOKOB, CXEM.

b. CriocoGHOCTh KOMITBIOTEPHON CUCTEMBI COXPAHATh HH(GOPMAIIUIO ITPHU COOSIX.
B. BozMoxxHOCTB 1yOnupoBanus HHGOpMallMi Ha ChbeMHbIE HOCUTEH.

Tema 3. [IporpaMMHO-TeXHHYECKHE METOAbI 3AIIIUTHI.
CpenctBa, UCTIONB3YEMbIE I OJIOKMPOBKU OIIUOOYHBIX OMIEPALIUA:
A. IIporpammHbIe, annapartHeIE.

b. ®usnueckue, TEXHUUECKHUE.

B. Texnudeckue, annmapaTHONPOTPaMMHBIE.

Yro Takoe ayTeHTH(UKAIHS T0JIb30BaTeNehH?
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A. Meton, npuMeHsIeMbIi A7 TOATBEPKACHHUS U IPOBEPKHU 10JIb30BATEIEH.
b. Tlpouenypa, HeoOxoaumast Ui BX0Ja B KOMIIBIOTEPHYIO CHCTEMY.
B. IIpouecc Bxoga B KOMIIBIOTEPHYIO CUCTEMY.

Yro Takoe nHpopMalmoHHast 0€30MacHOCTh?

A. Mepsl 110 3anure nHGOPMALUK OT HE CAHKIIMOHUPOBAHHOTO JOCTYTIA.

b. Mepsbl o BoccTaHOBICHUIO UH(DOPMALIMK, OTPAHUYEHUIO AOCTYIa, OOHAPYKEHUIO OLIUOOK,
MPEIOTBPALECHUIO TPECTYTIIICHUH.

B. Mepsl mo 3ammre uHbOpMAIMKM OT HEABTOPU30BAHHOTO JIOCTYIA, pa3pyIICHHUS,
MOJU(UKAIINH, PACKPBITUS U 33JIePKEK B TOCTYIIE.

Uro Takoe kpurrorpadus?

A. Hayka o cnocobax mnpeoOpa3oBanus HUHGOPMAMU C LEIbIO 3allUTBl  OT HE
CaHKIIMOHUPOBAHHOI'O JJOCTYIIA.

b. Bux mdpoBanus 1 KOTUPOBKH HHPOPMALIUH.

B. Meropa 3anuThl HHGOPMAIIUH.

[ yero ucnons3yrorest CGI-npouenypsi?

A. JIns cratnueckoro oroOpakenus HTML-10kyMeHTOB.
b. [lns pactipenenenys npas 10CTyIa K CEPBEPY.

B. lna nunamuueckoro nopoxaeHuss HTML-nokymeHTOB.

Tema 4. Kpunrorpadguyeckne MeToAbl 3allIMTHI.

VYpoBHU 3amuThl HHGopMaruu B Intranet:

A. MopanbHO-3THUECKUH, TPOrpaMMHO-TEXHUYECKUH, (PU3NIECKUH.
b. AIMUHHCTPaTUBHBIN, IPOLIETYPHBIN, 3aKOHOJATEIbHBIMN.

B. IIpoTokonbHBIN, MeXKCETEBOM, YPOBEHb (DUIIBTPALIUK JOCTYIIA.

Uro Takoe KpUnToaorus?

A. Illudposanue / nemmppoBanue nHHOPMAaIHH.

b. Hayka, cocrosimas u3 kpunrorpaduu 1 KpUNToaHaIu3a.
B. Ilpumenenue kpuntorpaduu Ha IpaKTHKE.

Kakas xkammanus HepBOP'I nNpeajoxuia TEXHOJOIHIO, IMMO3BOJIAIOMIYHO  HMCIIOJIB30BAaTh
IITAaCTUKOBBIC KAPThI JJIsA paC4€TOB B cetu?

A.Visa.

b. Master Card. B. Cyber Cash.

Yro Takoe kapTa maMaTu?

A. TlnacTukoBasi KapTa ¢ MarHUTHOM IMOJIOCOM ¢ OOpaTHOW CTOPOHBI, KOTOpPAasi CUUTHIBACTCS
CIELIMAJIBHBIM YCTPOMCTBOM.

b. Kapra co BCTpoeHHOH MHKpPOCXEMOM, cojaepikaliell YCTpOWCTBO AJIsi 3alMcu/ CUYUTHIBAHHS
nH(pOpMaLNH.

B. Cneuunanbabie U poBble KYITOHBI U )KETOHBI.
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Tema 5. Opranu3anuOHHO-NIPaBOBbIe MeTOAbl HHPOPMALMOHHOI 0€30IaCHOCTH.

Uro Takoe BCKpbITHE mudpa?

A. TIpouecc momyueHus 3aimacMoi HHpOpMaIum.

b. [Ipotecc momyueHus 3anuimaeMoi HHGpopMaIiu u3 mudPOBAHHOTO COOOIEHHUS CO 3HAHUEM
MPUMEHEHHOT o 1udpa.

B. Ilponecc nomyuyeHus 3amuuiaeMod uHGoOpManuu U3 MUGPOBAHHOTO cooOueHust 0e3
MpeIBAPUTENILHOTO 3HAHUS MPUMEHEHHOTo mudpa.

Kakue mpoToKoJbl HCHOAB3YIOTCS ISl KBAHTOBO-KPUITOTPAPUUECKUX CHCTEM?

A. TIpoToKon MepBUYHON KBAaHTOBOM Mepenadd, MPOTOKOJ MCIPABICHUS OMMOOK B OMTOBBIX
MOCTIeIOBATENBHOCTAX, MPOTOKOJI OLEHKH YTEYKH K 3JOYMBIIUICHHUKY HWH(pOpMAalMUd O KIOYe,
MIPOTOKOJI YCUIJICHHUSI CEKPETHOCTH U ()OPMHUPOBAHMS UTOTOBOTO KIIFOYA.

b. Ilporokosn BTOpUYHON KBAaHTOBOM Iepenauu, MPOTOKOJ MCIPABICHHUS OIIMOOK B JAaHHBIX,
IIPOTOKOJI OLIEHKU YTEUKH HH(POPMALIUHU, IPOTOKOI YMEHBLIEHHS CEKPETHOCTH KIIIOYa.

B. IIpoTokon KBaHTOBOH nepeaay, MPOTOKOJ OHMTOBBIX MOCIEIOBATEIBHOCTEH, MPOTOKOI
OLIEHKU YTEUYKH K 3JIOyMBIIUICHHUKY HMH(pOpMAalMM O KJIIO4Ye, IPOTOKOJI (POPMUPOBAHHS HTOTOBOIO
KJIIOYa.

MeTtomonoruu MuQpPoOBaHUS:
A. CummerpuuHasi, acumMmerpuusas. b. [psmas, 3epkanpHast.
B. Otkpsitas, 3akpbITasi.

Jns1 uero ucnonp3yercs 3JIEKTPOHHAs MOANUCH?

A. Tlo3Bomsier mpoBepsATh  IEIOCTHOCTh  JIaHHBIX, HO He o0ecrmeunBaeT  UX
KOH(UIEHITNATEHOCTD.

b. Tlo3BomnsieT mpOBEPATH LETOCTHOCTh JAHHBIX, U O0ECIEYMBACT MX KOH(PUIACHIIUATHHOCTD.

B. He mo3Bossier mpoBepsATh  LENOCTHOCTh  JAHHBIX, HO  OOECleYynBaeT  HX
KOH(UIEHIIMATBHOCTD.

YT0 Takoe KOMIbIOTEPHBIN BUPYC?

A. HeOGonpiine HMCHOIHSIEMBIE MPOrpaMMBbl, 00JaJal0lIMe CBOMCTBOM pPACIPOCTPAHEHUS U
PEIUIMKAlUU B KOMIIBFOTEPHOU CUCTEME.

b. WudopmanmonHble  cHuCTeMbl, 00JaJalOIIUe  CBOWCTBOM  PACIpPOCTPaHEHHUS U
CaMOBOCIIPOU3BEACHUS.

B. [IporpaMMHBIe KOMITJIEKCHI, H3MEHSIONNE UIH YHUUTOXKAIOIINE TIPOTrPaMMHOE 00ECTICUCHHE,
He o0J1a1arole CBOMCTBOM CaMOBOCIIPOU3BEICHUSI.

[To criocoOy 3apaxeHust cpeibl OOUTaHHSI KOMITBIOTEPHBIE BUPYCHI JIESTCS Ha:
A. Pe3unieHTHBIE, HEPE3UICHTHBIE.

b. LlenocTHEIe, YaCTUYHEIE.

B. OneparuBHbie, HeONEpaTUBHBIE.

Tema 6. Posib cranaapToB B o0ecrieueHuH HHGOPMALIMOHHOM 0€3011aCHOCTH.
[To crenenu onacHoCTH AJ1s1 MH(GOPMALIMOHHBIX PECYPCOB KOMITBIOTEPHBIE BUPYCHI JENIATCA Ha!
A. be3zomacHple, 4aCTHYHO OIIaCHEIC, OTIACHEIC.
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b. be3BpenHblie, YaCTUYHO OMACHBIE, OUEHb OIACHBIE.
B. be3Bpennble, onacHbIe, OYEHDb OIACHBIE.

Uto Takoe MakpoBHUpYC?

A. Bpenurenbckas nporpaMma, UMerolias 00JbIIyo cpey OOUTaHuUS.

b. Bpenurensckas InporpaMma, HanmucaHHass Ha MAaKpOSA3bIKAX, BCTPOCHHBIX B TEKCTOBBIC
PElaKTOpPBl, YJIEKTPOHHbIE TAOIULIBI U JP.

B. Bpenurensckas nporpaMmma, 3apakarolasi IporpaMMHO-aIllIapaTHBIE CPEACTBaA.

Kakue MeTo/1bl U3 MepeYrCIeHHbIX SBIAIOTCS METOIaMU OOHAPYKEHUSI BUPYCOB?

A. CxanupoBaHue, BaKIIAHUPOBAHUE [TPOrpamMM, OOHApy>KEHHE U3MEHEHHH.

b. CkanupoBanue, mudpoBanue, KpUITOAHATH3.

B. DOBpucTtuueckuii aHaaM3, KPUNTO3AIINTA, AyTEHTH(PHKAIIHA.

Jlia Kkakux nenei NpUMEHSI0T aHTUBUPYCHBIE CpeAcTBa?

A. Jlns co3nanus, KONUPOBaHUs, U3MEHEHHS BUPYCOB.

b. Jlns1 o6HapyxeHus, 6J0KMpPOBaHUs PabOThl BUPYCOB, YCTPaHEHHs TOCIEACTBUN BO3/1EHCTBHS
BHUPYCOB.

B. /s oOHapyKeHus ¥ yIaJIeHHUs BUPYCOB.

UTo BKITIOYAIOT OPTaHU3AIMOHHBIC METOIbI 3aIUTHI HH(OpMALTHN?

A. Mepbl, MeponpusiTusi U JEHUCTBUS, KOTOPHIE JOJKHBI OCYLIECTBIISTh JIOJPKHOCTHBIE JIMLIA B
Ipolecce CO3JaHus M SKCIUTyaTallid KOMIIBIOTEPHBIX CHCTEM JUIsl 0OecledyeHUs! 3aJaHHOrO YpOBHS
6e30nmacHOCTH HH(POPMALIUH.

b. Mepsl, MeponpusATUsa U IEUCTBUSA, KOTOPBIE JOJKEH OCYILECTBIIATH IEPCOHAN B IIpOLECCe
JKCILTyaTalliy KOMIIBIOTEPHBIX CUCTEM.

B. JlelicTBusi, KOTOpbIE JOJKEH OCYLIECTBIATH pa3padOTYMK B TPOIECCE CO3JaHUs
KOMITBIOTEPHBIX CUCTEM JJIsi 00eCIIeUeHHUs 3a/JaHHOT0 YPOBHS 0€30MacHOCTH UH(OpMaIIUH.

Joxnan

a) TemaTnka yCTHBIX JOKJIa10B

Tema 1. BBeaenue B npeamMeT. YTpo3sl HHPOPMAITMOHHON 6€30MaCHOCTH.

[TonuTrka nHGOPMALIMOHHOM 6€30MaCHOCTH MPEIIPUATHS.
HopmatuHo-mipaBoBasi6azaodecnedeHuIHHPOPMaLMOHHOM0€30MacCHOCTUIIPEATIPUSTHS.
CopepxaHrie 0OCHOBHBIX 3aKOHOB Poccuiickoii deneparnuu B cepe KOMIBIOTEPHOTO IIpaBa.
3akoHogarenbHas 6a3a PO nmo Bompocam 3aiuTsl HHGOpMaIUH.

KomrtekcHsIit moaxo k obecrneueHno nHGOPMAITMOHHONW O0€30MacHOCTH.

Tema 2. OcHOBHBIC NOHATHS TEOPHUH MH(POPMAIIMOHHOH 0€30MTACHOCTH.
3akoHOAATENbHBIE U HOpMAaTUBHBIE aKThl PD 0 npeanpruHUMaTENbCKON AESITETLHOCTH.
MaimHHOe npecTaBiIeHue HHHOPMAIHH.

Bunast u popmsl nipencraBieHust UHGOPMAIIHH.

HNudopmanus kak 00bEKT MPpaBacoOCTBEHHOCTH.

Wudpopmaninsa kak kKoMmMepueckas TaiHa.

WNudopmanins kak ppIHOYHBINA TPOAYKT.

Di1eMeHThI 1 00beKTHI 3auTel B AC.
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Tema 3. [IporpaMMHO-TeXHUYECKHE METOAbI 3AIINUTHI.

OcHOBHBIE BUIBI BUPYCOB M CXEMbI UX(PYHKIIHOHUPOBAHUSI.

OO0HapyxeHre BUPYCOB M MEPHI 110 3aIIUTEe U MPOPHUIAKTUKE

OCHOBHBIE MEpBI 3aIIUTHI OT BUPYCOB.

[TporpaMMHO-TeXHUYECKHE MepbI 00ecTieueHHst WH(OPMAIIMOHHON 0€301TacHOCTH.
O6ecneyenune nHGOPMAITMOHHON Oe30macHOCTH cpeacTBamu Windows7.

Tema 4. Kpunrorpadguueckne MeToAbl 3allIMTHI.
BezonacHoe xpaHeHHe JaHHBIX HA OCHOBE IIH(POBAHUS.
AmepukaHckuii cranaapt mudposanus ganHeix DES.
Crangapt mmdposanus nanaeix 'OCT28147-89.
Cucrema 11 poBoii TenedoHUH.

Cuctembl UGPOBAHUS C OTKPBITBIMU KITFOUAMH.

Tema 5. Oprann3anuoHHO-NIPABOBbIE METOAbI HH(POPMALMOHHOI 0€30IIACHOCTH.
[{udpoBble MOAMUCH Ha OCHOBE MH(YPOCUCTEM C OTKPBHITHIM U KITFOUYaMHU.
KomMrutekcHbIN oIX0/] K 00ecieueHn o nH()OPMAIIMOHHONW OS30ITacHOCTH :
MexaHndeckue CUCTEMBI 3allIUThI

Tema 6. Posib cTaniapToB B o0ecnieueHnH MHGOPMAIMOHHOI 0e30MaACHOCTH.

[TonuTrka nHGOPMALMOHHOM 6€30M1aCHOCTH MPEIPUATHS.

HopmartuBHo-mipaBoBasi 0aza obecriedeHuss MHQPOPMALMOHHOM O€30MacCHOCTH MPEIIpUSATHSL.
ConeprxaHre OCHOBHBIX 3akOHOB Poccuiickoif @enepannu B cepe KOMIBIOTEPHOTO IIPaBa.

3akoHonarenbHas 6a3za PO mo Bompocam 3amuTsl HHGOpMAIUH.

KomriekcHslit moaxos k odecrneueHno nHGOPMAIIMOHHONW 0€30MaCHOCTH.

321KOHOI[3T€J'II>HI>I€ 1 HOPMATUBHBIC aKTbI PDo HpeI[HpHHI/IMaTeJIBCKOﬁ JACATCIIbHOCTH.

Kpurepun onenuBanus

KpurepusiMu oLleHUBaHMS JOKJIaJa SBISIOTCS IOJHOTA PACKpPbITUS TEMbI, CTENEHb ee
IPOpabOTaHHOCTH, MOCJIEAOBATENLHOCTh U3JIOKEHHsI MaTepuala; YMEHHUs CTY/AE€HTa CaMOCTOSATENIBHO
paboTath ¢ JIuTepaTypoil 1 MHPOPMALMOHHO-3JIEKTPOHHBIMU pECYpCaMH, apryMEHTHUPOBAHHO U SICHO
CTPOUTH peub, d3PPEKTHO U HAINIATHO MPEACTABIATh COJAEPKAHHE pEe3yJbTaTOB CBOEH paboThl, a
TaK)Ke BJaJIeHUs] HaBbIKaMH IUCKYCCUU U IMMyOJUYHOMN 3alUThl pe3y/IbTaTOB CBOMX MCCIIEJOBAHHM.

Onucanue MKaJIbl OeHNBAHUS

YcTHBIE JOKIIA/bl OLICHUBAIOTCS 110 IIKAJIE «3aUTEHO0Y/ «HE 3a4TEHOM.

«3auTeHO» BBICTABISETCS B CIydae, €CIIU CTYAEHT CBOOOJHO M3JaraeT MaTepuall Mo 3aJaHHOMY
BOIIPOCY, ONUPAsCh IIPU ITOM Ha JUTEPATypHbIE U JPYTHE JAONOJHUTENBHBIE HCTOUHUKH, OTBEYAET HA
JIOTIOJIHUTENBHBIE YTOUHSAIOIINME BOMNPOCHl NPENOAABATENs M AYAUTOPHUM CTYIEHTOB, IPUBOIUT
MIPaKTUYECKUE MPUMEPBI, apIyMEHTUPOBAHHO OTCTAaMBAE€T CBOIO TOUKY 3PEHMs; BO BpeMs JOKIaja
UCIOJIB3YET pa3aTOYHBIA MaTeprai U (WIN)IIPE3CHTALMIO.

«He 3auTeHO» BBICTABISETCS B Cllydae, €CIM B M3JO0KEHUHM HAOJIONAIOTCS 3HAUUTEIbHbIE
npoOesbl B 3HAHUM MaTepualia U (WiIM) CTYIEHT HE OTBEYAaeT Ha JOIMOJHUTEIbHBbIE YTOUHSIOIINE
BOIPOCHI U (MJIM) HE UCIIOJIb3YET WIUTFOCTPATUBHBIN MaTepHall.
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6.2. IlpumepHblie BONPOCHI M 3aJaHusl / 3a4a4¥ JJIA TPOMEKYTOYHOH

aTTeCcTAluH

Tabnuna 9 — [IpumepHble TeopeTHYecKre BOIPOCH! U MPAKTUUYECKHE 3a/1aHUS K SK3aMEHY

Pa3gennbl 1 TeMBI

IIpumepHbIe TeopeTHYECKHE BONPOCHI

IpumepHbIe
NpaKTHYeCKue
3ajaHus

Tema 1. UndopmaTusanus odmecTsa 1 HHPOPMALMOHHAS 0€30IACHOCTH

1. Chopmynupyiite JIUYHOCTHBIE
XapaKTePUCTHKHU XaKepa.

2. Uto moHmmaercs mnoj «0e30MacHOCThIO
nH(OpMALIUKY», a YTO ONpEAeIsieT TEPMUH

«3anuTa uHhopMarumn»?

3. Haiite onpeaeeHue MOJIUTUKHU
0€30MacHOCTH.
4, Ha Kakux ypOBHAX YIpaBJICHUSA

opraHu3zaiueil pa3padaTbiBacTCs MOJIUTHKA
6e3omacHocTu?

5. Jlna Kakux Iened CTPOUTCS MOJENb
Hapyumurens?
6. Ilepeuncnure HEKOTOPBIE THUIIBI
KOH(JIMKTOB B OPraHU3aLIUH.

7. HazoBute camoe NpPOCTOE CPEACTBO
COLIMAJIBHOW MHYKEHEPHHU.

8. Kaxkue OJIL30BaTEIEeH

Bpell

KaTeropuu
MOTYT HAHECTH MaKCUMaJbHbIN
nH(pOpMaIMOHHOH cucteme?

Juist ogHO angaBUTHOTO
METO/a C 3a/1aBacMbIM
CMEIICHHEM
BBITOJIHUTh
mudpoBaHue c
MIPOU3BOJIEHBIM
CMETIIECHHUEM.

Tema 2. HopmaruBHo-mpaBoBoe obOecnedeHre HWH(MPOPMALMOHHONW 0€30MACHOCTH B
Poccuiickoii Penepannu.

9. Yro cienyer IIOHUMATh oA

«MPaBOBBIM PEKUMOM HHPOpMALTUN»)?

10. HazoBure HECKOJIbKO HanboJee
BXXHBIX 3aKOHOB, pETJIAMEHTUPYIOLINX
nH(OpPMAIIMOHHBIE OTHOIIIEHUS B
oOmecTBe.

11. ITossicaure pasHuIy MEXIY
COOCTBEHHHUKOM, BJIAJIEIIBIIEM u
0JIb30BaTeIeM UHPOPMALIUH.

12. Tlepeuncnute OpTraHbI 3aIUTHI

rOCyJIapCTBEHHOW TaHBI.

13.Kakasg wuHpopmanusa, 1O 3aKOHY, HE
MOKET OBITh 3aKPBITON?

14. Ilepeuncanure OCHOBHBIE HOPMAaTUBHBIE
JOKYMEHTHI I10 3alUTe HHPOPMALIUH.

15. Vkaxure

KaTeropuu  uHpoOpMaIuu

Has

an(paBUTHOTO METOJa C

OJJHOI'O

3a71aBaeMbIM
CMeIlIeHHEM
BBINOJIHUTD
nemudpoBaHue
3anM(poBaHHBIN
mdpom Llesapst Tekcr.
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OTPaHUYEHHOI'O JOCTYIIA.
16. ITosicaure CMBICHI KaTeropuu
«KOMMEpUYECKasi TalHay.

Tema 3. Opranusanusi NPOTUBOACHCTBUS KOMIILIOTEPHON NPECTYITHOCTH.

17. KakoBel cTpykTypHBIe OcoOeHHOcTH | [IpoBepuTh Ha
YK P® B o00nacTd KOMIBIOTEPHOW | MPOCTOTY JiBa
MpeCTynHoOCTU? MIPOU3BOJIBHBIX  LIEJBIX
18. [lepeuuncnure 0a30BbIC | YKCIIA Pa3PSTHOCTHIOS.

KJIacCU(DUKALMOHHBIC TPH3HAKK  yIpo3
nH()OPMATMOHHON 0e301acHOCTH B
ABTOMATH3UPOBAHHBIX CHCTEMAX.

19. VKaXUTE OCHOBHBIC MPHUYUHBI yTEUKU

nHpopmanuu Ha o0BeKTax
nH(pOpMAaTHU3ALINY.
20.Yto0 TIOHUMAETCSA

10J1 HECAHKIIMOHUPOBAHHBIM  JIOCTYIIOM B
MH(POPMAIMOHHYIO CUCTEMY?

21. Ilepeuncnure KaTeropuu
KOMIIBIOTEPHBIX MPECTYITHUKOB.

22. Ha3zoBure BUIbI KOMIIBIOTEPHOM

IIPECTYIHOCTH. CnocoOHOCTB
pa3pabaTbIBaTh " pean30BbIBaTh
[IpOrpaMMBl, HaIlpaBJICHHBIE Ha
NpEeLyNIpEeXRICHUE HapyIEeHUN u

OTKJIOHEHHH B COIIUAJIBHOM H JINYHOCTHOM
cTaTyce, MICUXUYECKOM pa3BUTUU
COTPY/JHUKOB, BOECHHOCIYXAIIMX U HHBIX
JIML, PUCKOB AaCOLMAIBHOTO TIIOBEJICHHUS,
npodeccnoHambHbIX PHUCKOB,
npodeccnoHanbHOM nedopMauu c
Y4€TOM pa3BUTHSI B COBPEMEHHOM MHpPE
KOMITBIOTEPHOU IPECTYITHOCTH.

23. Ykaxure CIOCOObI COBEPIICHUS
KOMITHIOTEPHBIX MTPECTYIIIICHUH.

24, Kakoe MakcUMaJbHOE Haka3aHUue W 110
Kakol CTaTh€ MOKET HA3HAUUTh CyJ 3a
KOMITBIOTEPHOE MPECTYyIICHHE?

25. Kak cnenyer onevatsiBaTh [I9BM Tak,
YTOOBI UCKITFOUYUTH BO3MOKHOCTH PaOOTHI €
HUMU?

26. YKaXuTe THIIMYHBIE CJEACTBECHHEIE
CUTYyaIuu npu paccie10BaHu

KOMITBIOTEPHBIX PECTYIIJICHUN.

Tema 4. Tunosble pemieHus M0 0€30MACHOCTH KOMIIBIOTEPHBIX CeTel.

27.Yro takoe nportokosa TCP/IP? 3ajaH UWHTEpBaJl BHIA
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28. Uto BKIIFOUAET B ceOsI MOHATHE COKET?
29. Chopmynupyiite
YUUTBHIBAIOIINE BO3MOXKHBIC TOCIIECICTBUS

BOIIPOCHI,

noxkiroueHud k Internet.

30.B dyem coctout dyHIaMEHTAIbHASL
npobnema 6e3onacHocTH Internet?

31. HazoBure

OCHOBHBIC MOACIN

0€e301acHOro MOAKI0UeHU K Internet.

32. [laiiTe ~ ompeneleHue  MEXCETEBOIO
JKpaHa.
33. Ykaxure 1Be 0a30BbIe MOJUTHKH

MCIKCETCBOI'O 3KpaHa.

[x, x + L]. Beruucnuth
L)
gucel B

konuyectBo  II(X,
MPOCTHIX
WHTEpBAJIC M CPABHHUTH
¢ BemumumHOM L/1m(X).
[Mpr Kakux YCIOBHSIX
II(x, L)L O6mu3ko K
1/1n(x) mpu 3amaHHBIX
2000, L= 500,

IIPOCTBIX

X =
KOJHNYECTBO
yucen IS AeJICHusS 5-
15,
OCHOBaHMIi1-2?

KOJINYCCTBO

Tema S. Opranusanusi NPOTUBOJCHCTBUS BPEJOHOCHBIM IIPOrpaMMam.

34. KakuM JOKYMEHTOM pEerjiaMeHTUPOBaH
TEPMUH «BPEIOHOCHBIE IPOIPAMMBbI»?
35.Kakue BHIBI BPEIOHOCHBIX IIPOrpPamMm
CYIIECTBYIOT?

36.Yem  omimMyaroTCH
BHUPYCHI OT TPOSIHCKUX Iporpamm?
37.Kakue wmeppl HambOojee 3¢ GEeKTUBHBI
MPOTHUB 3aXBATUYUKOB MapOJICii?

38. Ilepeunciaute cpeacTBa HEUTpATU3aLuU

KOMITIBIOTCPHBIC

BUPYCOB (BPEIOHOCHBIX IIPOrpaMMm).
39.Kakue mnotepu (3aTpaTbl) U Ha 4YTO
MMEHHO HECYT OpraHHu3alid B CBS3U C
CYLIECTBOBAaHHEM SIBIIEHUS «BPEIOHOCHAs
porpaMma?

40.Kak BBl JIymaere, 4TO TakKoe MOTEPH
penmyTauMd M KaKk OHHM MOTYT OBITh
CBSI3aHbI C BPEJOHOCHBIMHU ITPOrpaMMaMu?
41. VKaxuTe CcrnocoObl THUPaKUPOBAHUS
AHTUBUPYCHOT'O 00ECIIEYEHHUSI.

42. Ha3zoBute H3BECTHBIC BaM
AHTUBUPYCHBIE IPOIPAMMBI.

43.Kakue BpEJOHOCHBIE IIPOrpPaMMBbI, Ha
Balll B3IVISI, SIBJISIFOTCSA CaMbIMM OITACHBIMU

U1 ”HPOPMALIMOHHOM CUCTEMBI?

Haittu B  wuHTEpBaIIE
(1000, 1000 + 300) Bce
npoctele uncna. Ilycts
L(i) - pa3sHOCTh MeXIy

JBYMsI COCETHUMU
MPOCTBIMU  YHCIIAMHU.
[TocTpouth

rucrorpammy ansa L(i).
Brruncnurs

BBIOOpPOYHOE  CcpelHee
Lepen. CpaBHuth ¢

BenuunHoOM 1m(x), rae x
- cepelMHa MHTEpBaJa.

3amaHo: KOJINYECTBO
MPOCTBIX YHUCEN s
NeJIeHNs 5-20,
KOJIMYECTBO

ocHOBaHwui1-3.

Tema 6. Kpunrorpadus

KaK MeTo/ obecneyeHusi ”HPOPMAIIHOHHOH 0€30MACHOCTH.

44, Yto0
yIpaBJiIcHUE
kmrogamu? KakoBa OCHOBHAsT Ilenb M

IIOHHUMAaCTCsA nona

KpunTorpapuueckumMu

TEPMUHOM

OCHOBHBIE 33/1a4 yIPABICHUS KItOUaMu?
45.B uewm,
JKM3HEHHOI' O

Ha Baml B31JI44, OTJIHNYHC

OUKIIa CCKPCTHLBIX u

B unrepsane (500, 500
+ 200)

rpaduk
OTHOCHUTEJIBHOTO

MOCTPOUTH

KOJIN4YECCTBaA

HaTypalbHBIX  YHCEll,
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OTKPBITBIX KPUMITOTPAPUUECKHUX KIFOYEH? | MPOXOMIAIINX «PEIIETO
46. 3noxuTe B OOIMMX YepTax CyHIeCTBO | DparocdeHay, T.e. HE
cepTU(UKAIIH OTKPBITHIX KITFOYCH. JIESIIINXCST Ha TIEPBBIC
47.KakuMm o00pa3oM pacmpoCTpaHSAIOTCS | K MpocThiX. Pacuer
OTKPBITHIE KJIFOUU B KPUIITOCUCTEMAX ? MIPOU3BOJUTCS ISl BCEX
48. YKaxxuTe npeumyiiecta | k<=10.

CUMMETPUYHBIX KPHUIITOCUCTEM,
ONpENICIUBIINE UX KaK HAIlMOHAJIbHbIE
CTaH/1apThl TOCYaPCTB.

49. Y10 Takoe y10CTOBEPSIOIIUNA LIEHTP?
50. 1 4ero - IPUMEHSIOTCS  XDII-
byHKIIUN?

51. Kakue KJIaCChI npeoOpa3oBaHus
pacrpocTpaHeHbl B CUMMETPUYHBIX
cucremax?

52.]Ins yero HeoOXoauma d>IEKTPOHHAs
MOAMUCH?

CocraButens: ['era M.P., kana. ropua. HayK, JOLEHT
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