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1 UENb ANCUUNIIUHDbI

B pesymbraTe OCBOCHHMS NaHHOW ITUCHUIUIMHBI Yy OOYYaromerocs JOJDKHBI OBITh
c(hOpMHUPOBAHBI KOMIIETEHIIUM OCHOBHOH MpodeccroHabHON 00pa30BaTEIbHON MPOTrpaMMBbI
OakanaBpuata / mpukiIaaHoro 6akanaspuara / (nanee — OIIOII):

IIK-1 - BHEIPATh W
WH(pOPMAIMOHHBIX CUCTEM B 00pa3oBaTeIbHOM cepe.

Crnocoben o0ecrieunBaTh  TEXHUYECKYIO  MOJACPKKY

1.1 3HaHus, ymeHusi, Haebiku (3YB) no ducyuniuHe

Tabnuua 1 — 3HaHus, ymMeHus, HaBbIKY, (pOpMHUpyEMble TUCHUTIITMHON

Koxa u HazBanue
KOMIIETEHIHH

NuaukaTopbl A0CTHAKEHUS
KOMIIeTEeHIMH, 3aKpeIJIeHHbIe
3a JMCHUILIMHOM

3uanus, yMeHusi, HaBbIkH (3YB),
¢opMupyembie THCHUILTHHOK

IIK-1 — Cnoco6en Buenpsith u | [1K-1.1. TToxbupaet u 3HaTh:

obecrieunBaTh TEXHUUECKYIO 000CHOBBIBAET BHIOOP —  Bumml IIPOrPaMMHOTO obecreueHus,
NOACPIKKY IPOrpaMMHOr0 o0ecreyeHus B UCTIOJIB3YEeMbIe B 00pa3oBaTeIbHBIX
MH(OPMALMOHHBIX CUCTEM B COOTBETCTBHU C 3aJa4aMu OpraHH3aLHsX;

obpaszoBatensHOH chepe. 00pa3oBATC/BHBIX OPraHW3AMA | _  sramy  mpomemypbl  MHCTALIAWMM W

TIK-1.2. YcranaBnuBaeT u
HACTpamBaeT IMPOrpaMMHOE

HACTpOMKHU porpaMmmHoro obecneuenus 1C;
—  CTPYKTYpY U TpeOOBaHUS K 3JIEKTPOHHOM
nH(pOpManMOHHO-00pa30BaTENbHON cpele

o0ecreueHre B COOTBETCTBHH C

06p330BaTeJ'IBHBIX OpraHu3anusx,

COTPYAHUKOB OpTaHU3AIlMH C
(YHKIOHAJIBHBIX 0053aHHOCTEH.

y4eToM

BJ'Ia,I[eTB HaBBbIKaAMH:

3aJaHHBIM  CLEHApHUsIM B COOTBETCTBUH
IIOCTaBJICHHOM 3a1a4uei;

HaBBIKaMH pabOThI B 3JIEKTPOHHON
nH(OpManMOHHO-00pa30BaTeNbHON cpele

OpraHu3aluu.

. OpraHu3alHy.
TpeboBaHUAMH 00pa30BaTEIFHON
OpraHu3alHu VMeTs:
—  YCTaHaBJIMBAThH u HaCTpauBaTh
pOrpaMMHOE obecreueHue B

— BBIABJIATH I/IH(l)OpMaLII/IOHHBIe l'IOTp66HOCTI/I
ux

— OpraHu3anuu U MPpOBEACHUA TECCTUPOBAHUA
KOMIIOHCHTOB HH(bOpMaHHOHHBIX CUCTEM IIO

C

2 OBbEM U TPYAOEMKOCTb AUCLUUMIIUHBLI NO BUOAM
YYEBHbIX 3AHATUU. ®OPMbI MPOMEXYTOYHOWU ATTECTALNU

Tabnua 2 — O0beM U TPYT0EMKOCTh TUCIHUIUIMHEI TI0 BUIaM YYeOHBIX 3aHATHN

N O0BéM yacoB o popmam
OO0mast Tpy10eMKOCTb M BHABI y4e0HOIl paGoThI 10 IHCIMILINHE,

NMPOBOAUMBIE B Pa3HBIX (hopmax 00yueHis
390
1 O61mast Tpy1I0EMKOCTh AUCIMILINHBI 252

2 KoHTakTHas paboTa 00y4aromuxcsi ¢ npemnojiaBaresieM (110 BUAaM y49eOHBIX

3




OO0mas Tpy10eMKOCTh M BHABI y4e0HOIl paGoThI 10 IHCIMILINHE,

NPOBOUMBIE B Pa3HBIX (hopmax

O0béM uacoB no popmam
o0yueHust

300

3aHATHI) (Bcero)

AynuropHas pabora (Bcero):

10

B TOM 4YHCJIC:

JIEKIUHA

4

MPAaKTUICCKUC 3aHATHA, CCMHUHAPbI

NPaKTHKYMBbI

JabopaTopHbIe paboTHI

B UHTCPAKTUBHOM (hopMe

B DJICKTPOHHOH hopme

BreaymuropHas pabota (Bcero):

B TOM YHUCJIC, UHAUBUAYAJIbHAA pa60Ta O6y‘~IaIOIIII/IXCH C
npenogaBaTejicM

= T
MOATOTOBKA KYpPCOBOil pabOTHI /KOHTaKTHasi paboTta

rpyINoBas, MHIMBUAYaJIbHAS KOHCYJIBTALUS U HHBIE BUIBI YU€OHOH
JeATEIIHOCTH, MPETyCMaTPHBAIOIINE IPYIIIOBYIO HIIH
VHIMBUIYaJIbHYIO paboTy 00yJaroIuxcs ¢ IpenojaBareiieM)

TBOpYecKas paboTa (3cce)

3 CamocrosTenbHas paboTa oOydaromuxcs (Bcero)

233

4 TIpomexyTouHas aTTecTalys 00ydJaromerocs

9K3aMEH
3 Kypc

3 YYEBHO-TEMATUYECKWUN NNAH N COOEPXXAHUE
ANCUUNNNHDbI

3.1 Yyeb6HO-memamuyeckul nnaH

Tabmuna 3 — Y4yeOHO-TeMaTHYeCKuid TUIaH OYHOH (POpMBI 00ydeHUs

g Obmas TpynoeMKoCTh 3aHsATUH (4ac.) opyst Texymero
E Paszensl ¥ TeMBbl AUCLMITIMHBI Tpynoé 300 KOHTpOII |-
o MKOCTh MIPOMEXYTOYHOU
GE)[ 110 3aHATHSIM (6cezo AyIUTOpPH. 3aHATUSA CPC aTTecTaluu
E uac.) yCIIeBaeMOCTH
= JICKIT 11a0.

Pa3nen 1. O0me cBeIeHHs O CETAX U

CHUCTeMax nepexayu HHGOpPMANIH

1.1 | OcHOBHBIE OHSITHS U TEPMHHBL. 12 I1P-4

1.2 | O600meHHAs CTPYKTYpHAs CXeMa CETH. 12

MeTobl KOMMYHUKAITUH.

Pazgen 2. IlpyHIUNIBI HOCTPOCHUS

TeJIeKOMMYHUKAIIMOHHBIX CeTeit

2.1 | O630p sTanonHoi moxemu OSI 2 6 YO

2.2 | Uepapxust POTOKOJIOB B PA3IMYHBIX 12 IIp-4

CTeKaxX

Pazgen 3. @uznyecknii ypoBeHb

3.1 | Cpena nepenaun 12 T1P-4

3.2 | Moxynsiuys CUTHAJIOB 12

3.3 | KogupoBanue curHana. 2 6 YO

TC-3 - KOMILIEKCHBIE CUTYAlIMOHHBIC 3aa4H

'yo - ycrHbI# onpoc, YO-1 - cobecenoBanue, YO-2 - kowiokBuym, YO-3 - 3auer, YO-4 — sk3ameH, I1P -
nuceMeHHast pabora, IIP-1 - tect, I1P-2 - koHTponbHas pabota, ITP-3 acce, ITP-4 - pedepar, IIP-5 - Kypcosas
pabora, [TP-6 - Hay4HO-y4eOHBIIH OTYET 1O IpakTuke, [IP-7 - oruer mo HUPC, U3 —uuauBuayansHoe 3amganue; TC -
KOHTPOJIb C MPUMEHEHHEM TEXHHUYCCKUX cpeactB, TC-1 - koMmbioTepHOE TecTupoBanue, TC-2 - yueOHbIE 3a1a4u,




g O6mas TpynoeMKoCTh 3aHATHII (Yac.) opyst Texymero
g Pasnensl ¥ TeMbl JUCLIUTUINHBI Tpynoé 3®0 KOHTpOIA |
(] MKOCTBH TIPOMEKKYTOUHOU
3 110 3aHATHAM (6ceco AYJIHTOPH. 3aHSTHS CPC aTTeCTAlluI
i yac.) yCHEBaEMOCTH
= JICKIT 11a0.
Pa3nen 4. KanaibHblii ypoBeHb
4.1 | Joctym Kk cpeze 2 6 YO
4.2 | I'pynma crangaptoB IEEE 802 2 7 YO-1
4.3 | Texnonorus Ethernet 12
4.4 | TexHOIOTHH JOCTYTIA C BUPTYaJIbHBIMHU 12 P-4
KaHaJlaMH
4.5 | TexHOIOTUH PETHOHAIBHBIX CeTei 12
4.6 | Texnomoruu 6ECTIPOBOTHOTO JOCTyHA 2 7 VO-1
Pa3gen S. CereBoii ypoBeHb
5.1 | Iporoxkon IPv4 2 7 YO-1
5.2 | IIporokon IPv6 12 I1P-4
5.3 | [pyrue npoTOKOIBI MEXKCETEBOTO YPOBHS 2 7 VO-1
crexa TCP/IP
5.4 | MapmpyTtuzamus 2 7 YO-1
5.5 | Kommyramms maketoB no metkam (MPLS) 12 I1P-4
Pasnes 6. TpancnopTHblii ypOBeHb
6.1 I TpaHCHOPTHBIN YPOBEHB 2 7 YO-1
Pazgen 7. OOecneyeHue HHEPOPMALMOHHON
0e30MacHOCTH ceTeil
7.1 | Obmue cBeneHus 00 WHPOPMALUOHHON 12
0e30macHOCTH [1P-4
7.2 | Crucku fgoctyma 12
7.3 | Amaimmz MAC-ampecoB TIpH  CETEBOM 2 7
YO-1
buIbTpanuK
7.4 | BupTya/bHBI€ JIOKQJIbHBIE CETH 12 I1P-4
IIpoMeskyTouHasi aTTecTanus (IK3aMeH) 9 YO-4
HNTOTI'O no kypey (3 kypc) 6 14 232
3.2 CodepixaHue 3aHsamuu rno eudam y4ebHou pabomabli
Tabnuma 4 — ConeprkaHue TUCIUTUTMHBI
Ne HaumenoBanue paznena,
Conep:xanue 3aHATHS
n/n TeMbl TUCHUTIIHHBI
Cooepoicanue 1eKyuoHHO20 Kypca
Pazgen 2. IlpuHIUNBI HOCTPOEHUS TEJEKOMMYHHKAIMOHHBIX CeTei
21 O0630p sranonnoit mogenn OSI | IIpuanmns! nocrpoenust mogenu OSI. Yposau B Mozenn OSI
Pazgen 3. @uznyecknii ypoBeHb
3.3 I KoaupoBanue curnana. I KoaNRZhNRZI. Kox Rz. Manuectepckuii kon. Kog MLT-3.
Pazgen 4. KananbHbli ypOBeHb
4.1 Hoctym x cpene JuHaMudeckoe BbleseHre KaHana. [IpoToKoIbl MHOKECTBEHHOTO

JIOCTyTIa

Codeparcanue 1a60pamopHuIX 3aHAMU

Pa3gen 4. KananbHblii ypoBeHb

4.2 I'pynna crannapros IEEE 802 Wzyuenune rpynnsl cranaaproB IEEE 802. Crpykrypa crangapros IEEE
802. ITporoxoxr MAC. ITporoxox IEEE 802.2 LLC.

4.6 TexHosornu OECpPOBOHOTO W3yuenne texuonornu X.25, Frame Relay.

JOCTyTIa

Pa3nen 5. CereBoii ypoBeHb

51 IIporokoun [Pv4 W3ydyenne mnpotokona IPv4. dopmar makera IP. Cxema aapecaruu
npotokosia [Pv4.

5.3 JIpyrue mpoTOKOJIbI N3zyuenue mpotokosios: ICMP, ARP, RARP.

MEXCETEBOT0 YPOBHSI CTEKa




HaumenoBanue paziena,

Conep:xkanue 3aHATHS

n/n TeMBbl TUCHUTIIHHBI
TCP/IP

54 Mapupyruzanus Snepnas mapmpytuzauus: IloxkmtoueHue depe3 AByX IpOBaiIepoOB.
N3zyuenne mporokonos mapmpyrnszanun: CraTudeckas MaplipyTH3aLUH;
Junamuueckas wapmpytuzanus; Ilpotrokon RIP; IIporoxon RIPv2;
Iporokor OSPF.

Pasnes 6. TpancnopTHblii ypoOBeHb

6.1 TpaHCHIOPTHBIN YpOBEHB Uzyaenne npotaxonoB UDP u TCP. ®opmar nakera TCP. Ycranosnenue
ceccuu UDP u TCP. Ynpasnenue moroxom. Bersisnerne npodiaem TCP u
UDP mpoTokoJioB.

Paznen 7. O6ecnieuenre nHGopMaIMOHHOI 0€30MaCHOCTH ceTel

7.3 Amnanu3 MAC-aapecos npu [MpuHuumne! cereBoii punbrpanun. [lonsrue MAC-anpecos.

ceTeBo (puibTpanuu

HpOMe)KyTO‘IHaH aTTCCTAlMs - OK3aMCH

4 NOPAOOK OLUEHUBAHUA YCINTEBAEMOCTU U
C®OPMUPOBAHHOCTM KOMMNETEHLUWA OBYYAIOLWEIOCSA B
TEKYLWEW N MPOMEXYTOYHOW ATTECTALIUN

HJ’IH MOJOXKHUTEIBHOM OLIEHKH IIO0 pe3yiibTaTaM OCBOCHUSA OUCHUIIJIMHBI o6yqaromeMyc;1

HEO0OXOMMO BBHITIOJHUTh BCE YCTAHOBJICHHBIE BHUJIBI Y4eOHOUW paboThl. OleHKa pe3yIbTaToB
pabotsl oOyyvaromerocs B 0aymuiax (1o BUaaM) MpuBeeHa B TaOJIHIIE O.

Tabnuua 5— banabHO-peHTHHIOBas OLIEHKA Pe3yJIbTaTOB yuyeOHOM paboThl 00yUaIOIMXCS 110

Busiam (BPC)

Yueonas padora | Cymma | Buabl u pe3yabTaTrhl OueHka B aTTecTalluu Banibl

(BUABI) 0aJJ10B yueOHOi#i paGoThI
Texymas yueOHas 60 JlexIMOHHbIE 3aHATHUSL 0,5 6an1 — nocetueHue 1-ro JEKIHMOHHOTO 15-3
pabora B cemectpe| (100% |(koHCHEKT) 3aHATHS
(ITocemenue /6aioB |(3 3aHsTHIA) 1 ©Oamn - TmNONHBIH KOHCHEKT 1-To
3aHATHH 110 NpUBECH JIEKIHMOHHOTO 3aHATHS
paclucaHuio U HOM  |Jlaboparopubie pabotsl |1 6ayn — mocenienne 1 npakTHYECKOro 7-14
BBITIOJTHEHHE IIKaJbl) ((OTY4ET O BHIIOJHEHUH 3aHATHS Y BBIIOJIHEHNE paboThl Ha 51-65%
3aJJaHu) nabopaTopHoOi paboTel) |2 6ajIa — nocenieHue | 3aHATUS 1

(7 pabor). CYIIECTBEHHBIH BKJIaJ] Ha 3aHSITHU B padOTy
BCEH IPYIIIbI, CAMOCTOSTEIBHOCTD 1
BhINIOJIHEHHE paboTel Ha 85,1-100%

Pedepar (o pazgeny 1) |7 6anna (moporoBoe 3HaUEHHE) 7-14
14 6ansoB (MakCUMaJIbHOE 3HAYCHNE)

Pedepat ( o pazneny 2) |7 6aiia (moporoBoe 3HaYCHHE) 7-14
14 6anmoB (MaKCHMaIbHOE 3HAYCHUE)

Pedepar ( 1o pasgeny 3) |7 6anna (moporoBoe 3HAUEHHE) 7-14
14 6ansoB (MakCHMaJIbHOE 3HAYCHNE)

Pedepat ( o pazneny 4) |7 6amna (moporoBoe 3HaYCHHUE) 7-14
14 6annoB (MakcuMaJIbHOE 3HAYCHUE)

Pedepar (1o pasgeny 5) |7 6aana (IoporoBoe 3HAUEHHE) 7-14

14 6ansoB (MakCHMaIIbHOE 3HAUCHUE )




Pedepat ( 1o pazneny 7) |7 6aimia (moporoBoe 3HaYCHHE) 7-14
14 6annoB (MakcuMaIbHOE 3HAYCHUE)

HToro nmo Texyuieil padore B cemecTpe 31-60

HToro no npoMe:XyTo4Hoii aTTecTamuu (IK3aMeH) 20-40

CymmapHast oneHka no aucuuminie: CyMmma 0ajuioB TeKyIeH U MpoMexyTouHoi atrectanuu 51 — 100

5 YHEBHO-METOAMNYECKOE OBECIMNEYEHUE ANCLUNNUHBI.

5.1 YuebHass numepamypa

1. CeTn M TENEKOMMYHHMKAIMK | Y4eOHHK W mpakTukyMm ais By3oB/ K. E. CamyiinoB [u
ap.] ; moxn penakmuedt K. E. Camyiinosa, U. A. lllamumona, JI. C. Kyns6oBa. — Mocksa :
WznatenbcrBo FOpaiit, 2020. — 363 ¢. — (Bricmee o6pazosanme). — ISBN 978-5-534-00949-
1. — C. 13 — 29 — Tekcer : osmekrponnsii // DBC IOpaiir [caiir]. — URL:
https://urait.ru/bcode/450234/p.13-29

5.2 MamepuasibHO-mexHuU4YecKoe U npoz2pammMmHoe obecriedeHue

oucyunnuHbl

VYyeOHble 3aHATHS IO AUCHUIUIMHE TPOBOAATCS B yueOHbIX ayauropusix HOU Keml'Y:

[IpoextupoBanue u| 303 KommprorepHbrii kiacc. YdeOHas| 654027, Kemeposckas

MOHTaX JIOKAJIbHBIX cereif| ayamuTopus (MynbTHMEIMITHAS) ist| obmacte -  Kysbace, T.

00pa3oBaTeNbHBIX OpraHU3aALNH TIPOBEJICHUS 3aHATHH: HoBoky3sHnenk, IP-KT
3aHATHH JCKIIMOHHOIO THUIIA; ITuonepckuit, a.13, nom.2

- 3aHATUI CEMUHAPCKOrO (IIPAKTHYECKOTO)
THIIA.

- TEKYIIEro KOHTPOJIA U MPOMEKYTOYHON
aTTeCTalluu.

Crnenpanu3upoBanHas (yueOHas) meOenb:

J0CcKa MapKepHO-MeJIoBasl, CTOJIBI
KOMITBIOTEPHBIE, CTYIIbSI.

Ob6opynoBanue JUIs Ipe3eHTan
yuyeOHOro Marepuaja: CTallOHapHOE -
HOYTOYK npenoaaBaTes, 9KpaH,
MIPOEKTOP.

O6opynoBaHue: KOMITBIOTEPHI JUTSE
obygaromuxcst (11 mr.).

Hcnonszyemoe MporpaMMHOE
obecrieueHue: MSWindows
(MicrosoftlmaginePremium 3 year mo
CyOJMIICH3HOHHOMY JIOTOBOPY Ne
1212/KMP or 12.12.2018 r. o 12.12.2021
T.), LibreOffice (cBOOOTHO
pacnpocTpaHsieMoe [10),

BloodshedDevC++ 4.9.9.2  (cBoGOIHO
pacnpoctpansiemoe [10), Java (6ecrmaTaast
Bepcus), MicrosoftSQLServer 2008
(MicrosoftlmaginePremium 3 yearmo



https://urait.ru/bcode/450234/p.13-29?utm_campaign=rpd&utm_source=doc&utm_content=a8a3c00d182dd464e4ac791718f09f37

CyONHMLICH3HOHHOMY JIOTOBOPY Ne
1212/KMP ot 12.12.2018 r. go 12.12.2021
r.), OpenProject (OecrmiatHas Bepcus),
Supexc.bpaysep (oTeuecTBeHHOE
cBoOOHO pacmpoctpansemoe [10), UML-
auarpaMmsl (GecriatHas Bepeusi), Denwer
(cBobomHO  pacmpoctpansemoe  I10),
Eclipse(cBobonuao pactipocTpaHsieMoe
110), Blender(cBo6oHO
pacupoctpansiemoe I10), Dia(cBobomHO
pacupoctpansiemoe I10).

WHTepHer ¢ obecrmedyeHneM J1ocTyna B
SUOC.

5.3 CoepeMeHHbIe npogheccuoHasibHbIe 6asbli OaHHbIX u

UHd)OpMauUOHHble cripaeo4YHbie cucmemMbl.

Ilepeuens CIIB/l u UCC no aucumnmiinne

1. Undpopmanmonnas cucrema «EquHoe OKHO J0CTyna K 00pa3oBaTelbHBIM pecypcam.
Paznen. Uudopmarrka 1 MHPOpPMAIIMOHHBIE TEXHOJIOT I - hitp://www.window.edu.ru

2. baza kuur w mnyonukamuii OnekTpoHHOW OuOmmoreku "Hayka u Texumka" -
http://www.n-t.ru

6 MHbIE CBEOEHUA U (UITW) MATEPUATNDbI

6.1 MpumepHbIe MeMbI NUCbMEHHbIX y4ebHbIx pabom

Paznen 1. O0ue cBegeHH O CeTSIX M cMcTeMax nepeaayn nHgopmauuu
. TCHCKOMMyHI/IKaL[I/IOHHI)Ie CCTU.

. OTnnuus ceTH ¢ KOMMYyTalueld KaHaJoB OT ceTell ¢ KOMMYyTaIeil cooOIeHuii (TakeToB).
. @yHKIIMM MaplIpyTU3aTOpA.

. MeTpuka mpoTOKOJIa MapIIpy TH3AIIHH.

. OTIUYrs KOMMYTAIUH ITAaKeTOB OT KOMMYTAIIHU COOOIICHUIA.

. City>xeOHast MHGOpMALS [TAKETOB.

. OTIIUYHs TIOKABHBIX U TTI00ABHBIX CETEH Mepeaayl JaHHBIX.

. OTu4uns BUPTYaNbHBIX U JeHTarpaMMHBIX COCIHHCHHH.

. [IpoTokoIIBI, 0OCCIIEUHBAIONIIE HAICKHOCT TIepeIadl JaHHBIX.

10. Yro Ttakoe mpoToKoJ?

11. Yro Takoe uHTEpPEiic?

12. Knaccudukanus ceteid.

O©oo~NOO O WNPE

Pazgen 2. IIpyHIUNIBI HOCTPOCHUS TEJIEKOMMYHUKANMOHHBIX CeTel.
1. TlpuHumnB TOcTpoeHust dTanoHHoi Moaenu OSI.

2. OcHoBHble hyHKIMH ypoBHe# mozaenu OSI.

3. Yposuu npencrasienus moaenu TCP/IP.

4. Yposuu npencrasienns mogenu TEEE 802.

5. MHKancynsamus TaHHbIX.

fi. Uepapxusi u Ha3HAUYCHUE IPOTOKOJIOB B PA3IMYHBIX CTEKAX.

Pa3nen 3. ®u3nyeckuii ypoBeHb.

1. ®yukyuy 1 yenyra pusndeckoro yposus mozenu 1SO/OSI.

2. Kinaccndukanus cpezpl repeiadn JaHHbIX U €€ OCHOBHBIC XapaKTEePUCTUKH.
3. Onucanue cxembl opranuzanuu CKC.



http://www.window.edu.ru/
http://www.n-t.ru/

4. OCHOBHEIE TEXHOJIOTHH MoAyJISIIUun (KO[[I/IpOBaHI/IH) CHUI'HaJia.
5. HpI/IHHI/IHLI pa6OTLI OCHOBHBIX METOJA0B KOAUPOBAHU.

Pa3gen 4. KananbHblii ypoBeHb.

. OYHKIWY U yCIIyrd KaHambHOTo ypoBHs Mozaenu 1SO/OSI.

. Knnaccugukanus meTonoB nocrymna x cpefe.

. CxeMblI pabOThI OCHOBHBIX METOJIOB JIOCTYIIA K CpeJie.

. YIIpaBiieHUe JIOTUYECKOM Nepeaadeii JaHHbIX [1a KaHAIBHOM YPOBHE.

. Orinums texnonoruii Fast Ethernet u Gigahit Ethernet ot Ethernet.

. Cxema (yHKIMOHHUPOBAHUS CETEH C MAPKEPHBIM JOCTYIIOM.

. CX0/ICTBO W OTJIMYHSI apXUTEKTYP M IPUHIKAIIOB paboTsl ceteit Token Bus, Token Ring, FDDI.
. DIleMeHTHI apXUTEKTYpHI ceTH Ha Gaze TexHosorud 100V G-AnyLAN/

. Otmmamst MetooB moctymna B Texnoiorusax IOOVG-AnyLAN u Fast Ethernet.

10. INpuHIwn paboThl TEXHOJIOTHIA TOCTYNA ¢ BUPTYaIbHBIMU KaHAJIAMH.

11. DneMeHTBI apXUTEKTYpHI CeTH Ha 0a3e TexHoIoruu X.25 1 ux QyHKIHH.

12. DneMeHTBI apXUTEKTYPHI ceTH Ha 6ase TexHomornu Frame Relay u ux ¢pyHkumnm.

13. OcHOBHBIE TEXHOJIOTUH PETHOHANBHBIX CEeTei. B yeM MX MpUHIMIHAIbHBIE OTIHYHS?
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Pasnea 5. CereBoii ypoBeHb.

. OyHKIMY U yciryru ceteBoro yposHs moxaenu 1SO/OSI.

. OcHOBHBIE OTNINYMA MEXy poTokonamu IPv4 u IPv6.

. Cxema anpecaiuu [Pv4. [IpuBeaure KiacCupHUKAIHMIO aIpecoB.

. Cxema anpecaiuu [Pv6. [IpuBeaure Ki1acCupHUKAIHMIO aIpecoB.

. Haznauenwne n ¢pynkmmonansHoCTs potokoia ICMP.

. [Iponierypa mpeodpa3oBaHus agpecos ¢ moMomIbio nmpotokonoB ARP 1 RARP.

. Kimaccngukanus mpoTokoa0B MapuipyTH3amuH.

. Cxemya pabOTHI aropuTMa BEKTOPa PACCTOSHUS M CXeMa pabOoThI alrOPUTMA COCTOSIHUS KaHaa.
. Cxema ¢pyHKIHOHUpOBaHUA MpoTokona RIP.

10. OcHoBHEIE OTIHYUS Mex Ty poTokonamu RIPvI u RIPv2.

11. Cxema ¢yHkuronupoBanus npotokosna OSPF.

12. Otnnuus npotokona BGP ot apyrux npoTokosoB JUHAMHYECKOW MapIIpyTH3AIKH.
13. Cxema ¢yHKIHOHMpOBaHUs poTokona BGP.

14. DneMeHTHI COCTaBISIOT apXuTekTypy cett MPLS u ux dyHkimu.

15. ®ynkumoHansHOCTh poTokona LDP, cxema ero paboTs!.

O©ooO~NO Ok WNE

Pasnen 6. TpancnopTHblii ypoBeHb

. OYHKIMY U yCITyTH TPAHCTIOPTHOTO ypoBHs Mozenu |SO/OSI.
. [IpunnunuaneHeie otnuyus npotokonoB TCP u UDP.

. Cxema yripaBiieHusl IOTOKOM B ipoTokosie TCP.

. Cxema ycranoBieHus ceccuu T CP.

. OcHoBHbIe oTiImuns ipotokonoB TCP u SCTP.
OyHKIMOHATEHOCTE TpoTokona SCTP.

. Mexanusm mnorogomuoctu B mporokone SCTP.

. Cxema ycranosienus ceccuu SCTP.

. OcHOBHBIE XapakTepucTuku npotokonaa DCCP.

10. OcHoBHbIe oTnyus mpoTokosa DCCP ot Apyrux TpaHCIIOPTHBIX MPOTOKOJIOB.
11. Cxema ycranopnenus ceccurt DCCP.

Paznen 7. Ob0ecneuenne nHGOPMALMOHHON 0€30M1aCHOCTH ceTel
1. CeteBble pUIBTPHI.

2. ®opMHpOBaHKE 3apeTa WK pa3pelleHuns CeTeBOro Tpaduka yepe3 uHTepdelic MapIpyTH3aTopa.
3. ITapameTpsl nakera.

4. Y0 aHANM3UPYIOT CTAHJAPTHBIE CITUCKH JIOCTYIIA.

5. UTo aHaNM3UPYIOT PACIIMPEHHBIE CIIUCKH JOCTYIIA.

6. ®opmar KOMaHBI CO3TaHUS CTAHAAPTHOTO CITUCKA JTOCTYTIA.

7. ®opMar KOMaH/IbI CO3aHUs PACIIUPEHHOTO CIHCKA JOCTYIIA.

8. ®opmar KoMaH/IbI IPUBSI3KU CIIUCKA K HHTEpdEFiCy.

9. JIoCTOMHCTBA HIMEHOBAHHBIC CITUCKHU JIOCTYIIA.

10. Komansl ipu paboTe ¢ TaONIUIaMi KOMMYHUKAIHH.

11. BupryanbHble JIOKaJbHBIE CETH.

13. O6meHre MEKIY y3JIaMH Pa3HbIX BUPTYaIbHBIX CETEH.

20. YnpapneHue BUPTYaIbHBIMH JIOKAJIbHBIMH CETSAMH.



21. TToctpoenne VLAN Ha HECKOJIBKHX KOMMYTATOpPax.

23. Yro Takoe TpaHk? IIpuHIMII €ro cO3qaHus HAa KOMMYTAaTOPE M MapIpyTH3aTope.
24. Komaune! ucrnone3yromnuecs s HazHaueHus: VLAN Ha uHTEepQEiichL.

25. KoMaHIBI HCIIONB3YIOMIMECS AT CO3IaHUS TPAHKOBBIX COSIMHCHUH.

26. Komans! ucrionb3yromiuecs st Bepudukarma VLAN/

6.2 lfpumepHbIe 80MNPOChI U 3a0aHusi / 3adaqu OJisi MPOMEXYMOYHOU
ammecmayuu

Kypc 3
Tabauuna 8 - IlpumMepHble TeopeTHYeCKHE BOMPOCHI U NMPaKTHYeCKHe 3aJaHusA /
3a/1a4M K 3a4eTy

Pa3znesnbl 1 TEMBI IIpumepHnbIe TEOpeTHYECKHE IIpumepHnble NpaKkTHYecKHe 3a1aHus /
BOIPOCHI 3aJauH
Pazgen 1. O6mue cBeieHNs 0 CeTSIX M CHCTeMaXx nepeaayu HHpopMaluu
1.1 OcHOBHEBIC IOHATHUS U — IlonsiTue mpoTokoJIa.
TEPMHHBI. — YPpOBHH IPOTOKOJIOB.

— Mepapxus IpoTOKOJIOB.
— WHTepdelichl U CepBUCHI.

1.2 O600menHas — O0o00MeHHAsT CTPYKTYpHAs cXema

CTPYKTYpHasl CXeMa CETH. CeTH.

Mertobl KOMMYHHUKALIUY. — Mogens apxutektypst ECO PO.
- Mertoabl KOMMYTaIlHH

uHdopmManu B  CETAX  CBS3M:
CTPYKTYpPa COCTABHOT'O KaHasa;

- dopmar raKkeTa pu
KOMMYHMKAIUU [1aKETOB;

- ITpunnun KOMMYHHKaILUU
[IAKETOB.

— OCHOBHBIE TEXHOJIOTHU CeTeH
nepeaayn JaHHbIX.

- CranmapTu3upyromume
OpTaHU3aIHH.
Pazgen 2. IIpuHIUNBI HOCTPOCHUS TEIEKOMMYHUKANMOHHBIX ceTel
2.1 O630p 3TanoHHOM Momenn | — [IpUHIMITEI TOCTPOCHUS MOJICITH 1. TIpemroxxute BOIMOXKHOE paCIIUPEHUE
(ON]] OSl. crexa TCP/IP.
— Yposuu B mogenu OSI 2. IlpemnoxuTe CBOM BapHaHT CTEKa
2.2 Vepapxus IPOTOKOJIOB B — Crek ISO/OSI. MPOTOKOJIOB (¢ pa3aeneHueM QyHKIHH 1
Pa3IUYHBIX CTEKAX — Crex TCP/IP. YCIIYT TIO YPOBHSIM).
— Crek IEEE 802.
— Crex IPX/SPX.
— Crex NetBIOS/SMB.
— Crek H.323.
— Crex SS7
Pazgen 3. @uznyecknii ypoBeHb
3.1 Cpena nepenaun — KoakcuanbHbli Ka0elb. 1. OOwscHHTE, TOYEMY YACTOTA
— Buras napa. JTUCKpeTH3anuy ayauo3amnucu Ha CD
— ONTOBOJIOKHO. cocrasiset 44,1 xl'.
— CtpykTypHupOoBaHHas KaOelbHas 2. VYxaxwre MIUPUHY TOIOCHI
cucrema. nponyckanus s Ethernet 10BASE-T.
— AKTHBHOE CETEBOE 3. IIpuBenurte BpeMEHHBIC qHATPAMMBI
obopynoBaHue HH()OPMAIMOHHBIX CHTHAJIOB C
3.2 Moayasiys CHTHAIOB — AMIUIATYTHAS MO ISLINS. HCIOJIb30BaHUEM pa3mnuHbIX K010B (NRZ,
— YacToTHAs MOZYJISLIUS. NRZI, AMI, Man4ectepckuii kon).
— dazoBasi MOIYJSIHSA. 4. TloctpoiiTe pa3BOAKY CETH AJIS 3TaHUSL
— KBagparypras ammuryaaas ¢daxympTeTa.
MO Ty JISITTHSL. 5. TlpuBeaute cxemy pa3BOAKH KaOCIbHON
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Pa3nennl n TeMBI

IIpnmepHbIe TeopeTHYECKHE
BONPOCHI

IIpnmepHble NpakTHYeCKHe 3aJaHAs /
3a1a49u

— Texnonorus pacmupeHHOro
CHeKTpa

3.3 Koaupoanue cursana.

— KoaNRZhNRZI.

— Kon Rz.

— ManuecTepcKkuil KoxI.
— Koxg MLT-3.

CHCTEMBI JJIs MaJloi OpraHu3anuu.

Pa3nen 4. KanaibHblii ypoBeHb

4.1 loctym K cpene

— JInHaMH4YecKoe BBIJICICHUC
KaHasa.

— IIpoTOKOITBI MHOKECTBEHHOTO
JIOCTyTIa

4.2 I'pynmia crangaptoB IEEE
802

— Crpykrypa crargaptoB IEEE
802.

— IIporoxon MAC.

— Ilporokon IEEE 802.2 LLC

4.3 Texuonorus Ethernet

— Meton nocryna CSMA/CD.
— ®opwmarsl kaapos Ethernet.

— Texuonorust Fast Ethernet.

— Texuonorus Gigabit Ethernet.

4.4 TexHONOTUU JOCTYTA C
BHUPTYaJIbHBIMH KaHAJIaMHU

— Texunonorus X.25.
— Texnonorus Frame Relay.

4.5 Texnonorun
PETHOHANBHBIX CeTeit

— TexHOoJI0rUK ONIOPHOM CETH.
— TexHoMOTNM YPOBHS OCTYTIA.
— Texnonorus Metro Ethernet.

4.6 Texnonorun
6ecrpoBOTHOTO I0CTYMA

— Metoasl nocTymna K cpene B
6ecrpoBOTHBIX CETSIX.

— Crek nporokoisioB IEEE 802.11
(WiFi).

— Crex nporoxozoB IEEE 802.16
(WIMAX).

— Texnonorus Bluetooth.

1. Ompenenure T MAC-anpeca Ethernet
Al:AA:C7:E8:D0:05.

2. Tlepeuncnure crienuduKayun
texuosoruii Ethernet, Fast Ethernet.
[IpuBenuTe MX OCHOBHBIC XapaKTEPHCTHKH.
3. MUzobpasure popmar kaapa MAC-
HOaypoBITs TexHooruu Ethernet.

4. OObsAcCHUTE, TOYEMY 3a7aeTCs
MHWHHMAJIbHAS JJIMHA HOJISI JaHHBIX.

5. HM3o0pa3ure cxemy JIOKaJIbHOW CETH Ha
KOMMYTATOPE C ISIThI0 KOHEUHBIMHU Y3JIaMH,
yKaxxute Homepa noptoB 1 MAC-anpeca
y3noB. Cozfaiite TabNUIly KOMMYTALUH JJIs
ClTydasi, KOTJja BCE y3JIbl aKTHBHO
0OMEHHMBAIOTCSI JTAHHBIMH.

Paznea S. CereBoii ypoBeHb

5.1 IIporoxomn IPv4

— @opmar nakera IP.
— Cxema azipecanuu mpoToKoJa
IPv4

5.2 Ilporokoun IPv6

— @opmart 3arosoBka maketa [Pv6.

— JlomoHUTENbHBIE 3aT0JIOBKH
IPV6.
— Cxema asipecaniuyl MpOTOKOJIA
IPv6

5.3 Jlpyrue mpoToKOJIbI
MEKCETEBOT'O YPOBHS CTeKa
TCP/IP

— IIporokon ICMP.
— Ilporokon ARP.
— Ilporokon RARP.

5.4 Mapmpyruzanus

— SnepHas MapupyTHU3anus.
— IIpOoTOKOJIBI MapIIPYTH3AIHH.

5.5 KommyTaliust makeToB 1mo
meTtkam (MPLS)

— Apxurektypa MPLS.

— ®opmar MPLS-metku. Label
Distribution Protocol.

— Cepsucs Ha 6a3ze MPLS.
Ocobennoctt MPLS

1. Pas0eiite cets 100.0.0.0/8 Ha 5
MOJICETEH.

2. Pasgenure ceth 10.128.0.0/9 na 13
MHOJICETEN.

3. Paspemure ceth 192.168.0.0/24 a 9
noxcereit. 1. Pasnmenure ceTh
172.16.0.0/11 ma 7 moxacereii.

Pa3nen 6. TpaHcnopTHBI YPOBEHb

6.1 TpaHCHOpTHBIIT ypOBEHb

— OcHOBHast KOHIISITIIS
MIPOTOKOJIOB TPAHCIIOPTHOTO
YPOBHSL.

— IIporokon UDP.

— IIporokon TCP.

— ®opmar nakera TCP;
VYcranosnenue ceccun TCP;
— YnpasneHue moToKoM;

— Ipo6nemsr TCP.

1. OOwscHuTE, A 4€T0, KpOME MOCcUETa
MIAKETOB, MOT'YT CIIYXKUTb 110JIs1 [1opsiokosbiil
nomep (Sequence Number) u Homep
noomeepoicoenus: (Acknowledgment
Number) makera TCP.

2. UccnenyiiTe 3aBUCHMOCTD
IIpou3BoAUTENbHOCTH NpoTokoisia TCP ot
pa3MepoB OKHa.

3.  OO6pucyiite 001aCTh MPUMEHCHHS
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Pa3nennl n TeMBI

IIpnmepHbIe TeopeTHYECKHE
BONPOCHI

IIpnmepHble NpakTHYeCKHe 3aJaHAs /
3a1a49u

— IIporokon SCTP.

— ®opmart naketa SCTP.

— @ynxiuu SCTP.

— MHOXeCTBEHHOCTh TIOTOKOB 1
BapHaHTHI JIOCTAaBKH.

— MHOro10MEHHOCTh

— MHOro10OMEHHOCTB:
YCTaHOBJIEHHE aCCOLMALINMN;

— IIporoxon DCCP.

— Xapaxkrepuctuku DCCP.

— Tumer coobmenuit DCCP.

— ®opwmart 3arosnoska DCCP.

— IIpouenypa B3auMoIeHCTBUSI.
— @ynkruoHansHOCTE DCCP

nporokona UDP, ncxons ero u3 cBoicts.
4. OOpucyiiTe 00JIacTh TPUMEHCHUS
nporokona TCP, ucxons U3 ero CBOUCTB.
5. OO0pucyiite 001aCTh IPAMEHEHHS
mpotokona SCTP, ucxoxas u3 ero cBoiicTs.
6. OOpwucyiite 001aCTh MIPAMEHEHHS
npotokona DCCP, mcxozs u3 ero CBONCTB.

Pasnea 7. O6ecneyenue ungo

MAaIMOHHOM 0€30IMaCHOCTH ceTel

7.1 O6mue cBeneHns oo
WHPOPMAIMOHHON
0€e301IacHOCTH

— Otka3 B 00CITyKMBaHUH.

— DoS-araku.

— Pacmpenenennas  DoS-araka
(DDoS).

— @opMupoBaHUE Mapoyied Ha

CCTCBEBIX 3JICMCHTAXx.
— O6H_II/IC CBCIACHHA O MCKCCTCBBIX

IKpaHax.

7.2 Cniucku goctymna — KoHburypupoBanue CIHCKOB
JIOCTyIA.
- Kondurypuposanue

paclIMpeHHBIX CIUCKOB J0CTYIIA.
— MIMeHOBaHHBIE CIMCKU JJOCTYTIA.
— KonTpouns cniuckoB goctymna

7.3 Anaimmz MAC-anpecos
MPHU CETEBOM HHIBTPALIUH

— Agpecanisi  KOMMYTaTOpOB,
KOH(HUTypHpoBaHUE HHTEP(DHEHCOB.
— VYupasienue Ta0IAIER
KOMMYTaIIHH.

- Kondurypuposanue
0€30MacHOCTH Ha KOMMYTaTOpe

7.4 BupTyanbHble JTOKaIbHbIE
ceTH

— O6muue cBeIeHUS O BUPTYaJIbHBIX
JIOKAJIBHBIX CETAX.

— TpaHKOBBIE COEJUHEHUSI.

- Kondurypuposanne
BHUPTYaJIbHBIX JOKAIBHBIX CETEH.

- Mapuipytuzanus MEXIy
BUPTyallbHBIMU JIOKAJIbHBIMU
CETSIMU.

— Kondurypuposanue TpaHKOBBIX
COEJIMHEHUH

1. TIlIpomosure MpOBEPKY M OTIAJIKY CETH T
HCIIONIB30BaHMEM KOMaHa Show runn i ng-
config, show access-list, show ip
access-list, snow ip interface, ping,
traceroute u tracert.

2. CxoHpurypupyite Ha MapUIpyTH3aTOPE
1 KOMMYTaTOpE BCE U3BECTHBIE BaM ITapOJIH.
[IpoBepbTe UX AeiicTBHE.

3. C 0HOTO M3 KOMITBIOTEPOB BBIITOJIHUTE
yIJICHHBIHA TOCTYI K KOMMYTAaTOpy, K
Mapupytu3aropy. M3sMeHure nx umMeHa.
3aBepIunTe ceaHc yJaleHHOro JOCTyIA.
ITpoBenute BepudUKAIUIO TPOCTIAHHON
paboThI.

4. TlpoBeaute MPOBEPKY TaOIHIIBI
koMMyTauuu. CMoaenupyire
(hopMHpOBaHUE TOTIOIHUTEIBHBIX
JMHAMHWYECKUX 3alncell B TabImie
KOMMYTaIHH.

5. TlepeBenute TUHAMHYECKHE 3aMKCH B
CTaTHYECKHeE.

fi. Ckoudurypupyiite n18e BUPTYaTbHBIX
JIOKAJIbHBIX CETH Ha JBYX KOMMYTaTopax,
UCIIOJIb3YS TPAHKOBBIE COEINHEHHUSL.

7. OGecnieybTe MEKCETEBOE
B3aUMO/ICHCTBHE.

CocraButens: O. A. KpaBioa, K.TeXH.HayK, JOLEHT Kadeapsl HHYOpPMAaTHUKH U
OO0IIETeXHUYECKUX TUCIUILIINH.
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