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1. leap AUCUMIJIMHBI

B pesynbrare 0CBOCHHS TaHHOW MUCIUIUIMHEI Y 00YYarOIIerocs JOJKHBI ObITh CPOPMUPOBAHBI
KOMITETEHITMH OCHOBHOW MPO(ECCHOHANBHOW 00pa30BaTEIbHON MPOrpaMMbl CIEIUAINATETa (Janee -
OIIOII):

ConepxkaHre KOMIIETEHIIMHA KaK TUTAHUPYEMBIX pPEe3yJIbTaTOB OOYYEHHUS IO JUCIUILUIUHE CM.
Talbymne! 1 u 2.

1.1 ®dopmupyeMble KOMIIETEHINH
Tabmuna 1 - ®opMupyeMble TUCIUTUTMHON KOMITETEHITUU
HaumenoBanue Buja HaumenoBanue kareropuu Kon v Ha3BaHMe KoMIIeTeHIIUU
KOMIETECHIINHU (rpynIibl) KOMIIETCHIHMH
[Tpodeccuonanbruas Koncynbranuonnas [TIK-2 criocoGeH oCcyIecTBIATh
JESTEIIbHOCTD KOHCYJIbTHPOBAHUE C LEIIBIO
IpeIOTBpaICHHs HAPYIIICHHI B
obJyacTu 6€30MaCHOCTH JINYHOCTH
U COLMATBHOMN CpeJibl
[Ipodeccuonanbuas Oprann3annoHHO- ITK-6 criocoOeH y4uThIBaTh
yIpaBieHYecKast e TEIbHOCTh MICUXOJIOTHYECKHUE ACIIEKTHI B
IPOIECCE MPUHATHS
yIPaBICHUYECKUX PELICHHIH,
00ecIeunBaroINX CO3/1aHNUE
3J10pOBOii, Oe30macHOi U
NPOJYKTHBHOM paboueli cpebl
1.2 JlucuMmidHbl W TPAKTHUKH, Yy4YacTBywiue B (GOPMHPOBAHMHU

KOMIIeTeHIIMH

Tabnuua 2 — IMCUUIUIMHBL ¥ IPaKTHKH, (POPMUPYIOIINE YKa3aHHbIE KOMIIETEHIINN

Ko n Ha3Banue
KOMIIETEHIIUU

WNHuKaTophl TOCTHKEHUS KOMIIETEHIIUH 10
OIIOIT

JIMCIMIUTIHBI U TIPAKTHKH,
(dhopmupyromre KOMIETEHITUIO
OI1OIT

I1K-2 cnocoben I1K-2.1 Ucnons3yer 0a30BbIe OCHOBBI KM.04.05  CouuanbHo-
OCYLIECTBIIATh KOHCYJIbTUPOBAHHUS C LIEJIBIO TICHXOJIOTHYECKUE MPOOIEMBI
KOHCYJIBTHPOBAHHE | MPEIOTBPAIECHUS HAPYLIEHUH B 06IaCTH GesomacrHocTH Tpyha B

. MIPOM3BOJICTBEHHO cepe, 9
C LIEJIBIO 0€30MaCHOCTH JIMYHOCTH U COITUATbHON cont. 4 3.

M, 4 3.€.

TIpEAOTBpAILCHHA CPCAbI K.M.04.06 IIcuxonorunueckas
HapylIeHU B [1K-2.2 [Iporao3upyer, IpOEKTHPYET 6e300ACHOCTD INYHOCTH B
obnacTu YCIIOBHS JJIs1 TICUXOJIOTHYECKON 00pa3oBaTeNbHOM
0€30I1aCHOCTH 0€30IIaCHOCTH JIMYHOCTH B 00pa30BaTeNbHOM | OpraHusanuu, 9 cem, 4 3.e.
JIMYHOCTHU U OpraHu3alu K.M.04.07 Teneponnoe

COLIMAJIBHOU CpeIbl

[TK-2.3 Ocy1ecTBisieT aHanu3 1 OIEHKY
0€301acHOCTH B TIPOM3BOJICTBEHHOM cepe
[1K-2.4 Ananmusupyet npodiieMmy oOpamieHus
32 KOHCYJIbTAI[UCH, BBISBIISIS HApYIICHUS B
obnactu 6€30MaCHOCTH JIUYHOCTH.

[1K-2.5 PazpabaTbiBaeT cTpaTeruto
MIPOBEICHUS TpoIecca KOHCYIbTUPOBAHUS

KOHCyNIbTHpOBaHue, 10 cem, 3
3.€.

K.M.04./1B.01.01 Kynerypa
pedH B YCIOBUSIX CITYKEOHOU
NeaTeILHOCTH, 8 ceM, 4 3.e.

K.M.04.1B.01.02
[IpodeccuonanbHas 3THKa U
CITykeOHBbIH 3THKET, 8 ceM, 4
3.€.
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Ha OCHOBE aHaJIM3a Mpo0JieMbl 00paIeHusl.
[1K-2.6 Ananusupyet (pakTopbl BpEIHOTO
BIIMSIHUA Ha TICUXUYECKOE U (PU3NIECKOe
3JI0POBBE YEITIOBEKA.

[1K-2.7 Beibupaer u mpuMeHseT METO/IbI U
IPUEMbI KOPPEKIIUHU aJIeKBaTHBIC CUTYallUU
TUISL COXPAHEHHUS 3710POBbS.

[1K-2.8 Unentudunupyer CTpykTypy,
MPUYMHBI, TUHAMUKY KOH(QIUKTHOTO
B3aUMOJICHCTBUS.

[1K-2.9 BeIsSBAsIET U OIICHUBACT MPOOIIEMEI,
CBSI3aHHBIC C HAPYIIEHUSMH B 001aCTH
0€30MacHOCTH JINYHOCTH U COLIMAIBHON
cpenbl B KOH(IIHKTE.

[1K-2.10 Ucnonb3yet 6a30BbIe OCHOBBI
MH(QOPMAIIMOHHOW 0€30IacCHOCTH /IS
KOHCYJIbTUPOBAHHSI B BOIIPOCAX
MPEJOTBPAICHHS MTOCATATEIbCTB HA
MH(POPMAIIMOHHEIE PECYPCHI
(MH(bOPMAITMOHHYIO CPEy) CO CTOPOHBI
BHYTPEHHHX U BHEUIHUX YIPO3, CIIOCOOHBIX
HAHECTH ymiep0 HHTepecaM JINYHOCTH,
o011ecTBa, rocyJapcTBa.

K.M.04./1B.02.01 Ilcuxomnorus
3/10pOBbs CyOBEKTOB
CITY)KEeOHOU esaTebHOCTH, 9
ceMm, 4 3.e.

K.M.04./1B.02.02 ba3oBsie
TEOPUHU U METOBI
ncuxorepanuu, 9 cem, 4 3.e.

K.M.04./1B.03.01 HenoBoe
oO1ieHue B ciy>keOHON
JesTENbHOCTH, 9 ceMm, 4 3.¢.

K.M.04./1B.03.02 Ilcuxomorus
MaccoBOW KOMMYHHUKAIUH, 9
ceM, 4 3.¢

K.M.05./1B.01.01 Ilcuxomnorus
KoH(uHMKTa, 6 ceM, 4 3.¢.

K.M.05./1B.01.02
Nudopmanmonnas
0€3011aCHOCTb B CITyKEOHOMI
JIesITEILHOCTH, 6 ceMm, 4 3.¢.

K.M.06.03(IT) ITpakTuka no
npoduitro npodeccuoHaTbLHOM
JeITENBLHOCTH, 7 ceM, 6 3.e.

K.M.07.01(ITx)
[IpepnumiomHuas mpakTuka,
10 cem, 9 3.e.

K.M.07.03(/) IloarotoBka K

IIpOLEAYpE 3alUThl U 3allUTa
BBIITYCKHON KBaJTM(PUKAIIMOHHON
pabortsl, 10 cem, 6 3.e.

[1K-6 cniocobOen
YYUTBIBATh
TICUXOJIOTHYECKUE
aCIIeKTHI B
nporecce NpUHATHS
yIIPaBJIEHYECKUX
peLieHun,
o0ecreynBaroIuX
CO3J]aHuE 3/I0POBOMH,
Oe3omacHoil u
MIPOTYKTHUBHOU
paboueii cpenbl

[1IK-6.1 Ymeer onieHUBaTh (akTOpPHI,
OIIpeIeIIAOIIHIE COLIUATBHO-
MICUXOJOTMYECKUH KIIMMAT OpraHu3alliu;
[1K-6.2 OueHuBaeT U KOPPEKTUPYET
OpIIaToJIOruH

I1K-6.3 Bnaneer TopusiMu ynpaBlIeHHUS,
[IK-6.4 Ananu3upyet 1 BO3AEICTBYET Ha
COLMAJIHO-TICUXOJIOTHYECKUE (PaKTOPHI IS
MO/IEpKaHUS 3I0POBOM, O€30TTaCHON U
MPOYKTUBHOU pabouelt cpesl

[IK-6.5 ®opmupoBaTh NCUXOJIOTUYECKHE
pPEKOMEH1alliu, BIMSIOIIKE Ha
YIPaBIEHYECKHUE PEIIECHUS IPU3BaHHBIE
obecrieunBaTh 6€30MaCHOCTh padoueit
Cpenpl;

[1K-6.6 BbIBIATH pedyeBbIX OMNOOK U
HEZI0YETOB B Mpo(heccnoHalbHOM peun
COTPYJHUKOB

[TIK-6.7 ITpumensiet 3¢ heKTUBHBIE peueBbIE

K.M.05.06 Opranuzanuonnas
TICUXOJIOTHS B YCIIOBHSIX
CITykeOHOM 1eaTenbHOCTH, 5
ceMm, 3 3.e.

K.M.05.07 Ilcuxoiorus
yIpaBiIeHUS B CIyKEOHOU
JIesITENLHOCTH, 5 ceM, 3 3.¢.

K.M.05.08 Ilcuxonorus
0e30macHOCTH, 7 ceM, 5 3.e.

K.M.05.1B.01.01 Tlcuxomorus
KOH(QUIUKTA, 6 ceM, 4 3.e.

K.M.05./1B.01.02
WNudopmannonHas
0€301acHOCTb B CITYKEOHOU
JesITENLHOCTH, 6 ceM, 4 3.e.

K.M.06.02(IT)
HccnenoBaTenbckas
IIpaKTHKa, 6 ceMm, 6 3.e.

KM.07.02(T') TIloaroroBka kK
craue u craya
roCyJIapCTBEHHOI0 3K3aMeHa, 10

ceM, 3 3.e.
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TEXHHUKH JIJIS1 JOHECEHHSI YIIPABIECHYECKIX
peleHuid, 00ecTIeYMBAIOIINX 3I0OPOBYIO,
0e30MacHyI0 U MPOAYKTUBHYIO pab0UyIo
cpeny;

[T1K-6.8 IlpuHuMaeT yrpaBlIeHUECKUE
pelieHus, o0ecneurBaoIrue Co3Aannue
3JI0POBOM, O€30MaCHOM ¥ MPOAYKTHBHOM
paboueii cpelbl, ¢ COOTI0CHIEM
TpeOOBaHUI MOPATBHO-3THYECKUX HOPM

B3aMMOJICHCTBUS B paboueii cpee;

cpebl

[TK-6.9 Beibupaetr MeToIbl TUarHOCTUKA
MICUXOJOTHYECKHUX aCTIEKTOB KOH(DIUKTHOTO

[T1K-6.10 [IpennaraetT MeponpusaTHs 1o
npodUIaKTUKE U pa3pelieHHI0 KOH(PINKTOB
B paboueili cpefe AJsi CO3/1aHue 3/I0POBBIX,
0€30MacHbIX U MPOAYKTUBHBIX YCIOBHUH.
[IK-6.11 Onpenensier 1 npenoTBpaIiacT
yrpo3bl HHHOPMAITMOHHON 6€301acHOCTH
111 00eCTIeYeHUsI IPOAYKTUBHON pabodeit

1.3

3nanusi, yMmeHus, HaBbIkH (3YB) mo gucuunimHe

Tabnuua 3 — 3Hanus, yMeHuUs1, HABBIKHU, (pOpMUpPyeMble TUCIUILIMHOM

Kon NHaukaTopel 1OCTHXKEHUS 3uanus, ymeHus, HaBbIkHU (3YB),
KOMIICTCHIIMH | KOMIICTCHIINH, 3aKpEIJICHHBIC 32 dbopMupyeMbIe TUCITUTUINHOM
JUCHUMNINHON
[1K-2 [1K-2.10 Ucmomp3yer 6a3oBbie | 3HATH!
OCHOBBI UH(GOPMAIMOHHON | — TEOpETHUYECKUE OCHOBBI
0e30macHOCTH i | ”HGOPMallMOHHOM 0€3011aCHOCTH;
KOHCYJIBTUPOBAaHUS B  BOMNpOCax | — MPU3HAKH HapylleHWi B objactu
NPEIOTBPALICHHs] TOCATaTENbCTB HA | OE30MACHOCTH JUYIHOCTH u
uH(pOpMaIMOHHbBIE pecypchl | COlMaIbHOU CPEIbI;
(nHbOPMALIOHHYIO cpeny) co | YMmerTh:
CTOPOHBI BHYTPEHHUX U BHEIIHUX | — IPUHUMATH Mepbl 3aIUTHI
yrpo3, CIOCOOHBIX HaHECTH Yyuiepd | MHpOpMalMu OT NOCATaTEeNbCTB CO
WHTEpecaM JIMYHOCTH, OOIIEeCTBa, | CTOPOHBI BHEUIHUX M BHYTPEHHUX
rocyaapcTBa. yrpo3;
Biaagern.
— pa3HoOOpa3HBIMU MeTOoAaMHu
3alUThl HHPOPMAIIUK OT Pa3IUIHBIX
(hopm mocsraTeanCTB
I1K-6 I1K-6.11 Onpenensier U | 3HATL:
MIPEAOTBPAIAET yrpo3sl | — TpeboBaHUA nH(pOpMaIMOHHON
nH(popMannoHHOK Oe3omacHoCTH i | 6e30MacHOCTH KaK OCHOBBI

oOecrnieueHus MPOIYKTUBHOW paboyeit
cpensl

MPOIYKTUBHOU pabouelt cpeibl;
Ymers:

— IMarHOCTUPOBATh yTPO3BbI
nH(GOPMAIIMOHHOI 0€30MacHOCTH;




— IpeI0TBpalaTh BHEILIHHE u
BHYTPEHHUE YIPO3bI
uH(GOPMaIMOHHON 0€30MacHOCTH IS
oOecrieyeHus: MPOIYyKTUBHOM paboueit
Cpenbl;

Biaagern:

— HaBBIKAMM  aHajiM3a  COCTOSIHUS
nH(OPMAIMOHHON 0€30MaCHOCTH;

2. O0béM M TPYAOEMKOCTH IMCHHUILVIMHBI MO BHAAM Y4YeOHBIX 3aHSITHIA.

DopMbI MPOMEKYTOUYHON ATTECTALUA
Tabmuma 4 — O0beM U TPYAOEMKOCTh AUCITUIUIMHBI IO BUJAM YU4ESOHBIX 3aHATHI

OO0mast Tpy10eMKOCTb U BU/bI Y4eOHOH padoThl 11O O0BLEM yacoB Mo
AMCLHUILIMHE, IPOBOAMMBIEC B Pa3HbIX (popMmax (01010
1 O6mmas Tpya0eMKOCTh AUCLIUITINHBI 144
2 KonrtakTHass pabora 0OydJarIIUXCs C TperojaaBareiaeM (o 44
BUJIaM Y4eOHBIX 3aHSTUI) (BCETO)
AynurtopHas padota (Bcero): 44
B TOM YHCIIE:
JIEKINH 18
IPAKTUYECKHUE 3aHSTHS, CEMUHAPBI 26
B HHTEPAKTHUBHOU (opme 20
3 CamocTtosarenbHas pabota oOyuaromuxcs (Bcero) 64
4 TIpomexxyTo4Hast aTTecTanus 00yJaromerocs 36
(Px3amen
6 cemectp)

3. YueOHO-TeMaTHYeCKHI IVIAH U CO/IepPKaHUe TUCUUILIMHbI

3.1 YueOHO-TeMaTH4YeCKHUil IJIaH
Tabmuua 5 - YueOHO-TeMaTHUeCKui JIaH OYHOM U OYHO-3a0YHOM (OpPMBI 00ydeHUs

TpynoeMkocTsb
3aHATHH (Jac.) DODMBI
O6mas P
. TEKYILEro
= Tpymo€ (010]0)
A Paznens! nucouImIMHbL KOHTPOJISL U
> IO 3aHATHAM MioCT® MIPOMEXYTOUH
Z, AyauTopH.
(scezo ’ b C | oit arrectamum
uac.) 3aHATHSA P !
ek | mpakt yCIIeBaEMOCTH
C
1.
HWudopmaTuszanus oduecrsa u uHGopMalMmoHHAS
1. dop bop 18 | 4 | 4 |10 Tect
0e3omacHOCTh
1.1 | BBenenue B npeamer. YTpo3sl HHPOPMAITMOHHON 0€3011acCHOCTH 2 0 0 2
1.2 | Meronoaornueckre OCHOBEI O€30IaCHOCTH. 4 2 0 2
1.3 | OcHOBHbIE NPUHIUITEI HHPOPMAIMOHHOH 0€30IIaCHOCTH. 2 0 0 2
1.4 | PaccmoTpeHne KOH(INKTOB B OPTaHU3AIMAX 2 0 2 0
15 KpuMuHaaucTHyeckas XapakTepUCTHKa KOMIIbIOTEPHBIX 4 5 0 ’
| npecrynnennii B Poccun
1.6 | IIpoBepka 3HaHMi 4 0 2 2




HopmaTtuBHo-npaBoBoe odecnevyeHue HH(POPMAIIMOHHOM 18 4 4 10 Tect
0e3sonacHoctu B Poccuiickoii @enepauuu
2.1 | IIpaBoBoii pexuM HHPOPMALTUH 4 2 0 2
2.2 | Oprausl, o0ecnieurBaroiye HHHOPMAIMOHHYIO 0€3011aCHOCTh 2 0 0 2
53 OpraHu3alMoHHO-IIPaBOBBIE OCHOBBI 3AIUTHI HHPOPMAIIUH B 4 ” 0 5
opraHax BHYTPEHHHUX A€
Oprassl, obecnieunBaronye HHHOPMAITHOHHYIO 0€301TacHOCTb.
2.4 | Opranu3anrOHHO-TIPABOBBIC OCHOBHI 3aIUTH HH)OPMAIIHH B 4 0 2 2
opraHax BHYTPEHHHX JeI
2.5 | IIpoBepka 3HaHMIA 4 0 2 2
Opranusanys NpOoTHBOACIHCTBHSA KOMIIBIOTEPHOI 18 4 4 8 Tect
NPeCTYNHOCTH
31 Yrpo3sl HHGOPMAIIMOHHON 0€30MTaCHOCTH U METO/IBI MX 4 ” 0 5
peanu3anin
3.2 | OTBETCTBEHHOCTH 32 KOMIIBIOTEPHBIC MIPECTYIIICHUS 2 0 0 2
3.3 | ®axTOpsI pa3BUTHI KOMIBIOTEPHON IIPECTYITHOCTH 4 0 2
34 Meroauka paSKprTI/ISI U paccieoBaHusl KOMITBIOTEPHBIX 4 0 5 ’
NpeCTyIICHHUH
3.5 | IIpoBepka 3HaHui 2 0 2 0
. Tunosble pemieHHsI MO 6€30MACHOCTH KOMIBIOTEPHBIX ceTel 18 2 4 12 Tect
4.1 | Mogenu 0e3omacHOrO HoAKIrOUeHus K Internet 4 2 0 2
4.2 | TlpuHONTEL GYHKIMOHUPOBAHUS MEKCETEBBIX SKPAHOB 2 0 0 2
4.3 | Mopenu 6e30macHOTO MOJKIIOUEHHUS K Internet 4 0 2 2
4.4 | IlpuHuuns! GyHKIUOHUPOBAHUS MEKCETEBBIX YKPAHOB 2 0 0 2
4.5 | KonmokBuym 6 0 2 4
. Opranuzanusi NPOTHBOAEHCTBUSA BPeIOHOCHBIM MPOrpaMMam 18 2 4 12 Tect
5.1 | [onaTne 0 BpeAOHOCHBIX MTPOTpaMMax 4 2 0 2
59 TexHonornn 0OHAPYKEHNS U HEHTPAIN3allUU BPETOHOCHBIX 2 0 0 2
nporpamMmm
5.3 | IlonsiTHE O BPEIOHOCHBIX POTpaMMax 4 0 2 2
54 TexHonOrMN OOHAPYKEHNUS U HEHTPAIHU3alliU BPEIOHOCHBIX 4 0 2 5
HpOrpamMm
5.5 | [IpoBepka 3HaHUII 110 TeMe 4 0 0 4
Kpunrtorpadus kak meron odecneyenuss HHGOPMALMOHHOMN 18 9 8 8 Tect
OezomacHOCTH
6.1 | OcHOBHbIE MOHSTHS U AJIEMEHTBI KpUnTorpadgpun 4 2 0 2
6.2 | CuMMeTpUYHBIE 1 ACUMMETPUYHBIE KPUIITOCUCTEMBI 4 0 2 2
6.3 | [onarue unppoBoi MOAIHCH U MUPPOBOTO cepTHPHUKATa 2 0 2 0
6.4 | Kpunrocucrema 4 0 2 2
6.5 | KomnokBuym 4 0 2 2
6.6 JK3aMeH 36 0 0 0
Hroro 144 18 26 64
3.2. Conep:xanue 3aHATHI 110 BUAAM y4eOHOI1 padoThI
Tabnuna 6 — Conepxkanue JUCHUIUIHHBI
Ne HanmeHnoBanue pasjaeia Coaepixanue 3aHATHI
n/n JUCHUILINHBI
1 NudopmaTusanus oduecTsa 1 HHGOPMANMOHHAA 0€30NIACHOCTH

Cooepatcanue 1eKYUOHHO20 Kypca




1.1.

Beenenue B npeaMer. Yrpo3bl
MH(POPMALIMOHHON 0€30MIaCHOCTH

Beenenne B npeamer. lLlenmm w 3agaum u3ydeHus
muciuruinabl.  OcoOeHHOCTH — yuyeOHOW — paboThI 10|

TUCIIUILINHE.
1.2 [MeToI0JIOTHYECKUE OCHOBBI Y4eOHbIe MIaHbl, y4eOHO-METOANYECKHE KOMIUICKCHI,
0€30I1aCHOCTH. paboure MporpaMMbl, METOIHYECKHUE PEKOMEHIAIIMH 1
YKa3aHUS.
1.3 |OCHOBHBIE MPUHITUTIBI [TpyHIMIT 3aKOHHOCTH W TIPAaBOBOW 0OECIICYCHHOCTH.

MH(POPMALIMOHHOHN 0€30MacHOCTH.

[Ipuniun GanaHca WHTEPECOB JUYHOCTH, OOIIECTBA W
rocynapcrsa. [IpuHuun nHTErpanuy ¢ MeXIyHapOAHBIMU
cucreMamMu Oe3omacHOCTH. [IpHHIMI 3KOHOMHUYECKOH]
(PHEKTUBHOCTH. [Tpuanyn KOMIUIEKCHOCTH,
CUCTEMHOCTH.

Tempbi npakmu4ecKkux /C@MUHClpCKMX 3aHAMUL

1 PaccMoTpenue KOH(QIIMKTOB B Cemunap
OpraHU3aLuUsIX KoH(IMKTEI, 00yCIIOBICHHBIE TPEOOBAHUSIMH PEKUMA
KoH(IUKTHL, 00yCIIOBJIEHHbIE HECOOTBETCTBUEM|
O0)KUJAHUM U PEeabHOCTH, KOHQIIUKTBI «HECOBIBIINXCS
HaJCKI»
KOH(IIMKTBI «4eJIOBEK — CUCTEMa
KOoH(IUKTHL, 00YyCIIOBJIEHHBIE OTrPaHUUYEHHOCTBIO
pecypcoB
KoH(IUKTEI, 00yCIOBICHHbIE HECOOTBETCTBHEM IeleH
COTPYIHUKOB CUCTEMBI 3aIUThl MH(OPMALUU U APYTUX
[pabOTHUKOB U OTJIETIOB
KOH(MIMKTEI nepapxuu
Kokt «popmanbHON U HepOpMabHON CTPYKTYpH
(popmanbHbIl pykoBOIUTENs M HEe(HOPMAIBHBIA JHIED),
Oopnba 3a BIacTh.
CPC: noaAroToBUTh TEMBI IOKJIA/I0B U paccKa3aTb O HUX.
2 KpumunanucTudeckas Cemunap
XapaKTepUCTHKA KOMIBIOTEPHBIX [KpuMuHanucTuyeckass XapakTEpUCTHUKAa KOMIIBIOTEPHBIX|
npectymieHuid B Poccun [IPECTYILICHUN
OO6cTaHOBKA COBEPIIECHUS MPECTYIICHUS
CBolicTBa JIMYHOCTU CYOBEKTa MPECTYIIIICHUS
[IpenynpexaeHrne KOMIBIOTEPHBIX PECTYIUICHUN
CocTaBbTe  «IIOPTPET»  XAPAKTEPOJIOTHYECKHX  YEPT
JTMYHOCTH CKJIOHHOM K COBEpPILICHUI0 HH(YOPMAIMOHHOTO)
[IPECTYIICHUS
3 [IpoBepka 3HaHUI [lepeunciure BUAbI KOH(IUKTOB.
JlaiiTe XapaKTEepUCTUKY KOMIIBIOTEPHBIM ITPECTYIICHUSIM.
YKa)kuTe OCHOBHBbIE TPUHIUIBI  HHPOPMAIIMOHHOM
0€30I1aCHOCTH.
2 HopmaTtuBHo-nnpaBoBoe o0ecneyeHne HHGopMannoHHoi 6esonacHoctu B Poceniickoit
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Cooepatcanue 1eKYUOHHO20 Kypca

2.1. [[IpaBoBoii pexxuMm uHpOpManuun  |HopMaTHBHO-TIpaBOBBIE aKThI benepanpHOTO
3aKOHOJATeIbCTBA B oOyacTH  MH(GOPMAIMOHHOMH
6e3onacHoctu. [IponsBeneHus, MoIb3yOIUECs OXPaHOH.

2.2. |Opranbl, 00ecreYnBarOIINe ["'ocynapcrBeHHbIe opranbl PO, KOHTpOIUPYOIIUE

MH(POPMALIMOHHYIO 0€30MaCHOCTh  [IEATENIBHOCTD B O0JIACTH 3aLIUTHI HH()OPMAIIHH.
2.3. |Opranu3anoHHO-IIPaBOBbIE OCHOBHBIE COCTABJIIOLIME HALMOHAJIBHBIX HHTEPECOB

OCHOBBI 3aIIUTHI HHPOPMALIUU B
OpraHax BHYTPEHHHX JEJl

Poccuiickoii @enepanuu B HHPOPMAIIMOHHOM chepe.

Temwi npakmu4ecKux /C@MUHClpCKMX 3AHAMUL

1  (Opransl, oOecnieunBaromye CemuHap
MH(POPMaMOHHYIO Oe30macHoCTh. [(OcHOBHBIE 3a1a4un U ¢pyHkuun Cosera bezomacHoctu
OpranuzanroHHO-IIPABOBHIE Pacckaxxute 0 QenepaabHON CIIy)K0e 0 TEXHHYECKOMY H
OCHOBBI 3aIIUTHI MHPOPMALMU B PKCIIOPTHOMY KOHTPOJIIIO
OpraHax BHYTPEHHHUX €Il Uem 3aHuMmaercsa (QenepanbHas ciayx0a Oe3omacHOCTH
Poccuiickoit denepannu?
Jiss 4yero Hy)KHa MEXBEIOMCTBEHHAas KOMMCCHA IIO|
3allUTE rOCYAapCTBEHHOM TaillHbI?
Kakue CymecTByrOT Yrpo3bl 0€30MacHOCTH HH()OpPMAIHH
U cpencTBam uHGoOpMaTH3anuu?
Kakue CYLIECTBYIOT Yrpo3bl HEraTUBHBIX|
1H(OPMaLOHHO-TICUXOJIOTUYECKUX BO3/1EHCTBUIN?
2 [ IpoBepka 3HaHUM YUrto cnexnyer NOHMMATh IOJ «IIPABOBBIM PEXUMOM|
HGpopManun»?
HazoBuTe HECKOJBKO Hambolee BaXXKHBIX 3aKOHOB,
perIaMeHTUPYIOUIMX HH(POPMALMOHHbIE OTHOIIEHUS B
o011ecTBe.
[TosicHuTe pa3HUIy MEXIY COOCTBEHHUKOM, BiaJlelIbLIEM|
U 110JIb30BaTeNIeM HH(OpMAIIHH.
[lepeuncinTe Opralbl 3alUTHl TOCYJaPCTBEHHOMN TailHBI.
Kakass wHpOpMammsi, 1O 3aKOHYy, HE MOXET OBITh
3aKpBITON?
[lepeuncnure OCHOBHBbIE HOPMATHUBHBIE JOKYMEHTHI IO
3amuTe nHPOpMaIuu.
YKaxuTre Kareropum HMHPOPMALUMH  OrpaHHUUYEHHOTO
J10CTyTIA.
[TosicHuTE CMBICT KATETOPUH «KOMMEpPYECKas TalHa».
3 |Opranu3aunms NpOTHBOEIHCTBUA KOMIIbIOTEPHON MPeCTYNHOCTH

Codeporcanue 1eKYUuoHHO20 Kypca




3.1 [Yrpossl UHPOPMaMOHHOMOCHOBHBIE METO/IbI pealln3aluy yrpo3 WH(OPMAIIMOHHOH
Oe3zomacHocT U MeroAbl  uxoesomacHocTh AC. Tpu OCHOBHBIX BHJOB  yIpo3.
peanu3anuu Knaccugukanuss BO3MOXHBIX yrpo3 HH(GOPMAIMOHHOH

6e3onacHoctu AC.

3.2. |OTBETCTBEHHOCTbH 32 HenpaBoMepHbIil JOCTYIl K KOMIIBIOTEPHOM MH(pOpMaLuy|
KOMITbIOTEPHBIE NTPECTYIIICHUS (ct. 272). Co3naHue, UCMOJIB30BaHUE U PACIPOCTPAHEHHE

BpEIOHOCHBIX mporpamm qisi  OBM  (ct.  273).
Hapymenue npasuin s3kciutyarauuu 9BM, cucremsr 9BM
Wiu ux cetu (cT. 274).

3.3. |DakTopsl pa3BUTHA KOMIBIOTEpHOH/[ocTym K HMHPOPMALMOHHBIM pecypcaMm. Pa3Buthe

[MPECTYITHOCTH

MUPOBBIX M HAIMOHAJIBHBIX KOMIIBIOTEPHBIX CETEH H
HOBBIX TexHosoruil IlepeBogoM  mH(pOPMaLMOHHBIX|
pECypcoB Ha 3JIEKTPOHHbIE HOcUTenu. KoHueHTpauus B
H(OPMaLMOHHBIX CUCTEMax. Pa3pabotka 7|
COBEpIICHCTBOBAHUE HH(POPMAIIMOHHBIX TEXHOJOTHUH.
CriocoOHOCTh ~ pa3pabaThlBaTb U PEAJU30BBIBATH
[IpOrpaMMbl,  HallpaBJICHHbIE HAa  IPEAYIPEXKICHHUE
HApPYIIEHUH U OTKJIOHEHUW B COLIMAJIBHOM M JINYHOCTHOM
cTaTyce,  ICUXUYECKOM  pa3BUTUU  COTPYJIHHUKOB,
BOCHHOCIIYKAIllMX M WHBIX JIMI, PUCKOB aCOLMAIBHOIO
MMOBEJCHUS, poheCcCUOHATBHBIX PHUCKOB,
npodeccnoHanpHOM nedopMaluu ¢ Y4eTOM Pa3BUTHUS B
COBPEMEHHOM MUPE KOMIIBIOTEPHON IIPECTYITHOCTH.

Temwi npakmuiecKkux /C@MUHClpCKLDC 3aHAMUL

1

MeTtonvka pacKpbITHS U
paccie10BaHNs KOMIIBIOTEPHBIX
MPECTYIIICHUN

Cemunap

Uro Takoe HECaHKLUMOHUPOBAHHBIN (HENpaBOMEPHBIi)
TOCTYN K KOMIBbIOTEPHOI nHpOopManu?

Kakue cyliecTByIOT HapylI€HUsi MpPaBHJ JKCIUTyaTalluH
OBM, cucteMsl OBM mimn ux cetu?

TUnuuHble CIEACTBEHHbIE CHUTYallMH I€pBOHAYaIbHOTO
DTara U CJIEICTBEHHBIC AEUCTBHUS.

Onumure OCOOCHHOCTH IPOU3BOJACTBA OCMOTPOB |
0OBICKOB.

Uto Takoe MOMCK WU U3bATHE HHPOPMALUU U CIIEIO0B
BO3/IeHicTBUSA Ha Hee B OBM u ee ycTpoiicTBax.
lcnonb30BaHue clieNUaNbHBIX MO3HAHMM M Ha3HaYeHHE

HKCIIEPTHU3.
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2  [[IpoBepka 3HaHMIA

KakoBbl cTpykTypHBle ocobeHHOCTH YK P® B 00nacty
KOMIIBIOTEPHON IIPECTYITHOCTHU?
[lepeuncnure Ga30Bble KiIacCU()UKALMOHHBIE NPU3HAKY]
yTrpo3 nH(OPMaLMOHHON 6e30rmacHOCTH B
ABTOMATU3MPOBAHHBIX CHCTEMAX.
VKaXuTe OCHOBHbIE MPUYUHBI YTEUYKH WMH(MOpMALUU HA|
00BbeKTax HHPOPMATHU3AIUH.
Yro MOHUMAeTCs M0l HECAHKYUOHUPOBAHHBIM
0ocmynom B ”HPOPMALIMOHHYIO CUCTEMY?

5. Tlepeuncnure KaTeropuu KOMITBIOTEPHBIX

MPECTYITHUKOB.

HaszoBute BUbl KOMIIBIOTEPHOM MPECTYITHOCTH.
VKkaxuTe  CIocOObl  COBEPIICHHUS  KOMIBIOTEPHBIX|
[IPECTYILJICHUM.
Kakoe MakcuManbHOE HakKa3aHWE W MO KaKOH CTaTbe
MO>KET Ha3HAYHTh CYJI 32 KOMIIBIOTEPHOE MPECTyIIeHHE?
Kak cnenyer omnevarsiBath [I9BM  Tak, dTOoOBI
MCKJIIOYUTh BO3MOXKHOCTb Pa0OThI C HUMU?

YKaXuTe TUIWYHBIC CICACTBCHHBIC CUTyallUn IIpH

[pacciieIoOBaHNH KOMIIBIOTEPHBIX MPECTYIICHUM.

4 TunoBbie peuicHus 1mo 0e30macHOCTH KOMIIBIOTEPHBIX cerei

Cooepoicanue 1eKyUoHHO20 Kypca

4.1 [Mopaenu 0e30IacHoro
MoaKIoUeHus K Internet

Uro takoe Internet? Llens popMuUpOBaHUS MOJIUTHKU
Oe3onmacHoctu A Internet.

4.2 [TpuHIUIIBI
MEXCETEBBLIX YKPDAHOB

(YHKIIMOHUPOBaHMUS]

MexceTeBol 3kpaH. THUIbI aTak B CETH.

Temuwl npakmuvecKkux /ceMuHapCKux 3AHAMUL

1 Mogenn 6e301acHOro
MoIKJIIoueHus K Internet

Huckyccus Ha Temy: «3ammrta B Internet miam ot
Internet?». 3agaua CTYIEHTOB HMPHUBECTH JOBOJBI 32 TY]
TOUYKY 3pEHHs], KOTOPYIO CUUTAIOT BEPHOM.

2 [TpyHIMIIBI PYHKIIMOHUPOBAHUS

MECKCETCBEIX DKPAHOB

CemuHap

Yrto takoe mporokoa TCP/IP?

'Uto BKIITOYAET B ceOsI MOHITHE COKET?
B qyeM
Oe3omacHocTH Internet?

cocToUT  (yHIaMeHTalbHas  mpobiema
Kakue cymiecTByIoT JiBe 0a30BbI€ MOJIUTUKU MEKCETEBOTO

PKpaHa?

3  |[KomiokBuym

[IpoBepka 3HaHUI 3a IEPBBIE Pa3/Ebl.

5  |OpraHu3zanms NpPOTUBOAEICTBUS BPEIOHOCHBIM NPOrpaMMam

Cooepoicanue 1eKYuoOHHO020 Kypca
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0.1

[ToHATHE O BPEAOHOCHBIX

[loHsiTHE BPEJOHOCHBIX ITPpOrpaMM. BHIbI BpeTOHOCHBIX

[porpaMmmax [IPOrPaMM.

5.2 [Texnonorum  oOHapyxenuss  ulloBeneHdeckoe MPOTUBOJICUCTBHUE. Texuonoruu
HEeNTpaIn3auuu BPEIOHOCHBIX[OIOKUPOBKM ~ pabOTbl ~ aHTUBUPYCHBIX  IPOJYKTOB.
[IpOrpaMm Metoauku 3arpy3ku uHpopmaruu u3 aTepHera.

Tembvl npakmuyecKux / ceMuHapCcKux 3aHamuil

1 [loHsiTHE O BPEIOHOCHBIX CemuHap
[porpamMmax KakyuM  JOKYyMEHTOM  DPErJIaMEHTUPOBAaH  TEPMUH
«BPEIOHOCHBIE MPOTPAMMBI» U YTO 3TO Takoe?
Kakue BuAbl BPEAOHOCHBIX IPOrpaMM CYILECTBYIOT U
OXapaKTepu3yuTe ux?
Uem oTiMuarOTCs KOMIIBIOTEPHBIE BUPYCHI OT TPOSHCKHX|
rporpamMm?
TexHonoruu oOHapyKeHUs U Cemunap
2 [HeHTpanm3auy BPEIOHOCHBIX UTo Takoe UCII0JIb30BAHKE JIOBYILEK JIsl aHTUPYTKUTOB?
[porpaMm Uto Takoe araku Ha GUI?
Uro O3Hay4aeT JECTPYKTUBHBIE BPEIOHOCHBIE
[IPOrpaMMbl?
3 [[IpoBepka 3HaHMUI 110 TEME Cemunap
[lepeuncnure  cpeacTBa  HEMTpalu3alMu  BUPYCOB
(BpEIOHOCHBIX ITPOTpamMm).
Kakue mnoTtepu (3aTpaTbl) M Ha 4YTO HMEHHO HECYT
OpraHM3allii B CBA3M C CYIIECTBOBAHHWEM SIBJICHMUS]
«BpPEIOHOCHAsI TPOrpaMmar?
Kak BBl AyMaeTe, YTO TaKOe MOTEPH penyTaluu U Kak OHU
MOTYT OBITH CBA3aHbI C BPEJOHOCHBIMU ITpOrpaMMaMu?
YkaxkuTe CcrnocoObl THPAXUPOBAHUS AHTUBHUPYCHOTO
oOecreyeHusl.
6 Kpunrtorpadus kak Meroa odecrieueHnsi HHPOPMALIMOHHOH 0€3011aCHOCTH

Cooepoicanue 1eKYuoOHHO20 Kypca

6.1 |OcHoBHBIE MOHATHA U 37eMeHTHl  |[[loHsATHE «KpunTOrpadus». Bo3smMoxHbIe MpobIeMBbl TIPU
KpunTorpaduu 0OMeHe COOOIIEHUSIMHU.
6.2 |CummeTpuuHbIe U aCUMMETpHUHBIEIIOHATHE «CHUMMETpUYHbIE KpUITOCUCTeMbl». IloHsTHe

KPHUIITOCHUCTCMBI

CACUMMCTPHUYHBIC KPUIITOCUCTCMED). HUx otnuuune ApYyT

Temwr npakmuvyecKkux /ceMuHapCKux 3AHAMUL
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1  [[lonsrue mudposoit moanucu u  |[CeMuHap

U(PPOBOro cepTH(HKaTa Uto Takoe nudpoBast HOAMHUCH?

Pacckaxkute 00 00sacTsIX, B KOTOPBIX IPUMEHSETCH]
1 poBast MOAIKCE.

Yto HYXHO Juii OOMEHa IOPUANYECKH 3HAYUMBIMH
DIICKTPOHHBIMH JOKyMEHTaMH?

Pacckakute O IOpUAMYECKOM cCHile JOKyMEHTa ¢
PIEKTPOHHOW MOIHKCHIO.

Kakoe  cymecTByeT  HOPMAaTHBHO-IIPABOBOE  IIOJIE
MICTIOJIB30BAaHUS 3JICKTPOHHOM MOIIHUCH.

Kpunrocucrema CemuHap

2 Uro  moHMMaeTcs  MOJ  TEPMHHOM  YIPAaBJICHUE
Kkpunrorpapuueckumu kiroyamu? Kakoa ocCHOBHas 11€Ih,
1 OCHOBHBIE 33J]auil YIPaBJICHUS KIH0YaMu?

B yem, Ha Baml B3MVISIA, OTIMYME >KU3HEHHOIO ITUKIIA|
CEKPETHBIX M OTKPBITHIX KPUNTOrpaPUIECKUX KITHOUeH?
M3no)xuTe B 0OOLIMX dYepTax CYLIECTBO CepTU(UKAIIU
OTKPBITBIX KIKOYEH.

KakuM 00pa3oM pacnpoCTpaHSIOTCS OTKPBIThIE KIIIOYH B
KPUITOCUCTEMAX ?

3 KomnokBuym [TpoBepka 3HaHUU 1O MOCIEAHUM Pa3/IeIIaM.

4 IlopsigoK OLICHUBAHUA YCIIEBAEMOCTH U C(POPMUPOBAHHOCTH KOMIIETEHIUI

0o0y4amouerocss B TeKylei u mpoMe:KyTOYHOM aTTecTaluu

JIse  TIOJIOKUTENFHOW OIIGHKH TI0 pe3yibTaTaM OCBOCHHS JUCIUILIUHBI O0ydaromeMycs
HE00XO0/AMMO BBINIOJHUTH BCE YCTaHOBJIEHHBIE BUJIbI yueOHON paOoThl. OlieHKa pe3yabTaToB pabOThI
oOyuaromierocs B 0ayuiax (1o BUaaMm) MPUBEICHA B HIDKECTIEAYIONIECH TaOIuIIE.

Tabmuua - lkana v moka3zaTenu OLIEHUBAHUS PE3yJIbTaTOB YUeOHOH paboThl 00YYaIOLIMXCS 1O
BUJaM B OayuibHO-pelTUHToBOM cucreme (BPC)

Yuebnas pabota | Cymma | Bujsl u pe3yabTaThl OrieHka B aTTecTaluu Bbanst
(BHIBI) 6autoB yuebHOI paboTHI (mIKana M moka3aTesld OICHUBAHUS)

Texywaa yueonaa paboma O@0O
(01,00 60 Koncnextsl TeM: 9 TeM |2 6ajia - packpbiTue TeMbl Ha 51-65% 18-18
Tekymias yuebnas ((100% / |(pyxonucHsie) 3 paJjina - packpbITHe TeMbl Ha 66 - 85%
pabora B cemecTpe |6aIoB 4 dan1a - packpeitie TeMsl Ha 86 - 100%
(mocewmenne npusezieH |[Ipaktudeckue 1 6as - nocemenue | NpakTHYECKOTO 3aHITUS U 13-39
3aHATHUI 1O HOM 3aHATHUS BBITIOJTHEHHE paboThl Ha 51-65%
pacnuca’uio 1 wkansl) (13 3aHATHIA) 3 0asna — nocenienre 1 3aHITHS U
BBITIOJTHEHHE CYIIECTBEHHBII BKJIaJ] HA 3aHSATHHU B paboTy
3aJIaHui) IPYIIIbI, CAMOCTOSTEIBHOCTh U BBITIOJIHEHUE

pabotsl Ha 66 -100%

HTOroBhIii TECT 20 6anaos (51 - 65% npaBUIIBHBIX OTBETOB) 25- 43
25 6ansioB (66 - 85% MpaBUIBHBIX OTBETOB)
43 fasa (86 - 100% mpaBHIBHBIX OTBETOB)
Hroro no Tekyuieii padore B ceMecTpe 51 -100

Hpome.ucymounaﬂ ammecmauusn
IIpomexxyrounas |40 Bonpoc 10 6anmoB (IOpOroBoE 3HaYCHHUE) 10-20
aTTecTanus (100% 20 6aa10B (MaKCUMaJIbHOE 3HAUYCHHE)
(oK3ameH) /6annoB  |Pemienune npaktuko- |10 6aasaoB (IOpOroBoe 3HaYECHUE) 10-20
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IIPUBEJICH |OPUEHTUPOBAHHOIO 20 6an10B (MaKCUMAJILHOE 3HAUYCHHE)
HOM 3aJaHus
TITKAJTHI )
HToro no mpoMe;KyTouHoi arrecramun (3K3aMeH) 20-40
CymmapHasi oneHka no gucuumianae: CymMmma 0anioB TeKyIied ¥ MPOMEXKYTOYHOM aTTeCTallud 51 — 100 6.

B mpomexxyTodHOH aTTecTanuu OlleHKa BBICTABIACTCS B BeOMOCTh B 100-0ayibHON 1TKAJEe U
B OyKBEHHOM SKBHBaJIeHTE (Tabnuiia 9)
Ta6muma 9 — CootrHecenue 100-6aytbHOM 1TIKAIBI 1 OYKBEHHOT'O SKBUBAJICHTA OIICHKU

YpoBHH OCBOEHUS Ox3amen 3auem
Cymma nHabpaHHbix - -
banios JMCIMIUIAHBI 1 Oyenxa Byxeennviii sxeusanenm Byxeennuiii
KOMITCTEHITNI 9KBUBATIEH
86 - 100 [TponBUHYTHIN 5 OTJINYHO
66 - 85 IloBBITIIEHHBII 4 XOpOIIO 3auTeHo
51-65 [Toporossrii 3 YIOBIIETBOPHUTEIHLHO
0-50 [lepsslit 2 HEYJIOBJIETBOPUTEIBHO He 3aureno

5 MarepuajbHO-TeXHHYECKOE, NPOrpaMMHOe H Y4eOHO-MeTOAUYecKoe
odecneyeHre JUCHMILIUHbBI

5.1 YueOHas iuTeparypa

OcHoBHasl yueOHasi TUTEPATypa

1. Opranu3anmoHHOE W MpaBoBoe obecrieueHne WHHOPMAIMOHHONH OE30MAaCHOCTH | YUCOHHUK U
npaktukyM ansi By3oB/ T. A. Ilomskoa, A. A. Crpemsuos, C.I.UYyOykosa, B. A. HuecoB; mon
penakuueit T. A. ITonsikoBoii, A. A. CtpensiioBa. — Mocksa : FOpaiit, 2020. — 325 c¢. — (Bricmiee
obpazopanue). — ISBN 978-5-534-03600-8. — URL: https://urait.ru/bcode/450371 (nara oOparieHus:
26.08.2021). — TekcT: SNEKTPOHHBIH.

2. YepHona, E. B. UudopmannonHas 6e30macHOCTh YeI0BeKa : yueOHOe mocodue st By30B /
E. B. UepnoBa. — 2-e¢ wu3a., uchp. u jgon. — Mocksa: IOpaiit, 2020. — 243 c. — (Bsiciee
obpazoBanue). — ISBN 978-5-534-12774-4. — URL.: https://urait.ru/bcode/449350 (mara oOpamieHwus:
26.08.2021). — TekcT: 3J€KTPOHHBIIA.

JlonoJiHUTeIbHAS yueOHas JIuTepaTypa

1. BapanoBa, E. K. Mudopmarnmonnas Oe3omacHOCTh W 3amura uMHGpoOpManuu : ydyeOHOe
nocodue / E. K. bapanoBa, A. B. babam. — 4-e u3z., nepepad. u gon. — Mocksa : PUOP : UHOPA-
M, 2020. — 336 c. — (Beicmee oOpazoBanue). - ISBN 978-5-369-01761-6. - URL:
https://znanium.com/catalog/product/1114032 (nata oopamenus: 26.08.2023). — TekcT: 37eKTPOHHBIH.

2. WNudopmaruonHass 0e30MacHOCTh W 3aluTa HHPoOpMauuu : ydeOHoe mocobue s

HanpasieHus  noarotoBku  40.03.01 -  Opucnpyaenumsi, cnenuansHocta  40.05.02 -
[IpaBooxpanuTenbHas JAedATeNbHOCTh, crnenuaibHocTd 37.05.02 - Ilcuxomorust  cimyxkeOHOU
NeSTeIbHOCTH, OYHOM M 3aouHOM ¢opMm oOyuenus / O. A. Ilandunosa, JI. FO. Kprokosa, A. H.
Haumos, B. B. Myxun ; ®@eznep. ciyx0a ucnoyiH. Haka3aHuid, Bonoroj. MH-T nmpaBa U SKOHOMHKH. -
Bomorga : BUIID ®CHUH Poccum, 2018. - 59 c. - ISBN 978-5-94991-428-1. - URL:
https://znanium.com/catalog/product/1229037 (nata oopamienus: 26.08.2023). — TekcT: 37eKTPOHHBIH.

3. Cprues, 0. H. Crannmaptel uHpopmanmoHHON Oe3zomacHocTu. 3ammuTta U 00paboTka
KOH(HICHIINATBHBIX JTOKYMEHTOB : yuel. mocobue / FO.H. CrrueB. — Mocksa : UHOPA-M, 2019. —

223 ¢. — (Beicmee ob6paszoBanue). — Www.dx.doi.org/10.12737/textbook 5cc15bb22f5345.11209330.
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- ISBN 978-5-16-014397-2. - URL: https://znanium.com/catalog/product/979415 (mata oOparueHus:
26.08.2023). — TekcT: 37eKTPOHHBIA.

4. Munos, A. K. Ynpasienne napopmManmoHHoi 6e30macHOCThIO : yueOHoe mocobue / A. K.
HlwnoB ; FOxueii ¢denepanpHblii yHuBepcuTeT. - PoctoB-Ha-/lony ; Taranpor : M3marenbcTBo
IOxnoro denepansHoro ynusepcutera, 2018. - 120 c. - ISBN 978-5-9275-2742-7. — URL.:
https://znanium.com/catalog/product/1021744 (nata oopamierus: 26.08.2023). — TekcT: 37eKTPOHHBIIA.

5.2 MaTepl/IaJILHO-TeXHI/I‘IeCKOC H IMporpaMmmHoc¢ o0ecrneueHue AUCHUIIJIMHbBI
YueOHble 3aHATHS IO AUCIUIUINHE IPOBOAATCS B yueOHbIX ayauTopusix HOU Keml'Y

316 YueOHas ayauTopus (MyJIbTHMEIUINHAS) IS 654027, KemepoBckasi 0071aCTh, T.
MPOBEICHUS: Hosoky3uernk, npoc. [luonepckuit, a. 13,
- 3aHATUN JEKIIMOHHOI'O THUIIA; nom. 2

- 3aHATHI CEMUHAPCKOro (IPaKTUYECKOI0) TUIIA;

- TPYIIIOBBIX ¥ UHAWBUAYAIBbHBIX KOHCYJIbTAIIUH;
CnenunanusupoBanHas (yueOHas ) MeOenb: ToCKa
MapKepHO-MeJoBasi, Kadeapa, CTOJbI, CTYJIIbSI.
O6opynoBaHue: CTAIIMOHAPHOE - HOYTOYK
MperoiaBaTelsi, IPOEKTOP, KPaH.

Hcnonp3yeMoe mporpaMMHOe oOecrieueHue:
MSWindows (MicrosoftimaginePremium 3 year mo
cyonmunensnonHomy norosopy Ne 1212/KMP ot
12.12.2018 r. mo 12.12.2021 r.), LibreOffice
(cBoboiHO pacnpocTpanseMoe [10), anTuBupycHoe
I1O ESETEnNdpointSecurity, mumensus NeEAV-
0267348511 mo 30.12.2022 r.;MozillaFirefox
(cBoGOIHO pacmpoctpansemoe [10), GoogleChrome
(cBoGoHO pactpoctpansemoe [10), Opera (cBo6o1HO
pacnpoctpansiemoe I10), FoxitReader (cBo6oano
pacrpoctpansiemoe [10), WinDjView (cBoboHO
pacmpoctpansiemoe [10), SAunexc.bpayzep
(oTeuecTBeHHOE CBOOOIHO pactipocTpansemoe [10).
WuTtepHer ¢ obecnieuenuem pocrymna B UOC.

311 KomnbroTepHbiit kiacc. YueOHas ayautopus st | 654027, KemepoBckas 06y1acTh, T.
[IPOBEICHUS: Hosoky3nenk, npocn. [Inonepckuit, a. 13,
- 3aHATHIH CEMUHAPCKOTro (IPaKTHYECKOI0) TUIIA; nom. 2

- TPYIIOBBIX U UHIMBUAYAIbHBIX KOHCYIbTAIU;

- TEKYIIETO KOHTPOJIS ¥ IIPOMEKYTOYHOH aTTECTAIlNH.
CrneuunanusupoBanHas (yueOHas) MmeOemb: 10cKa
MEJIOBas, CTOJIBI KOMITBIOTEPHEIE, CTYIIbS.
Ob6opynoBaHue: CTALlMOHAPHOE — KOMITBIOTEPHI JUIs
oOyuatomuxcs (11 mrt.); mepeHocHoe - HOYTOYK,
9KpaH, MPOEKTOP.

Hcnonb3yemoe nmporpaMMHoOe oOecrieueHue:
MSWindows (MicrosoftimaginePremium 3 year mo
cyonuuensnonnomy aorosopy Ne 1212/KMP or
12.12.2018 r. go 12.12.2021 r.), Aunexc.bpayzep
(oTeuecTBeHHOE CBOOOIHO pacmpocTpansemoe 110),
Firefox 14 (cBobomHo pacnpoctpansemoe [10), Opera
12 (cBoboaHO pacmpoctpansiemoe I10), LibreOffice
(cBoGomHO pacnpocTpansemoe [10),
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AdobeReaderXI(cBoboano pacnpoctpansemoe [10),
FoxitReader (cBo6oauo pactpocrpansemoe I10),
WinDjView(cBoboHo pactpoctpansemoe [10)
WuTtepuer ¢ obecnieuenuem gocrymna 8 JUOC.

5.3 CoBpemMeHHble npodeccuoHaIbHbIE 0a3bl JAHHBIX U MH(pOPMAINIMOHHBIE

CIIPaBOYHbBIC CUCTEMbI

Hepeyens CIIBJ u UCC no gucuuniainxe

Yuebonble  marepuadbl  aas cryaeHtoB  (MHdpopmaruka). Pexum  mocryma:
https://studme.org/Yuebusie

Oo0mepoccuiickuii nHPOPMANMOHHAS CHCTEMAa — COBpeMeHHass MHPOPMAIIMOHHAS CUCTEMA,

MIPEJOCTABIISAIONIAS] POCCUICKUM U 3apYOEKHBIM YUE€HBIM PA3JIMYHbIE BO3MOXKHOCTH B IIOMCKE HAyYHOU
uHpOpMaIUY IO MaTeMaTuke, GU3uKe, HHYOPMAITMOHHBIM TEXHOJOTHIM U CMEKHBIM HayKaM. Pexum
noctyna_http://www.mathnet.ru /

Ennnoe okHO goctynma K o00pa3oBaTelIbHBIM pecypcamM — CBOOOJHBIA JOCTYH K
UHTETPAJIBHOMY KAaTaJIOTy 00pa30BaTelIbHBIX HMHTEPHET-PECYPCOB M K DIICKTPOHHOW OHOJIMOTEKe
y4e0HO-METOUYECKIX MaTepuaioB A obiero u npodeccuonansuoro oopazosanus (Ilcuxomnorus).
Pexum noctyna: http://window.edu.ru/catalog/?p_rubr=2.2.77.2

6 Huble cBegeHUus U (MJIN) MATEPHAJIBI
6.1.IlpuMepHbIE TeMBbI MICbMEHHBIX YU4eOHBIX padoT

Tema 1. BBenenue B npeamMer. Yrpo3sl HHPOPMAITMOHHOW 0€30MaCHOCTH.
[Tepeuncnure yeTblpe ypOBHS 3alIUTHl KOMIIBIOTEPHBIX U HH(POPMALIMOHHBIX PeCypcoB?
A. IlpenotBpaienue, oOHapyKeHUE, TUKBUIAIUS, BOCCTAHOBIICHHE.

b. IIpenorBparnieHue, onucaHnue, JUKBUAALNS, BOCCTAHOBJICHHE.

B. IIpenoTBpaienue, oOHapykeHUE, OrpaHU4YEHNE, BOCCTAHOBJICHHUE.

UTo HA3bIBAIOT KPUTHUYECKUMU JAHHBIMU?

A. JlanHble, KOTOpBIC TPEOYIOT COXpAaHEHHUS H3-32 BEPOSTHOCTH HAHECCHHS YMBIIUICHHO-
royiepoa.

b. Jlanuble, koTOopble TpeOYIOT 3alIUTHl H3-32 BEPOATHOCTH HAHECEHUs yiiepOa, eciu
MIPOU30MIET Cy4YailHOE WIIH YMBIIIEHHOE PACKPBITUE TaHHBIX.

B. JlanHble, KOTOpBIe TpPeOYIOT YHMUTOXKEHUS H3-32 BEPOSTHOCTH HAHECEHUS CIy4aifHOTO
yiiepOa mpu pacKphITUU JaHHBIX.

OcHoBHbIE MepbI 3aIIUTHI UHPOPMAIMOHHOW 6€30MacHOCTH?
A. Unentudukanus, ayreHTuGuUKamms.

b. ITaponupoBanue, KOQUPOBAHUE.

B. ABtopuzanus, ny0nupoBasue.

YTo noHMMaeTcs noj HaJle)KHOCThI0 KOMIIBIOTEPHBIX CUCTEM?

A. CnocoOHOCTh CHCTEMBbl BOCCTaHABIMBATh HMHQPOPMAIMIO MpPH OTKa3aX OTIENIbHbIX
YCTPOWCTB.

b. Otka3 cuctemsl Ha BXOJ HE UIEHTU(PULUPOBAHHOIO MOJIb30BATEIS.

B. CBoiicTBO CHCTEMBI BBIIIOJHATH BO3JI0KCHHBIC Ha HEe 3aaa4u B ONPEACICHHBIX YCIIOBUAX
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OKCILTyaTaluu.

Uro Takoe uAeHTU(UKATOP MMOJIb30BATENS?

A. Homep nonbp3oBaresis B )KypHalie YU€THBIX 3aMucel.

b. YHukanpHas uHdopMaIus, mo3BOJISIONIAs Pa3IniyaTh HHANBUAYATbHBIX MTOJIH30BaTEIICH.
B. Ilaposnb 17151 BXOJ1a B CUCTEMY.

Tema 2. OcHOBHbIE IOHATHS T€OPUU MH(OPMAITUOHHOI 0€30IIACHOCTH.
Crioco0sbI 1ocTyma K TaHHBIM:

A. TIpsimoii, 0OpaTHBIiA.

b. ITapamienbHbId, IPSIMOM.

B. IlocnenoBaTenbHbIN, TPIMOA.

Uto Takoe MeKCEeTeBOM IKpaH?
A. CpencTBo pasrpaHUyuEHUs TOCTYIIA, CITyXKallue JAJId 3alUThl OT BHEIIHUX yTPO3.
b. CpenctBo pa3zrpaHuyeHHs JOCTYIA, CIyXkallee s 3aUIUThl OT BHEIIHUX YIPO3 U yIrpo3 CO

CTOPOHBI MoJb30BaTeNeH APYIrux CCrMCHTOB KOPIIOPATUBHBIX ceTeH.

ceTel.

B. CpenctBo 3amuTel OT yIpo3 CO CTOPOHBI II0JIb30BaTENEH IPYTHX CETMEHTOB KOPIIOPATHBHBIX

OcHOBHBIE IOJXO/IbI K CO3JJaHUI0 OTKA30yCTOMYUBBIX CUCTEM:

A. TlomexoycTOHYMBOE KOJUPOBaHUE MH(POPMAIUH, TapaJlJIeNIbHBIN T0CTYI K HHGOpMAIUH.

b. IIpocroe pe3epBupoBaHue, IOMEX0YCTOHYMBOE KOJUPOBaHHE HH(POPMALIUH, CO3aHUE
AJaNTUBHBIX CHCTEM.

B. Co3nanue ajanTUBHBIX CUCTEM, 3€pKaJIbHOE AyOIupoBaHue HH(POpMAIUU, pe3epBUPOBAHUE.

[To BpeMeHu BoccTaHOBIIEHUS HH(OPMALIUK METO/IbI AyOIUPOBAHUS IENISITCS Ha:
A. OnepaTuBHbIe, HEOTIEpAaTUBHBIE.

b. Cratuueckue, TMHAMHYECKUE.

B. KpaTkoBpeMeHHBIE, JOITOBPEMEHHBIE.

Yto Takoe OTKaBOYCTOﬁqHBOCTB KOMITBIOTCPHBIX cuctemM?
A. CpoiicTBO KOMHBIOTCpHOﬁ CUCTCMbI COXPAaHATH pa6OTOCHOCO6HOCTL npu OTKa3ax

OTJIENIbHBIX YCTPOMCTB, OJIOKOB, CXEM.

b. CriocoGHOCTh KOMITBIOTEPHON CUCTEMBI COXPaHATh HH(GOPMAIUIO ITPU COOSIX.
B. BozMoxxHOCTB 1yOnupoBanus HH(GOpMalMi Ha CheMHbIE HOCUTEH.

Tema 3. [IporpaMMHO-TeXHHYECKHE METO/IbI 3AIIIUTHI.
CpenctBa, UCHIONB3YEMbIE I OJIOKUPOBKHU OLTUOOYHBIX OMIEPAIIUii:
A. IIporpammHbIe, anmapartHeIE.

b. ®usnueckue, TEXHUUECKHUE.

B. Texnuueckue, anmnapaTHONPOrpaMMHBIE.

Yro Takoe ayTeHTU(UKALMS TT0JIb30BaTeNei?
A. Meton, npuMeHsIeMbII 171 MMOJATBEPKICHUS U TPOBEPKU MOJIb30BATEIICH.
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b. IIpouenypa, HeoOxoaumast st BX0Jia B KOMITBIOTEPHYIO CHCTEMY.
B. IIpouecc Bxoga B KOMIIBIOTEPHYIO CUCTEMY.

Uro takoe nHopMaIroHHast 6€301MacHOCTh?

A. Mepsl 1o 3anure HHGOpPMaLUH OT He CAHKIIMOHUPOBAHHOTO JIOCTYIIA.

b. Mepsl 10 BOCCTaHOBJIEHUIO MH(GOPMAIMH, OIPAHUYEHHIO JOCTYIa, OOHAPYKEHUIO OMINOOK,
IPEAOTBPAICHUIO TPECTYIUICHHH.

B. Mepsl no 3ammre wuHGOpMAIMM OT HEABTOPH30BAHHOTO JIOCTYyNa, pa3pyLICHHS,
MOJU(UKAIINH, PACKPBITUS U 33JIePKEK B TOCTYIIE.

Uro Takoe kpurrorpadus?

A. Hayka o cnocobax mpeoOpa3zoBaHuss UWHGOPMAIMK C [EIBIO0 3allUTHl  OT HE
CaHKIIMOHHUPOBAHHOTO JIOCTYTIA.

b. Bua mmdpoBanus 1 KOAUPOBKH UH(OPMAIIHH.

B. Meropa 3anuThl HHPOpPMAIIUH.

s gero ucnonesyrorest CGIl-npouenypsi?

A. JIns cratnueckoro oroOpakenuss HTML-10kyMeHTOB.
b. [lns pacnipenenenus npaB JOCTyNa K CEPBEPY.

B. [Insa nuaamudeckoro nopoxaeHuss HTML-1okyMeHTOB.

Tema 4. Kpunrorpadguueckue MeToabl 3alIUTHI.

VYpoBHU 3amuThl HHGopMaruu B Intranet:

A. MopanbHO-3THUECKUH, TPOrpaMMHO-TEXHUYECKUH, (PU3NUECKUH.
b. AaMMHHMCTpaTUBHBIN, IPOLIENYPHBIH, 3aKOHOJATEIbHBIN.

B. IIpoTokonbHBIH, MeXCETeBOM, YPOBEHDb (DUIBTPALIUU AOCTYIIA.

Uro Takoe KpUnToaorus?

A. Hlu¢posanue / gemmppoBanre HHOOPMALINH.

b. Hayka, cocrosimas u3 kpunrorpaduu 1 KpUNToaHaIu3a.
B. Ilpumenenue kpuntorpaduu Ha IpaKTHKE.

Kakasgs xammnanus nepBoﬁ NpeajyIoKujiia TEXHOJIOTHIO, MMO3BOJIAIOIIYHO HUCITIOJIB30BAaTh
IITACTUKOBBIC KAPThI JJIA paC4CTOB B cetn?

A.Visa.

b. Master Card. B. Cyber Cash.

Yro Takoe kapTa maMaTu?

A. TlnacTukoBasi KapTa ¢ MarHUTHOM IMOJIOCOM ¢ OOpaTHOW CTOPOHBI, KOTOpPAasi CUUTHIBACTCS
CIELIMAJIBHBIM YCTPOMCTBOM.

b. Kapra co BCTpoeHHOH MHUKpPOCXEMOM, cojaepikalieil YCTpOWCTBO AJIsi 3alMcu/ CUUTHIBAHHS
uHpopMaIuu.

B. Cneunanbabie U poBble KYIOHBI U )KETOHBI.

Tema 5. Opranu3anMoOHHO-NIPABOBbIe MeTOAbI HH(OPMAIUOHHONH 0€30MMACHOCTH.
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Yro Takoe BCKphITHE mIudpa?

A. TIpouecc momyueHus 3aluimacMoi HHpOpMaIum.

b. [Ipomecc momyueHus 3anuiaeMoi HHGpopMaIiu u3 mudPOBAHHOTO COOOIEHHUS CO 3HAHUEM
MIPUMEHEHHOTO Imdpa.

B. Ilpomecc nomyuyeHus 3amuuiaeMod uHGopManuu U3 MUEGPOBAHHOTO cooOmeHust 0e3
MIPeIBAPUTENILHOTO 3HAHUS MPUMEHEHHOTo mudpa.

Kakue npoToKkoJsibl HCIOIB3YIOTCS ISl KBAHTOBO-KPUITOIpaQUUECKUX CUCTEM?

A. TIpoToKoI MEepBUYHONM KBAaHTOBOM Mepenadyd, MPOTOKOJI MCIPABICHUS OMIMOOK B OMTOBBIX
MOCTIeIOBATENBHOCTAX, MPOTOKOJI OLEHKH YTEYKH K 3JOYMBIIUICHHUKY HWHGpOpMAalMKd O KIOYe,
MPOTOKOJI YCUIJICHUSI CEKPETHOCTH U (POPMHUPOBAHHS UTOTOBOTO KITFOYA.

b. IlpoTokos BTOpUYHON KBAaHTOBOHM INepenadyd, MPOTOKOJ HCIPAaBICHUS OMMOOK B JaHHBIX,
IIPOTOKOJI OLIEHKU YTEUYKH MH(POPMALUHU, IPOTOKOI YMEHBLIEHUS CEKPETHOCTH KIIIOYa.

B. IIpoTokon KBaHTOBOH nepeaay, MPOTOKOJ OHMTOBBIX MOCIENOBATEIBHOCTEH, MPOTOKOI
OLIEHKU YTEYKH K 3JIOYMBIIUICHHUKY MH(pOpMAalMM O KJIIOYe, IPOTOKOJI (hOPMUPOBAHHS HTOTOBOI'O
KJIIOYa.

MeTtomonoruu MuQpPoOBaHUS:
A. CummMmerpuuHasi, acumMmerpuusas. b. [psmas, 3epkanpHast.
B. Otkpsitas, 3akpbITasi.

J71s yero uCmonb3yercs AMEKTPOHHAs MOANMHUCH?

A. Tlo3Bomser mpoBepsATh  IENOCTHOCTh  JIaHHBIX, HO He  o0ecrmeunBaeT  HX
KOH(UIEHITNATEHOCTD.

b. Tlo3BonsieT mpoBepsATh LEIOCTHOCTh JAHHBIX, U 00ECIeYMBAET WX KOH(UACHIIUAIBHOCTb.

B. He nmo3Bossier mpoBepsATh  LENOCTHOCTh  JAHHBIX, HO  OOECIeYMBaeT  HX
KOH(UIEHIINATBHOCTD.

UT0 Takoe KOMIBIOTEPHBIN BUPYC?

A. HeOGonpiine HCHOJTHSEMBIE TPOrpaMMBbI, 00JaJal0lIMe CBOMCTBOM pACIPOCTPAHEHUS U
PEIUIMKAlUU B KOMIIBFOTEPHOU CUCTEME.

b. WudopmanmonHble  cucCTeMbl, 00JaJalOIIUe  CBOMCTBOM  PACIpPOCTPaHEHHUS U
CaMOBOCIIPOU3BEICHUS.

B. [IporpaMMHBIe KOMITJIEKCHI, H3MEHSIONINE UIH YHUUYTOXKAIOIIUE TIPOrPaMMHOE 00eCTICUCHHE,
He 00J1a1arolue CBOWCTBOM CaMOBOCIIPOU3BEICHUSI.

[To criocoOy 3apaxeHust cpeibl OOMTaHHsI KOMITbIOTEPHBIE BUPYCHI JIEATCS Ha:
A. Pe3unieHTHBIE, HEPE3UICHTHBIE.

b. LlenocTHEIe, YaCTUYHEIE.

B. OneparuBHble, HEONIEPATUBHBIE.

Tema 6. Posib cTannapToB B o0ecrieueHnH MHGOPMALMOHHO 0e30MaCHOCTH.

ITo cTeneHn ommacHOCTH JJIL I/IHCbOPMaI_[I/IOHHBIX PECYPCOB KOMIIBIOTCPHBIC BUPYCHI ACTIATCA Ha:
A. bezonacHble, YaCTUYHO OIACHBIE, OMACHBIE.

b. Be3Bpeanblie, 4aCTUYHO OMAaCHbIE, OUYEHb OMACHBIE.
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B. besBpenHble, onacHbIe, OYEHD OIACHBIE.

Uto Takoe MakpoBHUpYC?

A. Bpenutenbckas nporpaMma, UMEIoIIas O0JIbIIy0 cpeay OOUTaHUS.

b. Bpenurtensckas InporpaMma, HanucaHHash Ha MAaKpOSA3bIKaX, BCTPOCHHBIX B TEKCTOBBIE
PElaKTOpPBl, SJIEKTPOHHbIE TAOIULIBI U JP.

B. Bpenurensckas nporpaMmma, 3apakaromasi IporpaMMHO-aIllIapaTHBIE CPEACTBaA.

Kakue MeTosbl U3 epeyrcIeHHbIX SBISIOTCA METOJaMU OOHAPYKEHUS BUPYCOB?

A. CxanupoBaHue, BaKIIAHUPOBAHUE [TPOrpamMM, OOHApy>KEHHE U3MEHEHHH.

b. CkanupoBanue, mudpoBanue, KpUNTOAHATH3.

B. DOBpucTtuueckuii aHaaM3, KPUNTO3AIINTA, AyTEHTH(PHKAIIHS.

Jls kakux 1esei NpuMeHsIOT aHTUBHPYCHBIE cpeacTBa?

A. JIns co3nanus, KONUPOBaHUS, U3MEHEHHS BUPYCOB.

b. lnsa oObHapyxeHusi, 0J0KUpoBaHUs pabOTHl BUPYCOB, YCTPAaHEHUS MOCIEACTBHI BO3IEHCTBUS
BHUPYCOB.

B. Jlns oOHapyXeHUs U yiaaeHus: BUPYCOB.

UTo BKITIOYAIOT OPTaHU3AIMOHHBIC METO IbI 3aIIUTHl HHpOpMarn?

A. Mepbl, MEpOTIPUATHS U JCHCTBUS, KOTOPHIE JOJDKHBI OCYIIECTBIISITh JIOJDKHOCTHBIC JIUIA B
MPOIIECCe CO3JIaHUS U IKCIUTyaTalliil KOMIIBIOTEPHBIX CHUCTEM Il 00eCIeYeHHs 3aJaHHOTO yPOBHS
0e30macHOCTH HH(GOPMAITHH.

b. Mepsl, MeponipusTUs U ASUCTBHsI, KOTOPHIE JOJDKEH OCYIIECTBISTH MEPCOHAN B Ipoliecce
AKCIITyaTallii KOMITbIOTEPHBIX CUCTEM.

B. [eiicTBusi, KOTOpBIE [OJDKEH OCYIIECTBIATH pa3paboTYMK B TMpolecce CO3TaHUs
KOMITBIOTEPHBIX CHCTEM JIJIsi 00ECTIEUCHHUS 3aIaHHOTO YPOBHS O€30MMacHOCTH HH(OpMAIIHH.

Joxnan

a) TemaTnKa yCTHBIX J0KJIA/10B

Tema 1. BBeaenue B npeamMeT. YTpo3sl HHPOPMAITMOHHONW 6€30MaCHOCTH.

[TonuTrka nHGOPMALMOHHOM 6€30MaCHOCTH MPEIIPUATHS.
HopmatuHo-mipaBoBasi6tazaobecnedeHuTnHPOPMaLnOHHOM0€30MaCHOCTUIIPEATIPUSTHS.
Copneprxanne OCHOBHBIX 3akoHOB Poccuiickoit denepannu B cepe KOMIBIOTEPHOTO MPaBa.
3akoHogarenbHas 6a3a PO no Bormpocam 3aiuTsl HHGOpMaIUH.

KomrutekcHsIit moaxos k obecrneueHno HHOPMAITMOHHONW 0€30MacHOCTH.

Tema 2. OcHOBHBIC NIOHATHSA TEOPUH HH(POPMALIMOHHOM 0€30I1ACHOCTH.
3akoHOAATENbHbIE U HOpMAaTUBHBIE aKThl PD 0 npeanpuHuMaTebCKON AESITEIbHOCTH.
MaimHHOe npeacTaBiIeHue HHHOPMALIHH.

Bunast u popmsel nipencraBieHust UHGOPMAIIHH.

HNudopmanus kak 00bEKT MPaBacoOCTBEHHOCTH.

WNudopmanus kak KoMMepuecKkas TaiHa.

WNudpopmaniysa kak ppIHOYHBINA TPOAYKT.

DaeMeHThI 1 00beKTHI 3auTEl B AC.

20



Tema 3. [IporpaMMHO-TeXHHYECKHE METOIbI 3AII[UTHI.

OcHOBHBIE BUIBI BUPYCOB M CXEMbI UX(PYHKIIHOHUPOBAHUSI.

OO0HapyxeHre BUPYCOB M MEPHI 110 3aIIUTE U MPOPHUIAKTUKE

OCHOBHBIE MEPHI 3aIIUTHI OT BUPYCOB.

[TporpaMMHO-TeXHUYECKHE MephI o0ecTieueHHst WH(OPMAIIMOHHON 0€301TacHOCTH.
O6ecneyenune nHGOPMAITMOHHON Oe301acHOCTH cpencTBaMu Windows7.

Tema 4. Kpunrorpadguyeckue MeToabl 3alIUThI.
BezonacHoe xpaHeHHe JaHHBIX HA OCHOBE IIH(POBAHUS.
AmepukaHckuii cranaapt mudposanus ganHeix DES.
Crangapt mmdposanus nanaeix 'OCT28147-89.
Cucrema 1mudpoBoi TenedoHMH.

CucreMsl UG pPOBaHUS C OTKPHITBIMU KITFOYaMH.

Tema 5. Oprann3aniuoHHO-NIPABOBbIE MeTOAbI HH(POPMALMOHHOI 0€30IIACHOCTH.
[{udpoBble MOATUCH Ha OCHOBE MH(PPOCUCTEM C OTKPBHITHIM U KITFOUYaMHU.
KomrmuiekcHbil moxo/ Kk o0ecneueHnto nH(HOpMalnoHHOW Oe30MacHOCTH:
MexaHndeckue CUCTEMBI 3alIUThI

Tema 6. Posib cTanapToB B o0ecnieueHnH MHGOPMAIMOHHOI 0e30MaCHOCTH.

[TonuTrka nHGOPMAIMOHHOMN 6€30MMaCHOCTH MPEITPUATHSI.

HopmartuBHo-mipaBoBasi 0aza obecriedeHuss MHPOPMALMOHHOM O€30MaCHOCTH MPEIIPUATHS.
ConeprxaHre OCHOBHBIX 3akOHOB Poccuiickoit @enepanuu B chepe KOMIBIOTEPHOTO MIPaBa.

3akoHonarenbHas 6a3za PO mo Bomnpocam 3amuTsl HHGOpMAIUH.

KommekcHbli moaxo/ kK obecreyeHn o THPOPMALMOHHOM 6e30MacHOCTH.

3akoHOAaTeNbHbIE U HOpMAaTUBHBIE aKThl PD 0 npeanpuHUMaTenbCcKoi 1eITelbHOCTH.

Kpurepun onenuBanus

Kpurepusmu oreHuBaHMsI JOKJIaAa SBISAIOTCS IIOJIHOTA PACKPBITUS TEMbl, CTENEHb €€
IPOpabOTaHHOCTH, MOCJIEAOBATENLHOCTh U3JIOKEHHsI MaTepuaa; YMEHHUs CTY/AE€HTa CaMOCTOSATENIBHO
paboTath ¢ JIuTepaTypoil 1 MHPOPMALMOHHO-3JIEKTPOHHBIMU pECYpCaMH, apryMEHTHUPOBAHHO U SICHO
CTPOUTH peub, F3PPEKTHO U HAIJISATHO NPEACTABIATh COAEPIKAaHUE pPEe3yJbTaTOB CBOEH paboThHI, a
TaKKe BJIaJICHUS] HABBIKAMH JUCKYCCUH U MOJIMYHON 3alUThl pe3yJbTaTOB CBOUX HUCCIIEIOBAHUM.

Onucanue MKaJIbl OeHNBAHUS

VY CTHBIE JOKIIAAbI OLIEHUBAIOTCS 110 IKAJIE «3a4TEHO)/«HE 3aU4TEHO».

«3auTeHO» BBICTABIISIETCS B CIydae, €ClId CTYAECHT CBOOOIHO M3JIaraeT MaTepuall Mo 3alaHHOMY
BOIIPOCY, ONHUPAsCh IIPU ITOM Ha JUTEPATypHBIE U JPYTHE JAONOJHUTENBHBIE HCTOUHUKH, OTBEYAET HA
JIOTIOJIHATENBHBIE YTOUHSAIOIINME BOMNPOCHl NPENOAABATENS M AYAUTOPHUM CTYIEHTOB, IPUBOIUT
IIPAaKTUYECKHE NPUMEPHI, apIyMEHTUPOBAHHO OTCTaMBAE€T CBOIO TOYKY 3PEHHMs; BO BpeMs JOKJIaja
UCIOJIB3YET pa3laTOYHbIA MaTepuai U (WIN)IIPE3CHTALMIO.

«He 3auTeHo» BBICTaBIsETCS B Cilydae, €CIM B M3JIOKEHHUHM HAOIIONAIOTCS 3HAUYUTENbHBIC
npoOenbl B 3HAHUM MaTepuasia U (WIM) CTYIEHT HEe OTBEYaeT Ha JIONOJHMUTEIbHBbIE YTOUHSIOIINE
BOIPOCHI U (MJIN) HE UCIIOJIb3YeT WITFOCTPATUBHBIN MaTepHall.
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6.2. IlpumepHble BONPOCHI W 3aJaHus / 3a4aud AJIs1 TPOMEKYTOYHOM

aTTecTAluH

Tabmuua 9 — [IpumepHbie TEOpeTUYECKHEe BOPOCH! U IPAKTUUYECKUE 33JaHUS K IK3aMEHY

Pa3gennbl 1 TeMBI

IIpumepHbIe TeopeTHYECKHE BOMPOCHI

IpumepHbIe
NpaKTHYeCKue
3ajaHus

Tema 1. UndgopmaTusanus oduecTsa 1 HHPOPMALMOHHAS 0€30IACHOCTH

1. Chopmynupyiite JMYHOCTHBIE
XapaKTEPUCTUKH XaKepa.

2. Uto moHmmaercs mnoj «0e30MacHOCTHIO
nH(pOpMAaLIUKY», a YTO ONpEAesieT TEPMHUH

«3anuTa uHhopMarumn»?

3. Haiite onpeaeeHue MOJIUTUKHU
0€30MacHOCTH.
4, Ha Kakux ypOBHAX YIpaBJICHUSA

opraHu3zaiueil pa3padaTbiBacTCs MOJIUTHKA
6e3omacHocTu?

5. Jlns kakux wened CTPOUTCS MOEIb
Hapyumurens?

6. Ilepeuncnute HEKOTOpHBIE
KOH(IMKTOB B OPraHU3ALIUH.

THIIBI

7. HazoBute camoe mpocCTOE CpPENCTBO
COLIMAJIBHOW MHYKEHEPHHU.
8. Kakune MoIb30BaTeIeH

BpeJl

KaTeropuu
MOTYT HaHECTH MAaKCUMAaJIbHbII

nH(pOpMaIMOHHOH cucteme?

st onHO angaBUTHOTO
METOa C 3a/1aBacMbIM
CMEIICHHEM
BBITTOJIHUTh
mudpoBaHue c
MIPOU3BOJILHBIM
CMETIICHUEM.

Tema 2. HopmaruBHo-mpaBoBoe olOecnedeHne HWH(POPMALMOHHONW 0€30MACHOCTH B

Poccuiickoii Penepannu.

9. Yro cienyer IIOHUMATh oA
«MIPaBOBBIM PEKUMOM HHPOpMALTUN»)?

10. HazoBure HECKOJIBKO HauOoiee
BAXKHBIX 3aKOHOB, pErJIAMEHTUPYIOLINX
UH(pOpPMalOHHbIE OTHOLICHHUSI B
o01ecTBe.

11. ITossicaure pasHuIy MEXIY
COOCTBEHHUKOM, BIIA/IETBLEM U
0JIb30BaTeIeM UHPOPMALIUH.

12. Ilepeuuncnure OpraHbl 3aIUTHI

rOCyJ1IapCTBEHHOW TaHBI.

13.Kakas uH(popmainus, Mo 3aKOHYy, He
MOJKET OBITh 3aKPBITON?

14. Tlepeuncnnre OCHOBHBIE HOPMAaTHBHbBIE
JOKYMEHTHI I10 3al1Te HHPOPMALIUH.

15. Vkaxure

KaTeropuu  uHpoOpMaIuu

OTPaHUYEHHOTO JOCTYTIA.

s

an(paBUTHOTO METOJa C

OJJHOI'O

3a71aBaeMbIM
CMeIIeHHEM
BBITOJIHUTh
nemudpoBaHue
3anM(poBaHHBIN
mmdpom Llesaps Tekcr.
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16. Ilosicaure CMBICH KaTeropuu
«KOMMEpUYECKasi TalHay.

Tema 3. Opranusanusi NPOTHBOACHCTBHS KOMIILIOTEPHOH NPECTYNHOCTH.

17.KakoBbl CTPYKTYpPHBIE OCOOCHHOCTH
YK P® B o00nacTd KOMIBIOTEPHOU
MPECTYIMHOCTH?

18. [lepeuncaure 0a30BbIC
KJIacCCU(UKALMOHHBIE TMPU3HAKH  YIPO3
nH()OPMATMOHHON 0e301MmacHOCTH B
ABTOMATU3UPOBAHHBIX CHUCTEMaX.

19. YkaxxuTte OCHOBHBIE NMPUYMHBI YTEUKH

nHpopmaruu Ha o0BeKTax
nH(pOpMAaTH3ALINY.
20.Yto TIOHUMAETCA

10/l HECAHKIIMOHUPOBAHHBIM ~ JJOCTYIIOM B
MH(POPMAIMOHHYIO CUCTEMY?

21. Ilepeunciure KaTeropuu
KOMITBIOTEPHBIX IIPECTYITHUKOB.

22. HazoBute BUbI KOMIBIOTEPHOM

IIPECTYIHOCTH. CnocoOHOCTB
pa3pabarbIBaTh u peaan30BbIBAThH
IIPOrpamMMBbl, HarpaBJIeHHbIE Ha
IIpENYNPEXKICHNE HapyleHUH U

OTKJIOHCHHH B COIIUAIEHOM U JINYHOCTHOM
cTaTyce, MICUXUYECKOM pa3BUTUU
COTPY/JHUKOB, BOECHHOCIYXAIIMX U HHBIX
JIUIl, PUCKOB AacCOLMAJILHOTO TIOBE/ICHUS,
npodeccnoHambHbBIX PHUCKOB,
npodeccnoHanbHOM nedopMauu c
Y4€TOM pa3BUTHS B COBPEMEHHOM MHPE
KOMITBIOTEPHOM MPECTYITHOCTH.

23. Ykaxure CIOCOObI COBEPILICHUS
KOMITHIOTEPHBIX MTPECTYIIIICHUH.

24, Kakoe MakcUMaJIbHOE HaKa3aHUe W 110
KaKkoW CTaTh€ MOKET HA3HAYUTh CyJ 3a
KOMITBIOTEPHOE MPECTYyILICHHE?

25. Kak cnenyer onevatsiBaTh [I9BM Tak,
YTOOBI UCKITFOUYUTH BO3MOKHOCTH PaOOTHI €
HUMU?

26. YKa)kKUTe THIMYHBIE CJIEACTBEHHBIE
CUTYyaIuu npu paccie0BaHI’
KOMITHIOTEPHBIX MTPECTYIIIICHUH.

[IpoBeputh Ha
MPOCTOTY JBa
MPOU3BOJBHBIX  I[EJIBIX
YUCIIA Pa3psAIHOCTBIOS.

Tema 4. TunoBble penie

HUSI M0 0€30MAaCHOCTH KOMIIBIOTEPHBIX cerTeii.

27.Yto Takoe npotokon TCP/IP?
28. Uro BKIIFOUAET B ce0sI MOHATHE COKET?

3ajaH UWHTEpBaJd BHIA
[x, x + L]. Beruucnuts
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29. Chopmynupyiite
YUUTHIBAIOIINE BO3MOXKHBIE TOCIEACTBUS
MoAKIIIOueHus K Internet.

30.B dyem coctout dyHIaMEHTAIbHASL
npobnema 6e3onacHocTH Internet?

31. HazoBure

BOIIPOCHI,

OCHOBHEIE MOJIENIN
0e3011acHOro MOAKIIoUEeHN K Internet.

32. [laiite
JKpaHa.

33. Ykaxure

OIMpCACIICHUC MEKCECTEBOI'O

nBe 0a3oBbIE IOJIMTUKHU

MCIKCETCBOI'O 3KpaHa.

L)
uucen B

konuyectBo  II(X,
MPOCTBIX
WHTEpBaJie U CPAaBHUTH
¢ BemumumHOM L/1m(X).
[Ipy Kakux YCIOBUAX
II(x, L)L O6mu3ko K
1/1n(x) mpu 3amaHHBIX
2000, L= 500,
KOJIMYECTBO  MPOCTHIX

X =

yucen JUIA JeJeHUus 5-
15,
OCHOBaHMIT1-2?

KOJINYCCTBO

Tema S. Opranusanusi NPOTUBOJCHCTBUS BPEJOHOCHBIM IIPOrpaMMam.

34. KakuM JOKYMEHTOM perilaMEHTUPOBaH
TEPMUH «BPEIOHOCHBIE IPOrPAMMBbI»?
35.Kakue BHIBI BPEIOHOCHBIX IIPOrpamMm
CYIIECTBYIOT?

36.Yem  omimMyaroTCH
BUPYCHI OT TPOSIHCKUX MPOrpamMm?

KOMITIBIOTCPHBIC

37.Kakue wmeppl HambOosee 3¢ EKTUBHBI
MPOTHUB 3aXBATUYUKOB MApOJICii?

38. Ilepeuncnure cpencTBa HEUTpATU3ALUI
BUPYCOB (BPEJOHOCHBIX MPOTPAMM).
39.Kakue mnotepu (3aTpaTrbl) MU Ha 4YTO
MMEHHO HECYT OpraHHu3alid B CBS3U C
CYLIECTBOBAaHHEM SIBIIEHUS «BPEIOHOCHAs
porpamMma?

40.Kak BBl ZIymaere, 4TO Takoe NOTEpPU
penmyTauMd M KaKk OHHU MOTYT OBITh
CBSI3aHbI C BPEJJOHOCHBIMHU ITPOrpaMMaMu?
41. YkaxuTte CcnocoObl THPaXKUPOBAHUS
AHTUBUPYCHOI'O 00€CIIEYEHHUSI.

42. HazoBute H3BECTHBIC BaM
AHTUBUPYCHBIE IPOIPAMMBI.

43.Kakue BpeJOHOCHBIE IPOrpaMMbl, Ha
Balll B3IJIS, SIBJISIFOTCS CaMbIMM OITACHBIMU

U1 ”HPOPMALIMOHHOM CUCTEMBI?

Haiitu B wuHTEpBae
(1000, 1000 + 300) Bce
npoctele uncna. Ilycts
L(i) - pa3sHOoCTh MeXIy

JIBYMSI COCETHUMU
MPOCTBIMUA  YHUCJIAMH.
[TocTpouth

rucrorpammy misa L(i).
Beruncnurs
BbIOOpOYHOE
Lcpen.
BenuunHoOM 1mn(x), rae x

cpenHee
CpaBHUTH C

- cepelMHa WHTEpBaJa.

3amaHo: KOJINYECTBO
MPOCTBIX YHUCEN s
NeJIeHNs 5-20,
KOJIMYECTBO

ocHoBaHwuii1-3.

Tema 6. Kpunrorpadus

KaK MeTo/ obecneyeHusi ”HPOPMAIIMOHHOH 0€30MACHOCTH.

44, Yto0
yIpaBJiIcHUE
kmrogamu? KakoBa OCHOBHasT Ilenb M

IIOHHUMAaECTCsA nona

KpunTorpaguueckumMu

TEPMUHOM

OCHOBHBIE 3a1a4M YIIPABJICHUS KIOUYaMH?
45.B dyem, Ha Baml B3MAA, OTIHYHE

KHU3HCHHOI'O OUKIIa CCKPCTHLBIX u

OTKPBITBIX KPUNITOTpaUIECKUX KITFOUeH?

B unrepsane (500, 500
+  200)
rpaduk

OTHOCHTEJIBHOTO

MTOCTPOUTH

KOJIM4YeCTBa
HaTypaJbHBIX  4YHCEll,

npoxoadmux «peueTo
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46. M3noxxkute B OOMIMX uyepTax CymIecTBO | JparoceHa», T.e. He
CepTU(HUKAIMU OTKPBITHIX KIIIOYEH. JIEJISIIUXCSL Ha TIEpBbIE
47.Kakum 00pa3oM pacnpocTpaHsoTcs | K MpocThiX.  Pacuer
OTKPBITHIE KIIIOYM B KPAUNITOCUCTEMAX ? IIPOU3BOJUTCS IJI BCEX
48. YKaxuTe npeumyiiecta | k<=10.

CUMMETPUYHBIX KPUIITOCUCTEM,
ONpEACIMBIINE HX KaK HalUOHAJIbHBIC
CTaH/1apThl TOCYaPCTB.

49. Y10 Takoe y10CTOBEPSIOLIUNA IEHTP?
50. 11 4ero - IPUMEHSIOTCS  XDII-
byHKIIIN?

51. Kakue KJIACCHI npeoOpa3oBaHus
pacnpoCTpaHEHbI B CUMMETPUYHBIX
cucremax?

52. [l 4ero HeoOXOJMMa 3JIEKTPOHHAs
HOIINUCE?

CocraButens: 'era M.P., kann. ropu. HayK, JOLUEHT
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