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1. Ilepevyens MIaHUPYEMBIX Pe3yJIbTATOB 00yYEeHHUS 10 JUCHUILIMHE (MOXYJIIO),
COOTHECEHHBIX € IVIAHMPYEMBbIMH Pe3y/JIbTaTaAMH OCBOCHHMS OCHOBHOM
oOpa3oBarebHOIl nporpammsl «Ileqarornueckoe oopasoBanue» no NpoGuiIo

"NUHdopmMaTuKa U aHIVIMHCKHI A3BIK"'

B pesynbrare ocBoenusi OOIl GakanaBpuaTa 0OyYarOIIMIACS JAOKEH OBIANIETh CIEAYIOIIUMU

pe3yabTaTaMu 00ydeHUs TI0 AUCHUTUIHMHE (MOIYIIIO):

Koowu PesyabraTel ocBoenns OOII Ilepeyenb MIaHUPYEMBbIX Pe3yJbTATOB
KOMnemeHy Cooepicanue komnemenyuii * 00y4eHMsI M0 QU CIUIJINHE
uu
OHK_4 TOTOBHOCTb K HpO(l)eCCI/IOHaHLHOﬁ 3HaTh: OCHOBBI TPYAOBOTO 3aKOHOAATCJIIbCTBA,
ACATCIBHOCTU B COOTBETCTBUM C HOPMATUBHO- KOHBCHHI/IIO O ImpaBax pe6eHKa, 3aKOHbI B cq)epe
IMpaBOBbBIMU JOKYMCHTaMU cq)epm 06pa30BaHI/Iﬂ u q)eaepanbﬂme rocy1apCTBCHHbBIC
oOpa3oBaHUs oOpa3oBaTenpHBIC CTAaHAAPTHI 001IeTr0 00pa30BaHus;

MPUOPHUTETHBIC HAIPABIICHUS Pa3BUTHS
oOpazoBatenpHOl cucteMbl Poccuiickoit ®enepanny;
HOPMAaTHBHBIX JOKYMEHTOB IO BOIIPOCaM O0ydIeHUs
W BOCTINTAHUS AETEH M MOJOAEKH;

HOpPMAaTHBHBIE TIPAaBOBhIE, PYKOBOAIINE U
HHCTPYKTUBHBIE JOKYMEHTHI, PEryJIUpYIOIINe
OpTaHU3aIMIO0 U IPOBEICHIE MEPOTIPUATHI 3a
IpeaenamMy TEPPUTOPUN 00pa30BaTEIbHON
OpraHu3aIuu (3KCKYpCHUi, IOX0I0B U IKCIIETUITHI).
YMmeTb: HCIIOJb30BaTh 3HaHUS TPYAOBOTO
3aKOHOJIATeNbCTBA, KOHBEHIMIO O mpaBax peOeHKa,
3aKOHBl B cdepe oOpazoBaHHs U (eaepaabHBIX
TOCY/IapCTBEHHBIX ~ 00pa30BaTEIbHBIX CTAHAAPTOB
o01m1ero oOpa3oBaHuUS;

MPUMEHATH 3HAHWS HAIIPaBICHUH Pa3BUTHUS
oOpasoBaTenpHOI cucteMbl Poccuiickoit denepanny;
PYKOBOJICTBOBAaTHCSI HOPMaTUBHBIMU JOKYMEHTaMHU
10 BOTIpOcaM 00y4eHHUS U BOCIIUTAHUS JeTeH U
MOJIOJICKH.

Bnanets: criocobamu OpraHU3aIIH
mpo¢eCCHOHAIBHOIN NeATEIbHOCTH B COOTBETCTBUH
HOPMaTHBHO-TIPABOBBIMH ~ TOKYMEHTaMHu  c(epsl
o0pa3zoBaHys; HOPMATHBHBIMH JOKYMEHTaMH IO
BormpocaM OOy4eHHss M BOCIUTAHHWA JeTeil W
MOJIOEXKH.

2. Mecto aucuuminnsbl B ctpykrype OOII 6akanaBpuara
JucuuruimHa «MeTosbl ¥ cpeicTBa 3alMThl MH(QOpMAII» OTHOCUTCS K BapUaTUBHON 4acTH

npodeccuonanbHoro nukia nucuumind (b1.B.J1B).

I[J'ISI OCBOCHUA OUCHHUIIIINHBI «MeTOIILI n CpCACTBA 3alllUTHI I/IH(bOpMaI_[I/II/I» CTYACHTHI
HCIIOJIB3YIOT 3HAHUSA, YMCHUS, HABBIKH, C(l)OpMI/IpOBaHHI)Ie B IpPOHECCEC H3YUCHUA CTYyACHTaAMU
MATEMAaTHUYCCKUX H I/IH(I)OpMa]_[I/IOHHO-TeXHOJIOF NYCCKUX AUCHUIIIMH, a TaKXC HpaKTI/I‘-IeCKI/Iﬁ OIIBIT

pabOTHI C BEIYMCIUTEIHHOM TEXHUKOM.

JucuunnuHa (MOAyNb) u3ydyaercsd Ha 2 Kypce (ax) B 4 cemecTpe.

3. O0bemMm OMCHUILUIMHBI (MOAYJsI) B 3a4eTHBIX €IUHHMLAX C YKA3aHHEM KOJIU4YeCTBa
aKaJeMHU4YeCKMX YacoB, BbIJCJEHHBIX HA KOHTAKTHYI paldory o0y4yawummuxcsa ¢
npenogaBaresieM (110 BUAaM 3aHATHI) M HA CAMOCTOSITEJILHYIO padoTy 00y4arommxcs

OO6mas Tpy10eMKOCTh (00bEeM) TUCIUIUTMHBI (MOJIYJIsl) COCTAaBIsAeT 3 3aU€THBIX €JUHHII

(3ET), 108 aKaJIEeMHYECKHUX Yaca.




3.1. O0vém oucyunaunvt (MoOyns) no eudam yueoHvIX 3auamuil (6 uacax)

O0BEéM TUCHUIIINHBI

Bcero uacos

JUIA

OYHOU

bopmbl
o0yueHHs

s 3a04YHOU
/OYHO-3a04YHOHI

bopmbI
00ydeHus

OO01mast TpyA0€MKOCTh TUCITUTUTHHBI

108

KonrakTHas paboTta oOy4aronmxcs ¢ npemnoaaBaTenem (1o
BHJIaM YYEOHBIX 3aHSTHIA) (BCETO)

20

AynutopHas pabora (Bcero**):

20

B T. YHCJIC:

Jlexun

CeMI/IHapBI, MPAKTUYCCKUC 3aHATUSA

IIpakTUKyMBI

JlaGopaTopHbIie pabOThI

20

B 1.4. B unTEpakTHBHOU (hopmMe

BreaynuropHnas pabota (Bcero**):

B tom uucne, unauBuayanbHas paboTa 00yJarommxcs ¢
MIPENO0/IaBaTeIIEM:

KypcoBoe npoextupoBanue

prr[l'[OBaﬂ, HHIWBHUAYyaJIbHAaA KOHCYJIbTallusA U NHBIC BUJIbI
yqe6H0171 ACATCIIBHOCTH, ITPEAYCMATPUBAOIIUC T'PYIIIIOBYIO

VHIMBUIYaJIbHYIO Pa00Ty 00ydaromuxcs ¢ IpenoaaBaTeneM

nin

TBopueckas paboTta (3cce)

CamocrosiTtenbHas paborta o0yyatronuxcs (Bcero**)

52

Bun npomesxxyTouHoii arTecTanuu odyvaromerocs (3a4yet /
JK3aMeH ****)

Ok3ameH 36

4. Conep:kanue JMCHUILIHHBI (MOLYJs), CTPYKTYPHPOBaHHOEe IO TeMaM (pasjaesnam) ¢
yKa3aHHeM OTBEJICHHOr0 Ha HHMX KOJIMYeCTBa aKaJAeMHMYeCKMX 4YacOB M BHJI0B Y4eOHBIX

3aHATHH

4.1. Pazoensl oucyuniunvl (M0o0yas) u mpyooemMKoCHib RO 6UOAM YUEOHbIX 3aHAMUIL (6

aKademMuuecKux 4acax)

07151 OYHOU hopmbl 00yUeHus
OO0mas | Buabl y4eOHBIX 3aHATHH, BKJIIOYAs
TPYA0€EM CaMOCTOSITe/ILHYI0O PadoTy
KOCTh 00y4aromuxcs ¥ TPyA0EMKOCTb (B
(wacax) yacax) Dopmbl
e Pasien ayIMTOpPHbIE CaMocCTosI- TeKyLIero
u/ A — yuyeOHbIe 3aHATHA | TeJIbHasI KOHTPOJISA
padora ycrneBaemMocT
BCET0 JEeKIHN |CeMUHAapbI, | 00y4alo- "
NPaKTU- |IIMXCH
YyecKue
3aHATHSA
1. | OcHOBHbIE TIOHATHUS | 6 2 4 VY CTHBIH
nH(pOpMaITMOHHOM ompoc,
0e30macHOCTH CHUCTEM.
HcTounuku aTak Ha naboparop-
nH(OpMAIIHIO, PUCKH. Hast paboTa
2. ITonuTuka 0€e30IacHOCTH. | 8 2 6 V CTHEIH
CrangapThl 0€30ITaCHOCTH. ompoc,
smabopaTtop-




Oo01mas

Buabl y4eOHbIX 3aHATHI, BKJIIOYAS

TPYA0EM CaMOCTOSITEJIbHYIO Pa0doTy
KOCTh | 00y4aromuxcsi U TPYA0eMKOCTb (B
(wacax) yacax) DopMbl
e Pasnen ayJIMTOPHbIE CaMoCTOsI- TeKyl1ero
yuyeOHbIe 3aHATHSL | TeJIbHasI KOHTPOJIA
n/n JTUCIUIIINHBI
padora ycneBaemMocT
BCero JeKIHH |CeMHHapBbI, | 00y4aro- "
NPaKTU- |IIHXCHA
yeckue
3aHATHA
Hasi paboTa
3. Kpunrorpadpuyeckue 8 4 4 Tecr,
MOJIEJIH. AJTOpUTMBI naboparop-
muGpoBaHUSL. Hast paboTa
4. | Mopenu Oe30macHOCTH | 8 2 6 Tecr,
ocHoBHBIX OC. naboparop-
Has pabora
5. | AnropurMsl 6 2 4 Tecr,
ayTeHTI/Id)I/IKaI{I/H/I naboparop-
MOJIb30BATENCH. Hast paboTa
6. MHoroypoBHeBas 3amuTra | 8 2 4 Tecr,
KOPIIOPaTUBHBIX CETEH. naboparop-
Has pabora
7. 3amuTa nH(pOpMaIUH B|8 4 4 Tecr,
CeTsX. naboparop-
Has pabora
8. TpeOoBanuss k cucremam | 6 2 4 Tecr,
3aIUTHl HH()OpPMAITUH. naGopatop-
Has pabora
4.2 Cooepicanue oucuyuniunvt (Mo0yis), CMpyKmypuposannoe no memam (pazoenam)
Ne | HammeHoBaHue pa3jena
Conepxanue
n/n JUCIUIIIINHBI
Cooepoicanue 1eKYUOHHO20 Kypca
1 OcHoBHBIC HOHATHS | OcHOBHBIE MNOHATUA MH(POpPMAaUMOHHOM OesonacHoctn  (MbB)
MH(OPMAITHOHHOH cucreM. MCTOYHMKH, PUCKH U (GOPMBI artak Ha WH(OPMAIHIO.
0C30maCHOCTH ~ CHCTEM. MexayHaponHbele  CTaHIApThl  WH(GOPMAIMOHHOTO  OOMeHa
HNcrounukn  arak Ha :
HH(POPMALIHIIO, PHCKH. [Tonsatue yrposel. HeoOxoauMocTh 3amiuThl MH(OPMAIMOHHBIX
CHUCTeM M TeJeKOMMYyHUKauui. OCHOBHbIE 3a/aud OOecreyeHHs
3alUThl HHGOPMAIUH.
2 Ionmnruka [Tonutuka 6e3omnacHocTH. CTaHAApTHI 0€30MaCHOCTH. AHAIN3
GesomacHoCTH. yrpo3 Ub. Knaccudukanus BuaoB yrpo3 Vb mo pasmaaasiv
(6:;321 ;{r};{; Cpl;[ ;TH. npuszHakaM. CoiicTBa MH(OpMAIMK: KOHPHUIESHIIMATBHOCTD,
JIOCTYITHOCTb, LIEIOCTHOCTh. YTP03a PACKPBITHS TapaMeTPOB
CHCTEMBI, yIpo3a HapyIIeHUs1 KOH(PUICHIIMATBHOCTH, YTpo3a
HapyIIEHUs LET0CTHOCTH, Yrpo3a oTka3a ciry:x0. [Ipumepst
peanusauuu yrpos Ub.
3 Kpunrorpapuueckue Kpunrorpaduueckue mosienn. AIropuT™Mbl mK(POBaHHUSL.
MOJIEIIHN. Anroputrmsel

mudpoBaHUs.




HaumenoBanue pa3jaeia
AMCUHMILINHBI

Conep:xkanue

Mogenu 0e30macHOCTH
ocuoBHBIX OC.

Mognenu  6e3omacHoctd  ocHOBHBIX  OC.  OcoOGeHHOCTH
COBPEMEHHBIX MH(OPMAIIMOHHBIX CUCTEM, (PaKTOPHI BIMSIOIINE HA
0€301acHOCTb nH()OpMAIMOHHOU CHCTEMBI. ITonsiTue
WHPOPMAIIMOHHOTO CcepBUca 0Oe30macHOCTH. Buabl cepBHCOB
6ezonacHoctu. Unentuduxamusa u ayrenrtudukanus. [laponbHbie
CXEMBI ayTeHTH(HUKAIHY. CumMeTpuyHbIC CXEMBI
ayTeHTU(UKAIIH cyOBeKTa. Hecummerpuunbie CXEMBI
ayTeHTHU(UKAIIH (C OTKPHITHIM KITFOYOM).

ANTOPUTMBI
ayTCHTH(HUKALIHH
MOJIL30BaTEICH.

ANropuT™Mbl ayTeHTH(UKAIUU ToJdb30Barenell. Vcrmonb3oBaHue
KpUNTOTrpaguUECKUX CPEICTB Ul PEUICHHS 3319 UACHTUDUKAIIHS
u ayreHTU(uUKamms. DiekTpoHHas mwdposas mnoamuck (D),
NPUHIUIBI ee (POPMUPOBAHHS W HCIIONIb30BaHus. [lonTBepkaeHne
HOJUIMHHOCTH OOBEKTOB U CYObEKTOB MH()OPMAITMOHHON CHCTEMBI.

MuoroypoBHeBas
3alldTa KOPHOPATHUBHEIX
ceTell.

MHoroypoBHeBasi 3alUTa KOPHOPATUBHBIX ceTell. (OCHOBHBIE
HOPMAaTHUBHBIC PYKOBOJAIINEC AOKYMCHTEI, HOPMAaTUBHO-
CIpaBOYHBbIE JIOKYMEHTHL. 3amgaud B chepe obecneueHus
MHPOPMALIMOHHON  0E30MaCHOCTH Ha YpOBHE TOCYyJapCcTBa.
OcobenHnoctu cepTU(HUKALNU u CTaH/apTU3aIHU
KpUNTOrpapuyecKux YCIIYT. 3akoHOJaTeNbHas 6aza
uHpopManoHHol Oe3onacHocTH. KoHuenmms WHGOPMAIMOHHON
0€30MaCHOCTH.

3amura WHGOPMALUA B
CEeTSAX.

3amura wuHpopMmammu B cerax. Kpurepum 06e30macHOCTH
KOMITBIOTEPHBIX ~ CHCTeM  MHHHCTepcTBa  oboponsl  CIIA
(“OpamxeBast kuura”). ba3oBbie TpeOoBaHHS OE30MaCHOCTH:
TpeOOBaHUS MOJIMTUKU OE30MTaCHOCTH, TPEOOBAHUS MOJOTYETHOCTH
(ayauta), TpeOGoBaHMsS KOppeKTHOCTU. Kiacchl 3allUIEeHHOCTH
KOMITBIOTEPHBIX cucTeM. VHTepnperanus u pa3sutue Kpurepuer

0€30I1aCHOCTH.

TpeboBanus kK cucTeMam
3alUThl HH(GOPMAIUK.

TpeboBanus k cuctemam 3amuThl uHGopManuu. Mepapxudeckuii
METOJ pa3pabOTKU 3alMIIEHHbIX cucTeM. CTPYKTYpPHBIA MPUHLUII.
[Ipunuun  MoxynbHOro  nporpaMMmupoBaHus. VccnenoBanue
KOPPEKTHOCTH peayn3allui U BepuU(pHUKaUKA aBTOMATU3UPOBAHHBIX
cucteMm. Crnenudukanus TpeOOBaHUN MPENBABISEMBIX K CHCTEME.
OCHOBHBI€ 3Tallbl Pa3pabOTKHU 3aIUIIEHHOW CUCTEMBI.

Tembl 1a6OpamopHbIX 3aHAMUL

1 Kpunrorpapuueckue Peanuzanus kpunrorpaduueckoro mpeodpasoBaHus WHGoOpMaIuu
METO/IBI 3AILHTBI. 10 OJIHOMY M3 JIOCTYIHBIX aJITOPUTMOB.

2 AropuT™MBI W3ydyeHne NpUHLMIOB ayTeHTU(UKAIMK MOJb30BaTele BeO-
ayTeHTI/ILJpI/IKaHE/II/I CEpBHUCOB.
M0JIb30BATECH.

3 Monenun Ge3onacHOCTH Omnpenenenre Hanuuugd W yaaleHue BpenoHocHoro IIO ¢
ocHoBHBIX OC. OMOUIBIO POTPaMMHBIX CPECTB aHTUBUpYcHOTrO [10.

4 MuoroyposHeBast UccnenoBanne MeXaHU3MOB TMApPOJBHOM  3alllUThl, METOJ0B
3amTa  KOPIMOPATHBHBIX | poTrBoeHCTBHS aTakaM Ha Mapolib.
ceTen.

5 3amuTa wHpOpMauMKH B | Yrpasnenue mpaBamu joctyma k pecypcam OC, UC wu BeG-
CCTAX. CEPBHCOB.

6 TpebGoBanus K | Pa3BepThiBaHuE BeO-cepBepa. Hacrpoiika MapaMeTpoB
cucTeMaM 3alMTRL | GesomacHocTH. VcTbiTanust 3 (EKTHBHOCTH €r0 3allUTHL.
nHGOpMAIUH.

5. IlepevyeHb Y4eOHO-METOAMYECKOr0 O0eclmeYeHUs IJIA CAMOCTOSATENbHOH PadoThI




00y4aoIMXCH N0 JMCUUILTHHE (MOAYJII0)

Tewmsl ast pedepatos:
. Bpenonocuoe I10O: criocoOsl pacnpocTpaHeH s, OTaCHOCTh, METO/IbI 3aIIIUTHI.
. HpOIpaMMHBIe 3aKJIaJKH: THUIIbI, CHOCOGBI BHCAPCHHA U 3alMUTHI.
. AnmapaTHbIe Cpe/ICTBa 3alUThl HH()OpMAIIHH.
. CpaBHUTENbHBIN aHAIU3 CPEJICTB 3aLIUTHI JJIEKTPOHHON MOYTHI.
. CpaBHUTEJIbHBIN aHAIN3 CHCTEM OOHAPYKEHHSI aTakK.
. CpaBHI/ITeJILHbe/'I AHAJIN3 MCIKCCTCBLIX OKPAHOB.

O 00 1 N DN B W —

KOMITIBIOTCPHBIX CUCTCM.

. AHanIM3 METOJI0B U3y4YEeHHUsI OBEJCHUS HapyIIUTeNlel 6e301MacHOCTH KOMITBIOTEPHBIX CHCTEM.
. Ananu3 MeToi0B HapymieHus 6e3onacHocTy ceTeBbiXx OC ¥ METOI0B IPOTUBOICHCTBUS UM.
. [Ipumenenne 6moMeTpruecKoil HHGOPMAIUH IS AyTeHTU(PHUKAIIUHU TOIb30BaTeNeh

10. CranaapTsl 6€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM M HHPOPMAIIMOHHBIX TEXHOJIOTUH.

11. CpaBHuTENBbHBIN aHAJIN3 METO/I0B U IPOTPAMMHBIX CPEICTB 3alLUTHI OT ClIama.

12. Metoasl u IpOorpaMMHBIC CPEACTBA IICPECXBATA U aHAJIN3d KOHTCHTA.

13. Y3BUMOCTH CHMMETPUUYHBIX U ACUMMETPUYHBIX KPUITOTPAPUUECKUX CUCTEM.

6. @oHI OLEHOYHBIX CPEACTB /Jsi TPOBeIeHUS] NPOMEKYTOUHOH aTTecTaluu

00y4aloIMXCA N0 JMCUUILTIHHE (MOAYJII0)
6.1. Ilacnopm ¢honoa oyenounvix cpedcme no oucyunaune (Mooyio)

Ne | Konrponupyemsie pazaens! (temsl) | Koa KOHTPOJIMPYEMOW | HAUMEHOBaHHE
/1 | IMCIUTLTAHBI KOMIeTeHIMu™ (WM e€ 4acTH) OLIEHOYHOT'O
(pe3yabTaThl 0 pa3jienam) CpeAcTBa
1. | Metoas! 3amuThl HHGOPMAITIH OIIK-4 Tect
2 TpeboBaHus K cHUCTEMaM 3alllUThI OIIK-4 Tect
uHpOpManuu.
3 | Moaenu 6e30mMacHOCTH OCHOBHBIX OIIK-4
OC. Anroputmsbl ayTeHTU(PUKALIUU
I0JIb30BATENCH.

6.2. Tunosvle KOHMPOILHBIE 3A0AHUA UIU UHbLE MAMEPUATBL
6.2.1. DK3aMEeHALIMOHHBIN TEeCT

1. YkaxuTe TpU OCHOBHBIE YIPO3bI 1151 THPOPMAIIUU B UETOBEKO-KOMITBIOTEPHBIX CHCTEMAX:

a. PesepBHOE KONMUpOBaHUE

b. Coou obopynoBanus

C. [IpoTokonupoBaHue COCTOSHUS CUCTEMBI
d. Cayuaiinas yTpaTta Wid U3MEHEHHE

e. [IpeqnaMepeHHOE NCKAKEHUE

f. CaHKIIMOHMPOBAHHBIN IPOCMOTP

2. B aramonnoit mogenu OSI, mudpoBanue BXoAUT B GyHKIIUU YPOBHI...
a. KananbsHoro (2)
b. Ceresoro (3)
c. Ceancooro (5)
d. Ipeacrasnenus (6)
e. TpaucnioptHOTO (4)
f. dusnyeckoro (1)
g. [lpunoxenutii (7)

3. BpenoHocHBIH Ko 001a/1aeT CIeyoNMMH YepTaMu: He TpeOyeT MporpaMMbI-HOCHUTES,
CaMOBOCIIPOU3BOAMTCS M Pa3MHOXKAETCS 110 ceTH 0e3 BeZioMa I10JIb30BaTells, 3apaxkas Apyrue




KOMIIbIOTEPBL. Ero THII -
a. Yepssb
b. TposiHckuii KOHB
C. ®ailsIoBBIN BUPYC
d. Makposupyc

4. HanbGosnee onacHOM U3 MIPUBEAEHHBIX IPOLEAYP BOCCTAHOBJICHHS 3a0bITOTO MapoJIsl ABISETCS. .

a. IepechlIKa TEKYIETo Napoyst Ha aapec AIEKTPOHHON ITOYTHI, IPHU ATOM aJIpec 3aroIHACTCS
ABTOMATHUYECKH U3 MPO(UIIS 3asIBUTEIS

b. nmepecpuika Ha ajipec EKTPOHHOM MOYTHI, CBA3aHHOH ¢ MPO(dUIIEM, CCBUIKU Ha TIPOLCAYPY
BOCCTAHOBJICHUS TTAPOJIs, UMEIOIYIO0 OTPAaHUMYCHHBIN CPOK aKTYaJIbHOCTH

C. mepechlIKa TEKYIIETO Napoyst Ha afpec IEKTPOHHOM! IOUTHI, IIPU 3TOM aJIPeC U JIOTUH
YKa3bIBaCTCS BPYUHYIO 3asBUTEIIEM

d. reHeparus HOBOrO MAPOJIsl U €ro MepechlIKa Ha aJipec AIEKTPOHHOU ITOUThI, YKa3aHHOU B
npoduie 3asBUTEINS

5. MexceTeBble 3KpaHbl CIIyKaT JUIs

a. M3omsa1un HEKOTOPOM CETH OT IPYIHX C MOMOILBIO HAaCTpauBaeMbIX (pUIBTPOB Tpaduka
U/WIIM aHaJIU3aTOPOB YIPo3

b. cOopa CTaTUCTHKH UCTIOIB30BAHUS KAaHAIIOB CBS3H COTPYIHUKAMH OpPTaHU3AIIH

c. [lns npocMmoTpa uH(opManum, pacipeaesieHHON 0 y371aM HECKOJIBKUX CceTei

d. moaTBep:KIeHMs MOTMHHOCTH COOOIIEHUH, IPUHATHIX 10 CEeTH

€. 0ToOpakeHus1 HH(POPMAIIUH O COCTOSTHIH CETH

6. Kpunrocucrema obiiajaet CleAyOMMMA YepTaMu: TIPEAyCMaTPUBAET HCIIOJIb30BAaHIE OTKPHITOTO
KJTF09a JU1s I (POBAHUS U 3aKPBITOTO IS ACIIH(PPOBAHUS JAHHBIX. THUIT KPUITOCHCTEMBI -

a. 30pITounas

b. Cummerpuunas

C. AcumerpuuHas

d. C ucnonp3oBaHueM HHPPACTPYKTYPBI OTKPBITHIX Kiroueid (PKI)

7. Cpeyt METOJI0B 3aIUThI HH(OPMAIMK OT OLIMOOYHBIX JIeHCTBUI MOIb30BaTENEH MOXKHO
BBIZICJIUTH TpU HanoOosee 3 (PEeKTUBHBIX:

a. PesepBupoBanue Hocuteneit nHGpopMauu

b. ABTOMaTHYeCKHit 3aIIpOC Ha MOTBEPKIACHUE BBIMOJHEHUS KOMAH bl HJIH OTIEPAI[HH

c¢. lludporanue daitnon

d. IIpenocraBneHne BO3MOXKHOCTH OTMEHBI TTOCIICAHETO ACHCTBUS

€. YcraHoBIIeHHE CIeHAbHBIX aTpUOyTOB (ailinoB

f. OTuer o AEeHCTBUAX MOJTH30BATEIIS

8. oz 1eT0CTHOCTHIO B KOHTEKCTE HHPOPMAIIMOHHOW 0€30ITaCHOCTH TTOHUMAIOT

a. BO3MOYKHOCTD 3a MTPUEMJIEMOE BpeMS TIOJTYyYUTh TpeOyeMyro HHPOPMAIIMOHHYIO YCIYTYy

b. aKTyaJIbHOCTh U HEMPOTUBOPEUHUBOCTh HHPOPMALINH, €€ 3AIUIIEHHOCTh OT Pa3pyLICHUs U
HECAaHKIIMOHUPOBAHHOI'O USMCHCHUS

C. MMOJIHOTY IIPEIOCTABIIIEMBIX JaHHBIX 110 TEME 3aIpoca

d. KOMIIIEKCHBIN MOAX0/ K 00ecreueHnI0 HHPOPMALMOHHOM 6€30M1acCHOCTH

9. Hanbonee gacteiMu 1 onacHbIMU yrpozamu Ub sBrstoTcs

a. HeNpeIHaMEPEeHHBIC OIMMMOKH MITATHBIX MTOJIb30BATENICH, OTIEPATOPOB MITH
agmuHuctpatopos UC

b. xakepckue aTaku

c. cbou ammapaTHOTO 00ecIeueHus 1 TOAICPKUBAIOIIEH HHPPACTPYKTYpPhI



d. cTuxuiineie O¢ACTBHS, 3a0aCTOBKU, BOMHBI

10. IIpoTokon yaaJleHHOTO aIMUHUCTPUPOBAHUS, aHAIOTMYHBIN Telnet, Ho obecrieunBaronuii
mudpoBaHue MOTOKA JAHHBIX, & TAKXKE PAa3IMUHbIC BAPUAHTHI AyTCHTU(DUKAIIH:

a. SSH

b. VPN

c. RDP

d. TLS

e. SSL

11. Tpu Hanbosee BaXKHBIX METO/1a 3alIUThl HH(GOPMAIIUU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA!
a. ApxuBHupoBaHHe (CO3/JaHUE PE3ECPBHBIX KOIIHIA)
b. PerynspHoe 0OHOBJIEHHE amMapaTHBIX CPEICTB
c. lludposanue nudopmaruu
d. YcranoBka napodeii Ha 10CTyI K HHGOpManuu
€. Mcnonb3oBaHre aHTUBUPYCHBIX IIPOrpaMM

12. OxHOM OITaCHOCTH HA3BIBAIOT

a. muanoroBoe okHo OC WM aHTUBUPYCHOM MPOTrpamMMBbl € MPEAYIPEKISHUEM 00 OMACHOCTH

b. cpencTBa, ncnoaB3yeMbIC 37T0YMBIIIJICHHUKAMU JIJIS1 YCTAHOBKHU CPEJICTB YAAJICHHOTO
YIIPaBJICHUS] KOMITBIOTEPOM

c. yszsumoctu B 3amure [10 nimu UC, no3possitomue co3aath yrpo3y nHhopManoHHON
0e301acHOCTH

d. npomMeKyTOK BpeMEeHH OT MOMEHTA, KOT/Ia MOSBIISICTCS] BO3MOXXHOCTD UCIIOJIb30BaTh
YSI3BUMOCTH B 3aIIUTE, U IO MOMEHTA, KOT/Ia OHA JIMKBUIUPYETCS

13. Cornachno crangapty Munucrepcta 06oponsl CIIA "Kputepun orieHKH 10BEPEHHbBIX
KOMIIBIOTEPHBIX cucTeM" (M3BECTHBIM oA Ha3BaHUeM "OpankeBasi KHUTA") CTENEeHb JOBEpUs
CHUCTEME OLICHMBAETCS 110 IBYM OCHOBHBIM KPUTEPHSIM:

a. CreneHb KBaMM(PUKAIIMH MTOTb30BaTENEH

b. CTouMocThb cructeM obecrieueHus: 6e30MacHOCTH

c. [onuTHka GezonmacHocT!

d. YpoBeHb rapaHTUPOBaHHOCTHU

e. Kpanmudukanum coTpyTHUKOB (PU3NUECKONU OXpaHbI

14. Dnexrponnas uugponas noanucs (JLII) ...
a. 9TO NOJMMCH O] COOOIIEHUEM WIH JOKYMEHTOM, BKIIIOYAOI[asi KOHTAKThl OTIPAaBUTENs
b. cTaBUTCS Ha CEHCOPHOM JKpaHe
C. IPUMEHSETCS TOIBKO /Ui 0OMEHA CITY’)KeOHBIMHU TOKYMEHTAaMH, HO HE JIMYHON
uHpopmanuei
d. mperHa3HaYeHA JUIS 3aIIUTHI JIEKTPOHHOTO JOKYMEHTA OT MOJICIIKH
€. 3TO CKaH PyKOIMCHOM JINYHOM MOJINCH

15. Monutop obpamennii ("sapo 6e3omacHOCTH") TOHKEH 001a/1aTh KAK MUHIMYM TPEMSI BaKHBIMU
XapaKTePUCTUKAMHU:

a. JIokyMeHTUPOBAHHOCTh

b. M30mupoBaHHOCTH

c. ITonHoTa

d. ITpo3paynocTh

e. Bepudunupyemocts

16. Kpunrocucrema o0naaeT cieAyoIUMU YepTaMy: IpeAyCMaTpUBaET UCIIOIB30BaHUE OJJTHOTO U



TOTO € 3aKPBITOT0 KJIt04a JUis KU(POBAHUS U JeIIU(PPOBAHHS JaHHBIX, XapaKTEPU3yeTCs BEICOKOM
CKOPOCTBIO Pa0OTHI, HO CJIOKHOCTBIO TIEpEIayy CaMOT0 3TOTO 3aKPhITOTO Kitova. T
KPUITOCUCTEMBI -

a. C ucnonp3oBanueM HHPPaCTPYKTYphl OTKPHITHIX Kiroueit (PKI)

b. N36bITOUHAsM

C. AcumeTpuyHas

4. CummerpuyHas

17. IlpenocTaBiieHre NOJHOMOYMM Ha BBINOJIHEHHUE ONPEEIICHHBIX AEHCTBUN B HEKOTOPOH
UH(POPMALIMOHHOM CUCTEME HA3BIBACTCHAL. .
a. ayTeHTU(pUKaIHEH
b. MaHIaTHBIM KOHTPOJIEM JIOCTYTIA
. aBTOpU3aLINEi
. UHarypaunueun
. UACHTUDUKAICH

© O O

18. Ilpu peanu3anuy MEXaHU3MOB OE€30MACHOCTH IIPU CETEBOM COCTUHEHNUHU, HANOOJIBIIIEE YHCIIO
TaKMX MEXaHHU3MOB MOKHO peajin30BaTh Ha clieayromiemM ypoBHe mojaenu OSI:

a. ®usnueckwii (1)

b. Ceancosslii (5)

c. CeteBoii (3)

d. Tpaucnoptasiii (4)

e. [IpezentaTuBHbIi (6)

f. Ilpuxknannoii (7)

g. Kananbnsiii (2)

19. IlpoTokou nepeaavn TaHHBIX, 0OCCTICUUBAIONTNI TMGPOBAaHUE TTOTOKA TAHHBIX HA
TPAHCIIOPTHOM YpPOBHE:

a. TCP

b. SSL

c. RDP

d. SSH

e. VPN

20. BpennoHoCHBIH K01 00J1a1a€T CIEAYIOIIUMHU YepTaMH: pacpoCTPaHsAETCs KaK 4yacTb
MPWIOKEHUS, HEPEJKO UMEIOIIEro MPUBJIEKATEIbHBIA (QYHKIIMOHAI (MTPbI, IPOTpaMMBbl JJIs B3JIOMa

U T.I1.), 4YTO CTUMYJIMPYET €ro 3arpy3Ky U 3alyCcK caMHMM Nojb3oBaresneM. Ero tum -
a. TpostHCKUI KOHB

b. Uepsb
C. ®ailsIoBBIN BUPYC
d. Makposupyc

21. JIoOCTYIHOCTBIO B TEPMHUHAX WH(OPMAIIMOHHOM 0€301MacHOCTH Ha3bIBACTCS
a. BO3MOYKHOCTD 3a MTPUEMJIEMOE BpeMS TIOJTYyYUTh TpeOyeMyro HHPOPMAIIMOHHYIO YCIYTYy
b. nHpOpManus, U3I0KEHHAsI JOCTYITHBIM JJIsl TOHUMAaHUs 00pazomM
C. aKTYaJIbHOCTh ¥ HETIPOTUBOPEUNBOCTH HHPOPMAIIUU
d. mosiHast OTKPHITOCTH BCEX MH(OOPMALIMOHHBIX OOBEKTOB IS TIOOBIX MOJIb30BaTeNe

22. Tlon KOH(PUIEHITHATBHOCTHIO B KOHTEKCTE HH()DOPMAIIMOHHOW 0€30ITaCHOCTH IIOHUMAIOT
a. aKTYaJIbHOCTh ¥ HEIPOTUBOPEUHUBOCTH MH(DOPMAIINH
b. 3amuTy nHGOpMAIIUK OT HECAHKIIMOHUPOBAHHOTO JOCTYyMa
C. MEXaHU3M yHpaBiieHHs napoisimMu gocryna k MC



d. crenens 1oBepus K MoxydaeMoil HHPOpPMaLUU

7. IlepedyeHb OCHOBHOW W JONMOJHUTEJbHOH y4eOHOIl JUTEepaTypbl, HEOOXOAUMOM IJIsi
OCBOEHUS TUCHMILINHBI (MOXYJIs1)

a) OCHOBHAasl y4eOHas JuTeparypa:

l.IHanprun, B. ®. 3amuTa komnbroTepHOl MHGOpMauu. DPPeKTUBHBIE METOIBI M CPENCTBA
[DnexkTponHbIit pecype]| : yuebHoe nmocobue / B. @. IllaHbruH. — DIEKTPOH. TEKCTOB. JaHHBIC. -
Mocksa : JIMK, 2010. — 544 c. - (AIMUHUCTpUpPOBAHUE U 3aIIuTa). — Pexxum ocrymna:

http://e.lanbook.com/book/1122

2.1llepOakoB, A. CoBpeMeHHass KOMITbIOTepHas Oe30MmacHOCTh. TeopeTHuecKne OCHOBBI.
[IpakTHueckue acreKkThl [ DIeKTpOHHBIN pecypc] : yueObHoe mocodue / A. IllepbakoB. — DIeKTpoH.

TEKCTOB. JlaHHbIe. -MockBa : Kamxknbiit mup, 2009. - 352 c. - (Boicmias mkona). — Pexxum gocryna:
http://biblioclub.ru/index.php?page=book&id=89798

0) JomOTHUTEIbHAS y4YeOHas IuTepaTypa:

1.HectepoB, C. A. UndopmannonHas 0e30MacHOCTh [DIEKTPOHHBIN pecypc| : y4eOHHK |
HOPaKTUKYM Juld akageMmudeckoro Oakanaspuara / C. A. HectepoB. — DIEKTPOHHbIE TEKCTOBbIE
naHHble. - Mocksa :M3natensctBo FOpaiit, 2017. — 321 ¢. — (YHuBepcuretsl Poccun). — Pexum
nocryna:https://biblio-online.ru/book/836C32FD-678E-4B11-8BFC-F16354A8AFC7
8. Ilepeyens pecypcoB HMH(POPMANMOHHO-TEIEKOMMYHHUKAIIMOHHOH ceTH «UHTepHeT»,
HEeO00XOMMBIX /ISl OCBOCHUS IMCUMILIHHBI (MOIYJIA)

HarnmonaneHblii OTKpBITEINA yHUBEpCUTET MHTYHT. —pekuM aocTyma http://www.intuit.ru/

9. MeTonnueckue ykazaHus JJisi 00y4alouuxcs Mo 0CBOCHUIO TMCUMILIUHBI (MOIYJIs)

Bun yueOnbix 3anstuii | Opranusanus 1esTeIbHOCTH CTyACHTa

Jlexums Jlexuuu mOCTPOEHBI Ha OCHOBE MCMOJIb30BaHUS AKTUBHBIX (POPM O00yUYeHUS:
- JeKkuusi-6ecena (MpEeUMyIIECTBO JIEKIIUU-0eceIbl COCTOUT B TOM, YTO OHA
MO3BOJIACT IMPHUBJICKATH BHUMAaHHUEC CTYACHTOB K Hanbojiee BaKHBIM
BOMPOCAaM TEMbI, ONPEAEIATh COAEPKAHHE U TEMIl U3JIOKEHUS y4yeOHOro
Marepuaia ¢ yueToM 0COOCHHOCTEH CTY/ICHTOB), - MPOOJaeMHas JeKuus (C
MOMOIIbI0  MPOOJIEMHON JIEKIMU OOeCcTeYnBaeTcsi JOCTHXKEHHE Tpex
OCHOBHBIX THUAAKTHYCCKHX ueneﬁ: YCBOCHHUE CTYACHTAMH TCOPCTHYCCKUX
3HaHUM;  pa3BUTHE  TEOPETHYECKOIO  MBIIUIEHUsS;  (OPMHpPOBAHUE
[03HABATEIbHOIO HHTEpeca K COAEpNKAHUI ydyeOHOro TmpeaMera u
npodecCHOHAIbHON MOTHMBAaLMK OyJylIero CrHeluanucra), --JeKuus ¢
3apaHee 3alJIAHMPOBAHHBIMU ommOkamu (Ota ¢opma MpoBeneHus
JeKIUM HeoO0XoAuMa JUIs Pa3BUTHUA y CTYAECHTOB YMEHHUH OIepaTHBHO
AHAJIIN3UPOBATH HpO(i)eCCI/IOHaJ'IBHI)Ie CUTyallMu, BBICTYIIaTb B POJIH
JKCIIEPTOB, ONIIOHEHTOB, PELEH3EHTOB, BBIUWICHATh HEBEPHYIO WIIHU
HeTOYHyI0 HH(popMmaimioo). Ha kaxaol JIeKUMU NPUMEHSETCsl COoYeTaHue
3THUX CbOpM 06yqu1/m B 3aBUCUMOCTH OT IMOATOTOBJIICHHOCTHU CTYACHTOB U
BOIIPOCOB, BBIHECEHHBIX Ha JIeKIMI0. [IpucyrcTBue Ha JNEKIUU HE AOHKHO
CBOAUTHCA JIMIIb K aBTOMATHYECKON 3alniCH H3IO0KEHHS npeamMeTa
npenojasaTeneM. bosee TOro, COBpeMEHHBIM HACBIIIEHHBIM MaTepHual
Ka)KJJ0 TeMbI HE MOXKeT (IT0 BpEMEHH) COBIMAaTh C 3alUChIO B TETPaIu U3-
3a pa3HOM CKOPOCTH IPOLECCOB — MBIIUIEHUS U aBTOMaTHYECKOMN 3allHCH.
Kaxnpiii cTyneHT noipkeH pa3paloTarh Ais cedsi CUCTEMY YCKOPEHHOTO
¢ukcupoBanus Ha Oymare Marepuana Jjekuud. IlosTomy, nekTopom
DPexomendyemca Gopmanuszayua 3anucu TOCPEICTBOM HCIOIb30BAHUS
O6H.I€HpI/IH$ITI:IX JJOT'HKO-MaTCEMAaTHYCCKUX CHMBOJIOB, COKpaIJ_IeHl/If/’I,




anreOpandeckux (GopMyIsibl) U TE€OMETPHUECKUX (IpaduKu), CUCTEMHBIX
(cxempl, TabiuIpl) GUKcauii u3ydaemoro martepuana. OBlageHUE TaKOW
METOAMKOHN, MO3BOJISET KaXKJOMY CTYACHTY HE TOJIBKO YCKOPHTBH IPOLECC
W3YUYEHUS, HO M TOBBICUTH €TI0 KaueCTBO, MOCKOJIBKY YCIEIIHOE BJaJICHUE
yKa3aHHBIMH  TpueMaMu  TpeOyeT mepepabOoTKH, OCMBICIEHUS U
CTPYKTYpHU3allMU MaTepHaa.

JlaboparopHas pabota | By3oBckas  MOArOTOBKa  CIENUATNCTOB  JIOJDKHA  OOECIeYrBaTh
npuoOpeTeHne WMHU HE TOJBKO 3HAHWM, HO M YMEHMH HCHOJIb30BaTh
II0JIyYE€HHBIE 3HaHUS Ha IPAKTHKE. DTO TPEOOBAHUE U MOJIOKEHO B OCHOBY
1eneil U MEeTOA0B MpOBeJeHHS JabOpaTOpHBIX PadOT MO BhIIEYKAa3aHHON
yueOHol jaucuuruimHe. JlaGopaTopHble pabOTHI  MpeajaramTcs B
COOTBETCTBHUH € pabouel MporpaMMoil B paMKax KaxJI0i TeMBbI.

[ToaroroBka K | [loaroroBka Kk sK3aMeHy MPEINOoJIaraeT M3y4eHue peKOMEH1yeMOM
3K3aMEHY JUTEpaTyphl U IPYruX UCTOYHUKOB, KOHCIIEKTOB JIEKIUI, TOBTOPEHUE
MaTepUaIOB MPAKTUYECKUX 3aHATUM.

10. Ilepeyenb HWHGOPMANMOHHBIX TEXHOJOIHiH, MCHOJb3yeMbIX MPH OCYIIECTBJIEHUH
00pa30BaTeJIbHOIO NMpoLecca Mo AUCHMILIMHE (MOAYJI0), BKJIKYas NepedyeHb NMPOrpaMMHOIO0
obecrnieyennst 1 HHGOPMALMOHHBIX CIIPABOYHBIX CHCTEM (IIPH HEOOXOMMOCTH)

Temartuueckue npeseHTanuu, aHtuBupycHoe I10, ciykeOHbIE MPOrpaMMbl JIHATHOCTHKH,
CHCTEMBI IPOTPAMMHUPOBAHUS, CEPBEPHI y4eOHOTO HA3HAYCHUSI.

10.1. Ilepeuens obpazosamenbHbiXx MEeXHONO2UIL, UCHONBL3YEMBIX HPU OCYUIECHBICHUU
o0pazoseamenvHo20 npoyecca no oucyuniune (Mooyno)

Jlexuus (MH(pOpMAIIMOHHAs, AUCKYCCHUs, TpoOJieMHas ); tabopaTopHas padoTta; onpoc; paboTa
CO CIPaBOYHON CHUCTEMOH mporpamm; padora ¢ HHOOPMAIIMOHHBIMU PECYpPCaMH; CaMOCTOSTEIbHAS
pabora.

11. Onucanne mMarepuajibHO-TeXHUYECKOH 0a3bl, HEOOXOAMMOM JJIsl OCYLIeCTBJICHHS
00pa3oBaTe;IbHOIO MpoIecca Mo JUCHUIIHHE (MO1YJII0)

Jl1is mpoBeieHUs JIEKIIMOHHBIX 3aHSATUN MCIIONB3YETCs MOTOYHAs ayauTopus Ha 75 mect (¢
MPOEKTOPOM I JEMOHCTpPAIIMKM TPE3CHTAIlMi MO0 BCeM TeMaM Kypca), Uil TPOBEICHUs
MPaKTUYECKUX 3aHATUN — ayAuTOopun Ha 20 MecT.

I[J'ISI IIOJIB30BaHUA SHCKTpOHHI)IMI/I pecypcaMH I/ICHOJ'IBSYGTCSI HepCOHaJ'II)HaSI KOMHBIOTCpHaSI
TEXHHUKa ¢ 10CTynoM B HTepHeT.

12. Unble cBegeHus M (MJIM) MAaTEePHAJIbI

12.1. Ocobennocmu peanuzayuu OUCYURIUHBL 01 UHEATUOO0E U JIUY C
0ZPAHUYECHHBIMU 803MONCHOCHAMU 300P0BbS

Jna obecnieueHuss o0O0pa3oBaHMsS HWHBAIMAOB U OOydyaroUMXcs C OTpaHUYEHHBIMU
BO3MOXHOCTSIMM 3JIOPOBbsl  pa3pabaThiBaeTCsl aJalTHpOBaHHas oOpaszoBaTeibHas MporpaMmma,
WHAUBUAYAJIbHBIN y4eOHBIH IJJaH C Y4eTOM OCOOEHHOCTEM HX NCHUXO(PHU3NYECKOTO Pa3BUTUA U
COCTOSIHUS 37I0POBBSI.

OOyuenune 00yJarOIUXCs ¢ OrPaHHYECHHBIMI BO3MOXHOCTSIMH 3I0POBBST OCYIIIECTBIIIETCS HA
OCHOBE 00pa30BaTENbHBIX MPOTrPAMM, aJaITUPOBAHHBIX [T 00yYeHHS yKa3aHHBIX 00yYarOIIUXCs.

OO6yuenne o 00pa3oBaTENbHON MPOrpaMME MHBATHIOB M O0YUYaAIOIMINUXCSI ¢ OTPAaHUYCHHBIMU
BO3MOXHOCTSIMM ~ 3JI0POBbSl  OCYILIECTBIIsIeTCSI ~ (DaKyJIbT€TOM C  y4eTOM  OCOOEHHOCTeH
HCI/IXO(i)I/ISI/ILIeCKOFO PasBUTHA, WHAWBUAYAJIbHBIX BO3MOKHOCTE M COCTOSIHUS 300POBbA TaKUX
o0yJaromuxcs.

yHI/IBepCHTeTOM CO3IaI0TCA CIICHHUAJIBHBIC YCJIOBHA I MOJTYUYCHUS BBICIICTO O6p330BaHI/I$I
1o 00pa3oBaTeIbHBIM MIPOrpaMMaM 00YJAIOIUMHKCS C OTPAaHHYEHHBIMH BO3MOKHOCTSIMH 370POBBSI.

CocraButens (u): UYwmraiino A.W., cT. mpenonaBarenb
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