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1. IlepeyeHb MJIAHNPYEMBIX Pe3yJIbTATOB 00yUYE€HUs M0 TUCHUILINHE (MOIYJII0), COOTHECEHHBIX
¢ IVIAHMPYEMbIMHU Pe3yJIbTaTaAMH OCBOEHNSI OCHOBHOM 00pa30BaTe/JIbHOM MPOrpaMMBbI
«Ileparornyeckoe odpazoBanue» no npopuiaro "UHpopmaruka u aHIIHIICKHIT A3BIK"

B pesynbrare ocBoenuss OOII GakanaBpuata 0O0y4YarOmUUCS TOJDKEH OBIAACTh CICAYIOUTUMH
pe3ynbTaTaMu 00y4IeHUSs IO TUCIUIUTHHE (MOIYIIIO):

Koowu PesyabTaTsl ocBoenus OOII Ilepeyenb MIaHUPYeMbIX Pe3yJbTATOB
Komnemeny, Coodeporcanue komnemenyuil 00y4eHHs 10 JMCHHUIIIMHE
uu
OIIK-4 TOTOBHOCTh K INPO()eCCHOHANIBbHOM | 3HATh: OCHOBBI  TPYIOBOIO  3aKOHOJAATEIbCTBA,
JACATCIBbHOCTHU B COOTBCTCTBHU C KOHBCHHI/IIO 0 TIpaBax pe6eHKa, 3aKOHBI B cq)epe
HOPMAaTUBHO-IIPABOBBIMU JAOKYMCHTaM1 O6pa3OBaHI/IH u q)ez[epanbﬂme TOoCyaAapCTBECHHBIC

cdepbl 00pa3oBaHUs

00pa3oBaTenbHBIC CTAHIAPTHI 00IIET0 00pa30BaHMUs;
MIPUOPUTETHBIC HATIPABJICHUSI PA3BUTHS
oOpa3oBaTenbHOH cucTeMbl Poccuiickoit @enepanny;
HOpPMATHBHBIX TOKYMEHTOB II0 BOTIPOCaM OOyUeHHS U
BOCIIUTAHHUS JETEH M MOJIOIEKH;

HOpPMAaTHBHBIC TIPABOBHIC, PYKOBOISIINE
WHCTPYKTUBHBIC JOKYMEHTHI, PETyIUPYIOIIHE
OPTaHU3aIMI0 U IPOBEICHIE MEPOIIPUITHI 3a
npejeaMyu TePPUTOPUH 00Pa30BaATEILHON OpraHU3aINN
(3KCKypCHUi, TOXOI0B U AKCIICTUIIUH).

VYMeTh: HCIIOIb30BaTh 3HAHUS TPYAOBOTO
3aKoHOJaTenbcTBa, KoOHBeHIMIO O mpaBax peOeHKa,
3akoHBl B cepe oOpazoBaHus u  (eaepaabHBIX
rOCyIapCTBEHHBIX 00pa3oBaTeNbHBIX CTaHIApTOB
o0rIero o0pazoBaHHUS;

MIPUMEHSTH 3HAHUS HAIIPABICHAN Pa3BUTHUS
oOpa3oBaTenbHOH cucTeMbl Poccuiickoit @enepanny;
PYKOBOJICTBOBATHCSI HOPMATHBHBIMH JOKYMEHTaMH 10
BOIIpOCaM OOYYCHHUS ¥ BOCIIUTAHUS JETEH 1 MOJIOJCKH.
Bnazgets: cocobamu opraHu3aiiii npodeccHoHaIbHON
JESITEIBHOCTH B COOTBETCTBUU HOPMATHBHO-TIPABOBBIMH
JMOKyMeHTaMH cepbl 00pa3oBaHMs, HOPMATHBHBIMU
JOKYMEHTAaMH II0 BOIPOCaM OOYUYEHHS W BOCIIHTaHHS
JIeTel U MOJIOJICIKU.

2. Mecto pucuuminnsbl B ctpykrype OOII 6akanaspuara
JucuumnuHa «3anmra MHGOpPMalUd B KOMIIBIOTEPE» OTHOCUTCS K BapHaTUBHOM YacTH

npodeccronangpHoro 1ukiaa qucuumind (b3.B.J]B.9).

JI1st ocBOEHUS JUCHUIUIMHBI «3amuTa HHHOPMAIMK B KOMITBIOTEPE» CTYACHTHI UCTIOIB3YIOT
3HAHUS, YMEHHS, HABBIKH, C(DOPMHUPOBAHHBIC B MPOIIECCE U3YUCHUS CTYJCHTAMH MaTeMaTUYECKUX |
WH()OPMAITMOHHO-TEXHOJIOTUYECKUX  TUCIMILUINH,
BBIYHUCIIUTEILHOM TEXHUKOM.

a TakKe NPAKTUUYECKUH OMbIT paboThl C

JucuuruimHa (Moyib) u3ydaeTcs Ha 2 Kypce (ax) B 4 cemecTpe.

3. O0beM AMCHUILIHHBI (MOAYJS]) B 3a4eTHBIX €IMHHIAX € yYKa3aHHeM KOJIH4YeCTBa

AKaAACMHUYECCKHUX

4acoB, BBIJCJICHHBIX Ha

KOHTAKTHYKO  paldory

o0yyaommxcsi ¢

npenoaasareJieM (1o BUAaM 3aHATHIT) M1 HA CAMOCTOATEJIbHYI0 padoTy 00y4Yarouuxcs
OOmiast Tpy10eMKOCTh (00beM) AMCIUTUIMHBI (MOJIYJIsI) COCTABISIET 3 3a4E€THBIX CAMHUI]
(BET), 108 aKaJIeMHUYECKHUX yaca.

3.1. 00vém oucyunaunvt (MoOyns) no eudam yueoHvIx 3anamuil (6 uacax)

‘ O0BbEM M CUHMIIIHHBI

Bcero uacos




hilas:|

bopmbl
o0yuyeHHs

OYHOU

IS
/0YHO-3a0YHOHN

dopmbI
00y4eHus

3204YHON

OO01mast TpyA0€MKOCTh TUCITUTUTHHBI

108

KonrakTHas paboTta oOy4aronmxcs ¢ npemnoaaBaTenem (1o
BHJIaM YYEOHBIX 3aHsTHIA) (BCETO)

20

AynutopHas pabora (Bcero**):

20

B T. UHCJIC:

Jlexun

CeMI/IHapBI, IMPAKTUYCCKUC 3aHATUSA

IIpakTUKyMBI

JlaGopaTopHbIie pabOThI

20

Breaynuropnas pabota (Bcero**):

B ToMm umcne, nHauBHAyanpHas paboTa 00yqdaronuXcs ¢
MIPENO0/IaBaTeIIEM:

KypcoBoe npoexktupoBanue

I'pynnoBas, MHIMBUAYaAJIbHAS KOHCYJIbTALUs U UHbIE BUbI
y4eOHOH e TeNbHOCTH, TPEyCMaTPUBAIOIINE TPYITIOBYIO
WM MHAMBUYaJIbHYIO paboTy 00ydaromuxcs ¢
IIpenojaBaTeseM

TBopueckas paboTta (3cce)

CamocrosiTenbHas pabora o0ydaromuxcs (BCero)

52

Bun npomexyrouHoii artectanuu o0ydatromerocs (3auer /
IK3aMCH)

Oxk3ameH, 36

4. Conep:kanve JUCHUIJIMHBI (MOXYJIs1), CTPYKTYPHPOBaHHOE 1O TeMaMm (pa3aejiaM) ¢
YKa3aHHEM OTBEJeHHOr0 Ha HHMX KOJHMYECTBA aKAJeMHMYECKHX 4YacOB W BHIOB Y4YeOHBIX

3aHATHH

4.1. Pazoenvl oucyuniunvl (M00yis) u mpyooemMKoCcHb RO 6U0AM YUeOHbIX 3aHAMUIL (8

aKaoemuyuecKkux 4acax)

0151 O4UHOU hopmul 0OYUeHUA

Oo0mas | Buabl yueOHbIX 3aHATHH, BKJIIOYAS
TPYAOEM CaMOCTOSITEIbHYIO padoTy
KOCTb | 00y4alouuxcs ¥ TPYA0eMKOCTh (B
(wacax) yacax) DopmMbl
N Pasten ayIMTOpPHbIE €CaMoCTOs1- TeKylIero
o T — y4yeOHbIe 3aHATHA | TeJbHasi KOHTPOJIA
paGora ycneBaemMocT
BCEro JEKIIHH |CceMHHapbI, | 00y4alo- /|
NPaKTH- |IIUXCH
yeckue
3aHATHSA
1. OCHOBHEIE IPUHIIATIBI 6 2 4 VYceTHBIT
Is/laggéilﬁ'HHd)opMauMH. Araku orpoc,
nmabopaTop-
Has paboTa
2. I[lomuTukn ©  CTaHIAPTHI 8 2 3] Y cTHEIN
06€30macHOCTH. orpoc,
nmabopaTop-
Has paboTa
3. | Kpunrorpaduueckas 3ammura. 8 4 4 Tecr,
Anroputmsl mudpoBaHusl. naboparop-




O60masi | Buabl yueOHbIX 3aHATHIA, BKJIIOYAS
TPYA0EM CaMOCTOSITEJIbHYIO Pa0doOTy
KOCTh | 00y4aromuxcsi U TPYA0eMKOCTb (B
(wacax) yacax) DopMbl
Ne Pasnen ayIMTOpPHbIE CaMoCTOs1- TeKyl1ero
/i P — y4yeOHbIe 3aHATHSA | TeJbHas KOHTPOJIA
padora ycneBaemMocT
BCero JEKIIMH |CeMHHAapBbI, | 00y4aro- U
NPaKTH- |IIHXCH
yeckue
3aHATHA
Hasi paboTa
4. | CpencrBa obecneyeHus 8 2 6 Tecr,
0e30MacHOCTH naboparop-
OIEPALIMOHHBIX CUCTEM. Hast paboTa
5. Metonrnl I/II[GHTI/Id)I/IKaHI/II/I u 6 2 4 Tecr,
ayTeHTI/I(bI/IKaI\IJI/II/I naboparop-
10JIb30BATEJEN U PECYPCOB. Hasi pabora
6. Komiiekcuas 3amumra 8 2 4 Tecr,
KOPITOPAaTHUBHbIX naboparop-
BBIYUCIIUTEIbHBIX CUCTEM. Hast paboTa
7. Vnopaienue  JOCTYIIOM K 8 4 4 Tecr,
UH(POPMALIUHU B CETAX. naboparop-
Has pabora
8. OcCHOBHEBIE Tpe60BaHI/I}I K 6 2 4 Tecr,
cucremam 3aIUThI naboparop-
nHGOpMaLUL. Has paboTa
4.2 Cooepicanue oucyuniunvt (Mo0yis), CMpyKmypuposannoe no memam (pazoenam)
Ne | HammeHoBaHue pa3jena
Conepxanue
n/n JUCIUIIIINHBI
Cooepoicanue 1eKYuoOHHO20 Kypca

1 OcHOBHBIC ~ NPHHLUIBI | OCHOBHBIE MOHATHS HHPOPMAIMOHHON Oe3omacHoctn  (UB)

Zaml”m’l MHOOPMAIMH. | cperen. VCTOUHHKH, PUCKH H (OPMBI aTak Ha HHGMOPMALHMIO.

TAKH H PUCKH. MexayHapoiHble — CTaHIApThl  MH(OPMAIMOHHOTO  OOMEHa.
[lonsitue yrpossl. HeoOxoaumocTs 3amuThl HH(DOPMALIMOHHBIX
CHUCTEM M TeleKOMMYyHUKaluui. OCHOBHBIE 337a4M OOecredeHus
3aIuThl HHHOPMAITUH.

2 [Tonutukn n craHAaptTsl | [Tonuruka Ge3onacHocTd. CTaHAapThl GE30MaCHOCTH. AHAN3
GesomnacHoCTH. yrpo3 Ub. Kiaccudukanus Buaos yrpo3 Ub mo pasmuaabiM

npusHakaM. CBoiicTBa HH(pOpMaIK: KOHPUASHINATLHOCTD,
JOCTYIHOCTb, IEIOCTHOCTh. YTP03a PACKPBITHSI TapaMETPOB
CHCTEMBI, YIpo3a HapylIeHus! KOH(QUICHIINAIbHOCTH, YTPO3a
HapyLIeHUs LIEJIOCTHOCTH, yTrpo3a 0TKaza ciyx0. [Ipumepsl
peanusauuu yrpos Ub.

3 Kpunrorpapuueckas Kpunrorpaduueckue mosenn. AIropuT™Mbl U(POBAHUS.
3aIInTa. AJITOPUTMBI
¢ poBaHus.

4 CpenctBa  obecnieuenus | Monenu 0€e30MmacHOCTH OCHOBHBIX OC. OcobeHHocTH
GesomacHocTH COBPEMEHHBIX MH()OPMAIIMOHHBIX CHCTEM, (haKTOPBI BIHUSIOLINE HA
OTCPALMOHHBIX CHCTEM. | Ge3omacHoCT nH(pOpMalOHHON CUCTEMBI. [Tonsitue

nH(POPMAIIMOHHOTO cepBHca Oe30macHOCTH. Buabl cepBHCOB




HaumenoBanue pa3jaeina

CUCTEMaM
nH(pOpMaLINH.

3alllUThI

Conep:xanue
n/n JTUCIUIIINHBI
6e3onacuoctu. Mnentudukanus u ayreHtuduxanus. IlapomsHbie
CXEMBbI ayTeHTU(UKALIUH. CuMMeTpHuuHbIe CXEMBbI
ayTeHTU(UKALUU cyObeKTa. Hecummerpuunsie CXEMBbI
ayTeHTH(UKAIMH (C OTKPHITHIM KIIFOUOM).

3) Meronst Anroput™mbl ayTeHTH(UKaUUMU ToJb3oBareneld. lcmonbp3oBanue
uICHTH(UKAIT U | xpunrorpaduyuecKux CpeACTB IS PEIICHHS 3a1a4 HACHTU()UKAIIUS
iﬁiﬁgﬁ,gﬁ;ﬁﬁﬂﬂ alH ayreHTH(UKanus. nekTpoHHas udposas noamuck (DLIIT),
PECYPCOB. MPUHIMIIBI €e GOPMUPOBaHUS U UcCHoOb30BaHus. [lonTBepxkaeHue

MOJUTMHHOCTH O0BbEKTOB U CYOHhEKTOB HH(POPMAITMOHHOW CHCTEMBI.

6 Komriexcuas 3aliMTa | MHOroypoBHEBasi 3alluTa KOpPIOpPaTUBHBIX ceTell. (OCHOBHBIE
KOpIIOpaTUBHBIX HOPMaTUBHBIE pyKOBOASAIINE JOKYMEHTBI, HOPMAaTUBHO-
g;?;;ﬁmeﬂbm’lx CIpaBOYHbIE JOKYMEHTHL. 3amaun B cdepe obecnedeHus

nH(POPMAIIMOHHON  0€30MacHOCTH Ha ypOBHE TOCYAapCTBA.
OcoGenHoctu cepTuduKanuu u CTaHIapTU3AIUH
KpUNTOTpapHIECKUX YCITyT. 3aKkoHOIaTeIbHAS 6aza
nHpopmannoHHon Oe3onacHocTu. KoHuemnius uHPOpMAIIMOHHOMA
0€30MaCHOCTH.

7 VipaBiaeHHE JOCTYIOM K | 3amura uHpOpMalMd B ceTaX. Kpurepun 6e30MacHOCTH
MH(OpPMAIMH B CETSX. KOMITBIOTEPHBIX ~ CHCTeM  MuHHUCTepcTBa  oOoponbl  CIHA

(“OpamxeBas kHura”). ba3zoBeie TpeOoBaHUS 0€30MAaCHOCTHU:
TpeOOBaHUS OJIUTUKHA OE30MaCHOCTH, TPEOOBAHHUS MOIOTYETHOCTH
(ayauta), TpeOoBaHHS KOppeKTHOCTH. Kiacchl 3amuiieHHOCTH
KOMIIBIOTEPHBIX cucTeM. MHTeprperanus u passutue Kpurtepues
0€30MMacHOCTH.

8 Ocnosubie TpeboBanus K | TpeGoBaHKs K CHCTEMaM 3allUThl MHpopManuu. MepapXuueckuii

MeTOJ pa3pabOTKH 3alUIEeHHbIX cucTeM. CTPYKTYpHBIN MPUHIIMII
[lpyniun  moxynapHOro  mporpammupoBaHus. MccnenoBanue
KOPPEKTHOCTH pealn3aluu U Bepu(uKaui aBTOMaTU3UPOBAHHbIX
cucreM. Crnenudukanus TpeOOBaHUN MPEABABISEMBIX K CUCTEME.
OcHOBHBIE 3Tanbl Pa3pabOTKH 3aIUIIIEHHONW CHCTEMBI.

Temvl 1a60pamopHvIx 3aHAMUL

cUCTeMaM
uH(OpPMALIHH.

3alllUThI

1 Kpunrrorpaduaeckast Peanuzanus xkpunrtorpaduueckoro nmpeodpazoBaHus WHGOpMaLUU
3arura. AJITOPUTMBI | 11 o11HOMY 3 IOCTYITHBIX AITOPHTMOB.
i poBaHus.

2 Merozpt W3yueHne NpPUHIUIOB ayTeHTU(UKAIMM TOJIb30BaTesell BeO-
UACHTUDUKAIIMN Y | CepBHCOB.
ayTeHTU(UKALUN
I10JIb30BaTENIEN U
PECYPCOB.

3 CpencrBa  obecnieuenus | OmnpejeneHre HaauuMs M yjaleHue BpegoHocHoro 110 ¢
GesomacHocTH MOMOIIBIO TPOTPAMMHBIX CPEICTB aHTHBUpYCcHOTO [10.
OIIEpPAIIMOHHBIX CUCTEM.

4 KomruiekcHas 3amunTa | UccaegoBaHue MEXaHU3MOB Hapoanoﬁ 3allluThl, METOJI0B
KOpTOpaTHBHBIX MPOTUBOJICHCTBUSI aTakaM Ha Mapoib.

BBIYHCIIUTENBHBIX
CHCTEM.

5 YnpaBieHne T0CTYOM K | Vmpasnenue mnpaBamu joctyna k pecypcam OC, UC u BeG-
uH(pOpMAIIUU B CETAX. CEpBHCOB.

6 OcHoBHble TpeboBaHUs K | PazsepThiBaHue BeO-cepBepa. Hacrpoiika apamMeTpoB

6e3onacHocty. McnpiTanus 3¢ (eKTUBHOCTH €T0 3allUThI.




5. IlepedyeHb Yy4eOHO-METOAMYECKOI0 oOOecrevYeHusi VISl CAMOCTOAITEIbHON PadoThI
00y4aoIMXCA M0 JMCUUILTHHE (MOAYJII0)

Tewmsl st pedpepaTos:

—

. Bpenonocuoe I10: ciocoObl pacipocTpaHeHusi, OacCHOCTb, METO/IbI 3aIUTHI.

. [IporpaMMHBI€ 3aKJIaIKH: TUIIBI, CTIOCOOBI BHEPEHUS M 3aLIUTHI.

. AnimapatHble CpeCTBa 3alIUThl HH()OPMAIIHH.

. CpaBHUTENBHBIA aHATIU3 CPEACTB 3ALUTHI SJIEKTPOHHOMN MOYTHI.

. CpaBHUTEIbHBIN aHAIU3 CUCTEM OOHApPYKEHHUS aTak.

. CpaBHUTENbHBIN aHAIN3 MEKCETEBBIX KPAHOB.

. AHanu3 METOJI0B U3YUYEHHMSI IOBEJCHUS HapyIIUTeNIel 0€3011aCHOCTH KOMITBIOTEPHBIX CUCTEM.

. Ananus MCTOHOB HAPYHICHUS 6e3omacHocTHu ceTeBbIX OC u MECTOOOB HpOTPIBOI[GfICTBPIH HUM.

O o0 I N »n kA~ W DN

. [lpumenenne 6uomerprueckoi HHGOPMALIUU JUIsl ayTEHTHU(PHUKALIMK T0Ib30BaTeNIeH
KOMITbIOTEPHBIX CHCTEM.

10. CrangapTsl 6€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM M WH(POPMAIIMOHHBIX TEXHOJIOTHA.
11. CpaBHUTENBHBIN aHAIU3 METOAOB U IPOIPAMMHBIX CPEJCTB 3aIIUTHI OT CIIaMa.

12. MeTozp! ¥ MpOrpaMMHBIE CPEJCTBA [IEPEXBATa U aHaIM3a KOHTEHTA.

13. VasBumocTu CUMMCTPHUYHBIX U aCUMMETPUYHBIX KpI/IHTOl"pa(bI/I‘leCKI/IX CHCTCM.

6. @oHI OIEHOYHBIX CPEeICTB [JI1 TMPOBEAeHHS NPOMEKYTOUHOI AaTTecTaluu
00y4aomMUXCH N0 JMCUHUILTHHE (MOIYJII0)
6.1. Ilacnopm ¢honoa oyenounvix cpedcme no oucyuniune (Mooyno)

Ne | Konrponupyemsie pazaenbl (temnl) | Kox KOHTPOJIMPYEMO# | HAMMEHOBaHUE

/T | AUCIUTUTHHBI KOMIETeHITUU * (w1 e€ | OIIEeHOYHOTO
(pe3ynbTaThl 1O pasienam) 4acTH) CpeJicTBa

1. | Meroap! 3a1MTHl HHPOPMALUH OIIK-4 Tect

2. | TpeboBanuss K  cUCTeMaM  3allIUTHI OIlK-4 Tect
MH(pOpMaLINH.

3. | Moxmenn 6e3omacHocT ocHOBHBIX OC. OIlK-4 Tect
ARTOpUTMBI ayTeHTUPHUKAITTT
I10JIb30BaTENEN.

6.2. Tunoevie KOHmMpPoOILHBIE 3A0AHUSA UNU UHBIE MAMEPUATD
6.2.1. DK3aMeHalIMOHHBIN TecT

1. YkaxuTe TpU OCHOBHBIE YTPO3bI 17151 THPOPMAIIUU B UETOBEKO-KOMITBIOTEPHBIX CHCTEMAX:
a. PesepBHOe KonupoBaHue
b. Coou obopymoBanus
C. [IpoTokonupoBaHue COCTOSTHUSI CUCTEMBI
d. Cayuaiinas yrpaTta Wid H3MEHEHHE
e. [IpeqnamMepeHHOE UCKaXKEHUE
f. CaHKIIMOHMPOBAHHBIN IPOCMOTP

2. B aranonnoit mogenu OS], mmdpoBanue BXOAUT B GYHKIIUU YPOBHS...
a. KananeHoro (2)



b. Ceresoro (3)

. Ceancosoro (5)

d. Ilpeacrasienus (6)
e. TpaucnioprHoro (4)
f. ®usnyeckoro (1)

0. [Ipunosxennii (7)

3. BpenonocHslii ko1 001a/1a€T CIEAYIOMIMMU YepTaMu: He TpeOyeT MporpaMMbI-HOCHUTES,
CaMOBOCITPOU3BOJIUTCS U Pa3MHOXKAETCS 10 ceTu 0€3 BeioMa M0JIb30BaTels, 3apaxkas Apyrue
KOMIIbIOTEPBI. Er0 THII -

a. Uepsb

b. Tpositckuii KOHB

C. ®aiinoBbIi BUPYC

d. Makposupyc

4. Haunbosee onacHO U3 MPUBEICHHBIX IPOLIEYP BOCCTAHOBIEHHS 3a0bITOTO MApOJIs ABISETCA. .

a. MepechbUIKa TEKYILEro naposisi Ha aApec 3JIEKTPOHHOM MOYTHI, IPU 3TOM aJIPEC 3arOIHIETCS
ABTOMATUYECKHU U3 NMPO(UIIs 3as1BUTEISA

b. mepecpuika Ha agpec MEKTPOHHOM MMOYTHI, CBA3AHHON € TPOHIEM, CCBUTKH Ha MPOLELYPY
BOCCTAHOBJIEHMSI I1apOJIsi, UMEIOILYI0 OTPAaHMUEHHBIH CPOK aKTYalbHOCTU

C. IepechlIKa TEKYIIEro NapoJis Ha aJpec 3JIEKTPOHHOM MOYTHI, IPH STOM aJIpec U JIOTHH
yKa3bIBAETCS BPYUHYIO 3assBUTEIIEM

d. reHepainsi HOBOTO MMApOJIsi M €ro MePechUIKa Ha aipec 3JICKTPOHHOI MMOYThI, yKa3aHHOH B
npoduiie 3asBUTENSA

5. MexceTeBble 3KpaHbl CIIyKaT JUIs

a. M3onaunu HeKOTOpO# CeTH OT IPYIHX C IOMOIIBIO HACTpauBaeMbIX (GHILTPOB Tpaduka
W/ aHATU3aTOPOB YTIPO3

b. c6opa CTaTUCTUKH UCHIOIB30BAHUS KAHAJIOB CBS3HM COTPYAHUKAMU OpraHU3aLIH

c. [lns npocMoTpa uHpopMaIuu, pacipeaesieHHON M0 y3JaM HECKOJIbKUX ceTei

d. MOATBCPKACHUS NOAJIMHHOCTH COO6HIGHI/II\/'I, MPUHATBIX IO CETU

€. 0TOOpakeHus! HH(POPMAIIUHN O COCTOSTHUM CETH

6. Kpunrocucrema obiaaet clieAyIONMMA YepTaMu: TPEIyCMaTPUBAET MCIIOJIb30BaHIE OTKPHITOTO
KJIF04a JJ1s1 I POBAHUS U 3aKPBITOTO IS AeMIM(PPOBAHUS JaHHBIX. TUI KPUITOCHCTEMBI -

a. N30bITOuHAs

b. Cummerpuynas

C. AcumerpuuHas

d. C ucnosip3oBaHreM HHPPACTPYKTYPhI OTKPHITHIX Kitouei (PKI)

7. Cpeny METOI0B 3alIUTHl HHPOPMAIUHU OT OLIMOOYHBIX JEHCTBUI MOIb30BaTENEH MOKHO
BBIIETIUTH TpU HanOosee 3PHEeKTUBHBIX:

a. PezepBupoBanue HocuTenei nupopmanuu

b. ABToMaTHYecKuii 3apoc Ha MOATBEPIKICHUE BBITIOJIHCHUST KOMAH/IbI HITH OTIEPAIIUH

c. lllucppoBanue paiinos

d. IIpenocraBneHne BO3MOKHOCTHA OTMEHBI TIOCJICHETO JCHCTBHS

€. YcraHoBIIeHHE CIeIMANIbHBIX aTpUOYyTOB (ailioB

f. OTuer o HelCTBUSAX MOIH30BATEIL

8. IloJ eTOCTHOCTHIO B KOHTEKCTE MHPOPMAITMOHHOM 0€301MacHOCTH MOHUMAIOT
a. BO3MOKHOCTb 32 IPHUEMJIEMOE BpeMsl IOJIY4UTh TpeOyeMyro HH)OPMAIIMOHHYIO YCIYTY
b. akTyanbHOCTh M HEIPOTUBOPEUUBOCTh HH(POPMALIMHU, €€ 3aIIHUIIEHHOCTh OT pa3pyIIeHUs U



HECAHKI[MOHUPOBAHHOT'O U3MEHEHUS
C. MMOJTHOTY MPEIOCTABISIEMbIX JaHHBIX 110 TEME 3ampoca
d. KOMIUIEKCHBIN MOX0/1 K 00ecreueHn0 HHGOPMAITMOHHONW 0€3011acCHOCTH

9. Hanbonee yacteiMu 1 onacHbIME yrpo3amu Wb sBisrorcest
a. HeTIpeJHaMEepeHHbIe OMMOKHY ITATHBIX MOJIB30BaTENEH, OTIEPaTOPOB HIIH
aamuaucrparopos C
b. Xakepckue aTaku
c. cOom anmapatHoro o0ecreyeHus 1 MOIepPKUBaroIIel HHPPaCTPYKTYpHI
d. cTuxuiineie O¢ACTBHS, 3a0aCTOBKH, BOMHBI

10. IIpoTokou yaaneHHOro aIMUHICTPUPOBAHUS, aHAIOTUYHbIN Telnet, HO oOecreunBaroIHiA
muppoBaHUE MOTOKA JAHHBIX, & TAK)KE Pa3INYHbIC BAPHAHTHI AyTEHTH()UKAIMH:

a. SSH

b. VPN

c. RDP

d. TLS

e. SSL

11. Tpu Hanbosee BaXKHBIX METO/1a 3alIUTHl MHPOPMALIMU OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA!
a. ApxuBUpOBaHHE (CO3IaHUE PE3EPBHBIX KOIUIN)
b. PerynspHoe 0OHOBJIEHHE alIapaTHBIX CPEACTB
c. llupposanue nupopmanmuu
d. YcranoBka naposieit Ha goctyn K nHdpopmaru
€. Mcnonb3oBaHue aHTUBUPYCHBIX IIPOrpaMM

12. OkHOM OMAaCHOCTH Ha3bIBAIOT

a. muanoroBoe okHO OC WM aHTHBHPYCHOW TPOTPAMMBI € TIPEAYTPEXIeHIEM 00 OTTaCHOCTH

b. cpencTBa, UCMOJIb3yeMbIe 3TI0YMBIIUIEHHUKAMU JUI YCTAHOBKH CPEJCTB Y/1aJI€HHOTO
yIpaBJIEHUS] KOMITBIOTEPOM

c. ysazsumocty B 3amure [10 nnu UC, no3possitomue co3aarh yrpo3y HH(GOpMalnoOHHON
0€e301acHOCTH

d. mpomMeKyTOK BpeMEeHH OT MOMEHTA, KOT/Ia MOSBIISIETCS] BO3MOKHOCTD UCTIOIB30BATh
YSI3BUMOCTH B 3aIIUTE, U 10 MOMEHTA, KOT/Ia OHA JIMKBUHPYETCS

13. Cornacuo crannapty Munucrepcrsa o6oponsl CILIA "Kpurtepuu O1ieHKH T0OBEpEHHBIX
KOMIIBIOTEPHBIX cucTeM" (M3BECTHBIM MO Ha3BaHUeM "OpaHkeBas KHUTa'") CTENEHb TOBEPHUS
CHCTEME OIICHUBAETCS 10 ABYM OCHOBHBIM KPUTEPHUSIM:

a. CreneHp KBaNM(PUKALMH MTOJIb30BaTENEH

b. CroumocThb cucteM obecredeHus: 6e30MacHOCTH

c. [Tonutuka 6e3onacHocTn

d. YpoBeHb rapaHTUpOBaHHOCTHU

e. Kpanudukanuu corpygHIKOB GU3NIECKOM OXPaHbI

14. Dnexrponnas mudposas noanuced (DLI) ...
a. 9TO MOJIMCH MOJ] COOOIIEHUEM WM JOKYMEHTOM, BKIIIOYAOIIasi KOHTAKThl OTIPAaBUTENS
b. cTaBUTCS HA CEHCOPHOM JKpaHe
C. IPUMEHSETCS TOIBKO /Ul OOMEHA CITY>)KeOHBIMU TOKYMEHTAaMH, HO HE JIMYHON
uH(popmanuen
d. npeaHa3HaueHa AJIs 3aIUUTHI YJIEKTPOHHOTO IOKYMEHTA OT MOJAEIKU
€. 3TO CKaH PYKOIIMCHOM JINYHOH IOIIUCH



15. Monwutop obparnienuii ("sapo 6e3omacHoCTH') TODKEH 00J1aaTh KaK MUHUMYM TPEMsI BAXKHBIMU
XapaKTePUCTUKAMU:

a. JIoKkyMeHTHPOBaHHOCTh

b. M30omupoBaHHOCTH

c. [TonHoTa

d. ITpo3payHocTh

e. Bepuduuupyemoctsb

16. Kpunrocucrema o0maiaeT cleayoIMMu YepTaMu: IPeayCMaTPUBAET UCTIONB30BAHUE OJTHOTO U
TOTO K€ 3aKPBITOTO KITto4a JUIs mudpoBaHus u qemu(poBaHus TaHHBIX, XapaKTEPU3YETCs BBICOKOM
CKOPOCTBIO PabOThI, HO CIIO)KHOCTBIO IIEpejauy CaMOro 3TOT0 3aKPBITOro Kitoda. Tum
KPUIITOCUCTEMBI -

a. C ucrionp3oBaHueM UHPPACTPYKTYPHI OTKPHITHIX Kirouert (PKI)

b. N36eITouHas

C. AcumerpuuHas

4. CummMmeTpuyHas

17. IlpenocTaBiieHre NOJHOMOYMM Ha BBINOJIHEHHUE ONPEEIIEHHBIX AEUCTBUN B HEKOTOPOU
UH(POPMALIMOHHOM CUCTEME HA3bIBACTCHA. .
a. ayreHTH(pHUKanen
b. MaHZaTHBIM KOHTPOJIEM JI0CTYIIA
. aBTOpHU3aIuEeH
. AHarypanueu
. uaeHTuuKanuen

© OO0

18. Ilpu peanu3anuu MEXaHU3MOB O€30MACHOCTH IIPU CETEBOM COCTUHEHUH, HANOOJIbIIEE YHCIIO
TaKMX MEXaHW3MOB MOKHO peajn30BaTh Ha cieayolieM ypoBHe moaenu OSI:

a. ®usnueckuii (1)

b. Ceancosbsrlii (5)

c. CeteBoii (3)

d. TpancroptHblii (4)

e. [IpezenTaTuBHBI (6)

f. [Ipuknanuoii (7)

g. Kananbnsiii (2)

19. [Iporokoit iepeiaun JaHHBIX, 00CCIIEYNBAIONINI MU(POBAHUE TOTOKA JAHHBIX Ha
TPAaHCIIOPTHOM YPOBHE:

a. TCP

b. SSL

c. RDP

d. SSH

e. VPN

20. BpenoHOCHBIH KOJT 00J1a1aeT CIEAYIOMUMHI YepTaMH: PacIpOCTPaHsIETCs KaK 4acTh
NPUIIOKEHNUs, HEPEJIKO MMEIOIIETO MPUBJIEKATEeIbHBIN (QYHKIIMOHA (MTPBI, IPOrPaMMBI JJIS B3J10Ma
U T.I1.), 9YTO CTUMYJIMPYET €ro 3arpy3Ky U 3alyCcK caMHMM Mojb3oBareneM. Ero tum -

a. TpostHCKMI KOHb

b. Yepsb

C. ®ailsIoBBIN BUPYC

d. MakpoBupyc

21. JlocTymHOCTBIO B TepMUHAX HHPOPMAIIMOHHON 0€30TIaCHOCTH Ha3bIBACTCS



a. BO3MOKHOCTb 32 MPUEMJIEMOE BpeMsl IOJIY4UTh TpeOyeMyro HH()OPMAITMOHHYIO YCIYTY
b. nHpOpManys, U3I0KEHHAs! JOCTYITHBIM JJIsl IOHUMAaHUs 00pa3omM

C. aKTYaJIbHOCTh U HEMPOTUBOPEYMBOCTH HH(DOpMALINU

d. moJHAas OTKPHITOCTH BCEX MH(POPMALMOHHBIX 00BEKTOB JUIS JTFOOBIX MOJIb30BaTENICH

22. ITon KOHPUACHIIMATBHOCTHIO B KOHTEKCTE MH(POPMAIIMOHHOM 06€30MacHOCTH MOHUMAIOT
a. aKTYaJIbHOCTh ¥ HETIPOTUBOPEUNBOCTH HH(DOpMAIIHH
b. 3ammTy nHMOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA
C. MEXaHU3M YIpaBJieHHs mapoiisiMu goctyna k UC
d. crenens noBepus K MoxydaeMol HHPOpMAIUU

7. IlepedyeHb OCHOBHOW W JONMOJHUTEJbHOH Yy4eOHOIl JUTEepaTypbl, HEOOXOAUMOM IJIst
OCBOEHUS TUCHMILINHBI (MOXYJIs1)

a) OCHOBHAasl y4eOHas JuTeparypa:

l.lManbrun, B. @. 3amuta komnbioTepHON uHpoOpManuu. DPPEeKTUBHBIE METOABI U CPEICTBA
[DnexTpoHHBIH pecypc] : yueoHoe mocobue / B. @. llanbruH. — DIEKTPOH. TEKCTOB. TAHHBIC. -
Mockaa : JIMK, 2010. — 544 c. - (ADTMUHUCTpUPOBaHUE U 3alIUTa). — Pexxum nocryna:

http://e.lanbook.com/book/1122

2.1llepbakoB, A. CoBpeMeHHass KOMIbIOTEpHas 0e30MacHOCTb. TeopeTHvyecKre OCHOBBI.
[TpakTHdeckne acmekThl |[DNeKTpOHHBIA pecype] : ydeOHoe mocobue / A. IlepbakoB. —
DNEeKTPOH. TEKCTOB. AaHHbIE. -MockBa : Kumxkubiii mup, 2009. - 352 c. - (Beicmas mkona). —

Pexxum nocryna:

http://biblioclub.ru/index.php?page=book&id=89798

0) Z1oMOTHUTEIbHAS yuYeOHasl IuTepaTypa:

1.HectepoB, C. A. Hudopmanumonnass 6e30macHOCTb [DNEKTPOHHBIA pecypc] : ydeOHUK H
NPaKTUKYM JUIs akajemuueckoro OakanaBpuara / C. A. HectepoB. — DleKTpOHHBIE TEKCTOBBIE
nanubie. - MockBa :M3narensctBo FOpaiit, 2017. — 321 ¢. — (YHuBepcuretsl Poccun). —
Pexxum nmoctyma:https://biblio-online.ru/book/836C32FD-678E-4B11-8BFC-F16354A8AFC7

8. Ilepeuenb pecypcoB MH(OPMAIHOHHO-TEJTEKOMMYHUKAMOHHOH ceTH «WHTepHeTY,
HEeO00XOIUMBIX /ISl 0CBOCHHS M CUUILTUHBI (MOLYJIA)

HarmoHanbHBbIil OTKPBITBIN YHUBepcHTET MHTYHT. —peskuM jgoctyna http://www.intuit.ru/

9. MeTonnuecKkue yKazaHus JJ1si 00y4al0IMXCH 0 OCBOCHUIO TMCUMILINHBI (MOAYJIA)

Bun yueOHbIX 3aHATHIA

OpraHmaum{ ACATCIIBHOCTH CTyACHTA

Jlexmus

Jlexuu MOCTPOEHBI HA OCHOBE UCIOJIB30BaHUsI aKTUBHBIX (POPM 00yUEHUS:
- JeKkuusi-6ecena (MPEUMYIIECTBO JIEKIIMU-0eceIbl COCTOUT B TOM, YTO OHA
MO3BOJISIET TPUBJIEKaTh BHUMAaHWE CTYJASHTOB K HamOoiee BaKHBIM
BOIPOCAM TEMBbI, ONPEACNATh COAEP)KaHUE U TEMI H3JI0KEHHUS y4eOHOro
MaTepuasa ¢ y4eToM 0COOEHHOCTEN CTYJEHTOB), - MPOOJIeMHas JeKuus (C
MIOMOIIbI0  MPOOJIEMHOM JIeKIMKU OOecreyuBaeTcss JOCTHXKEHUE Tpex
OCHOBHBIX TUJIAKTUYECKUX IIETICH: YCBOCHUE CTYIEHTAMH TEOPETUYCCKHUX
3HaHUH;  pa3BUTHUE  TEOPETHUYECKOrOo  MBINUICHUs;  (HOpMUpOBaHHE
MIO3HABATEIBHOTO MHTEpeca K COAEP)KAaHUI0 Yy4yeOHOro IpeaMera u
npodecCHOHATbHON MOTHBAaLMK OyIyLIero CHelHMaIncTa), --JeKUUs ¢
3apaHee 3alJIAHMPOBAHHbIMH omuOkamMmu (OTa ¢dopma mpoBeACHUS
JeKIMM HeoO0XoaAnMa Uil Pa3BUTHS y CTYIACHTOB YMEHHUH OIEpaTUBHO




aHAJM3UpPOBaTh MPO(ECCHOHAIBHBIE CUTYyallMd, BBICTYNATb B POJIHU
9KCHEPTOB, ONIOHEHTOB, PELEH3EHTOB, BBIWICHITh HEBEPHYIO WIN
HeTOYHYI0 MH(popMmanmio). Ha kaxmoil JeKuuu NpUMEHSETCS COYeTaHHe
9TUX (opM 00y4eHHs B 3aBUCUMOCTHU OT MOATOTOBJIEHHOCTH CTYIEHTOB U
BOIIPOCOB, BBIHECEHHBIX Ha JieKIuio. [IpucyTcTBUE Ha JIEKLIMU HE JTOJIKHO
CBOOUTHCA JIMIIb K aBTOMAaTHYECKOW 3allUCH W3JIOXKEHHUA NpeaMera
IpenojaasaresieM. bosiee TOro, COBpPEMEHHBIM HACBIIEHHBIA MaTepuai
KaX/1011 TeMbl HE MOXeT (II0 BpEMEHHU) COBIA/IaTh C 3alMChIO B TETPAIH U3-
3a pa3HOM CKOPOCTHU IPOLIECCOB — MBILUIEHHUS M aBTOMATUYECKOM 3aIuCH.
Kaxnplil cTyneHT pomkeH pa3paboTarh Juisl ce0si CUCTEMY YCKOPEHHOTO
¢ukcupoBanus Ha Oymare wmarepuana Jekiuu. I[loaTomy, JeKTOpOM
Ppexkomendyemca popmanuzayua 3anucu TMOCPEICTBOM HCIOIb30BAHUSA
OOIIECNIPUHATBIX  JIOTMKO-MAaTEMaTHYeCKMX  CHMBOJIOB,  COKpPAIlCHHIA,
anreOpandeckux (hopMysabl) U TeOMETpUUYECKUX (IpaduKu), CHCTEMHBIX
(cxembl, TabmuIel) (pukcanuii u3ydaemoro marepuana. OBIaJCHHE TaKOM
METOAMKOMN, MO3BOJISET KAXKJIOMY CTYACHTY HE TOJBKO YCKOPUTH Ipolecc
W3Y4YEHHUsI, HO U MOBBICUTH €r0 KauecTBO, MOCKOJIbKY YCIEIIHOE BJaJIeHUE
yKa3aHHbIMM  IpuemMaMu  TpeOyeT mnepepabOTKH, OCMBICICHUS U
CTPYKTYpHU3alluK MaTepuaa.

JIaGoparopHas pabota | By3oBckas  MOAroTroBKka  CHELMAIMCTOB  JIOJDKHA  0OecleuynBaTh
npuoOpeTeHne WMH HE TOJBKO 3HAHWA, HO W YMEHHH HCIOIB30BaTh
MIOJTyYeHHbIE 3HAHMsI Ha PAaKTUKE. DTO TpeOOBaHUE U MOJIOKEHO B OCHOBY
Lene U METOJOB IMPOBEIEHUS JIaDOpAaTOPHBIX paboT MO BhILLIEYKa3aHHOU
yueOHoi  aucuumuiuHe. JlaGopaTopHble paboThl  MIpeAsararTcs B
COOTBETCTBHUH € pabovell MporpaMMoil B paMKax Ka)JI0i TEMBI.

HO,Z[FOTOBKa K HO,Z[FOTOBKa K 3K3aMCHY MpCAIojaract n3yucHuc peKOMCHﬂyeMOﬁ
OK3aMCHY JAUTCPATYPhI U APYTHUX UCTOYHUKOB, KOHCIICKTOB HGKHHﬁ, IMOBTOPCHUEC
MaTCpHaJIOB IMPAKTHUYCCKUX 3aHATUH.

10. Ilepeyenb MHGPOPMANMOHHBIX TEXHOJIOTHi, HCMOJb3yeMbIX MPH OCYIIECTBJIECHUH
00pa3oBaTeJILHOIO Mpolecca MO0 AUCHHUIJINHE (MOAYJII0), BKJIKYAs NepevyeHb NMPOrpaMMHOI0
ol0ecrieyeHHs 1 HH(POPMANMOHHBIX CIIPABOYHBIX CHCTEM (IIPH HEOOXOIMMOCTH)

Temarnueckue mnpeseHTanuu, aHntuBupycHoe [1O, ciayxkeOHble NMpOrpaMMbl AMATHOCTHUKH,
CHCTEMBI IPOTpaMMHUPOBaHUS, CEpPBEPBl yUEOHOT0 Ha3HAUYEHUSI.

10.1. Ilepeuenv obpazosamenbHbIX MEXHOI02UIL, UCNOIB3YEMBIX NPU OCYULECHETEHUU
odpazoeamenvHo20 npoyecca no oucyuniune (Mooyio)

Jlexuus (nH(GOpPMAIIMOHHAsA, TUCKYCCHUS, POOJIeMHast ); JlabopaTtopHas paboTa; onmpoc; pabora
CO CIPaBOYHON CHUCTEMOIl mporpamm; pabota ¢ MHGOPMAIIMOHHBIMU PECYpPCaMU; CaMOCTOSATEIIbHAS
pabora.

11. Onucanne MarepuaJbHO-TeXHHYeCKOW 0a3bl, HEOOXOAUMOH A OCylIeCTBJIEHHUS
00pa3oBaTeJIbHOIO MpoLecca Mo JUCHUIINHE (MOTYJIIO)

Jlyia mpoBeieHUs JIEKIIMOHHBIX 3aHSATUN HCIIOJIb3YETCsl MOTOYHAsl ayauTopusi Ha 75 mect (c
IPOEKTOPOM Ul JIEMOHCTpAllMM MpPE3eHTAlMid 1O BCEM TeMaM Kypca), JUIsl TpOBEIEHUS
MIPaKTHUYECKUX 3aHATUN — ayauTopun Ha 20 MecT.

I[J'ISI MOJIb30BaHUA 3JICKTPOHHBIMU PECYpCaAMU HUCIOJIB3YCTCAd MEPCOHAIbHAA KOMIIBIOTCpHAs
TEXHUKA C JOCTYIIOM B I/IHTepHeT.

12. Unble cBeneHus U (MJIM) MaTepuaJibl

12.1. Ocoobennocmu peanuzayuu OUCYUNIUHBL OJ151 UHBAUOO8 U JIUY C
0ZPDAHUYEHHBIMU BO3MONCHOCHAMU 300P06bA

I[J'ISI obecreueHus 06pa3013aH1/151 HHBAJIXWJIOB H 06yqafom1/1xc;1 C OrpaHM4YCHHBIMH




BO3MOXHOCTSIMH  3JIOPOBbsI  pa3pabaThiBaeTCs aJalTHpOBaHHAs oOOpaszoBaTeibHAas MpOTrpaMma,
WHIMBUIyIbHBIH y4eOHBIM IJIaH C y4eTOM OCOOEHHOCTEH HX NCHXO(QH3MYECKOTO Pa3BUTHSA U
COCTOSIHUS 37I0POBBSI.

OOy4eHne 00y4arOIUXCs ¢ OTPaHNYCHHBIMU BO3MOXKHOCTSIMU 3/10POBbsSI OCYILECTBIISIETCS Ha
OCHOBE 00pa30BaTENIbHBIX MPOTrPAMM, aJANTUPOBAHHBIX I 00yYeHHS yKa3aHHBIX 00yYarOIIUXCs.

OOy4enne o 0Opa3oBaTEIbHON MPOrpaMMe HHBAIUIOB M 00YYAIOMINXCS ¢ OTPAHUYCHHBIMU
BO3MOXHOCTSIMH ~ 3JI0POBbS  OCYIIECTBIISICTCS ~ (DaKylIbT€TOM C  y4eTOM  OCOOCHHOCTEH
NCUXO(PHU3NUECKOTO Pa3BUTUS, WHIUBUIYAIbHBIX BO3MOXXHOCTEH M COCTOSHHS 30POBBSI TaKHX
o0yyJarouuxcs.

VHHMBEPCUTETOM CO3JAIOTCS CHENUAIBHBIC YCIOBHS JUIS MOJYYEHHUS BBICIIETO 0Opa30BaHUS
10 06pa30BaTeJIbeIM nporpamMmmam 06y‘-IaIOH_II/IMI/ICSI C OrpaHUYCHHBIMH BO3MOKHOCTAMU 3J0POBbBA.

CocraBurens (n): Ywuraiino A.W., ct. npenogasarens
(@amunus, unuyuanst u dondicHocme npenooasamels (et))




