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1. Ilepevyens MIaHUPYEMBIX Pe3yJIbTATOB 00yYEeHHUS 10 JUCHUILIMHE (MOXYJIIO),
COOTHECEHHBIX € IVIAHMPYEMBbIMH Pe3yJIbTATAMH OCBOCHHMS OCHOBHOM
oOpa3oBarebHOIl nporpammsl «Ileqarornueckoe oopasoBanue» no NpoGuiIo

"NUHdopmMaTuKa U aHIVIMHCKHI A3BIK"'

B pesynbrare ocBoenuss OOIl GakanaBpuata 0OyJarOIIMIACS JOKEH OBIANIETh CIEAYIOIIUMU

pe3yabTaTaMu 00ydeHUs TI0 AUCHUTUIHMHE (MOIYIIIO):

Koowu PesyabraTel ocBoenns OOII Ilepeyenb MIaHUPYEMBbIX Pe3yJIbTATOB
KOMnemeHy Cooepicanue komnemenyuii * 00y4eHMsI M0 QU CIUIJINHE
uu
OHK_4 TOTOBHOCTb K HpO(beCCHOHaHLHOﬁ 3HaTh: OCHOBBI TPYAOBOTO 3aKOHOIATCJIIbCTBA,
ACATCIBHOCTU B COOTBETCTBUM C HOPMATUBHO- KOHBCHHI/IIO O ImpaBax pe6eHKa, 3aKOHbI B cq)epe
IMpaBOBbBIMU JOKYMCHTaMU cq)epm O6pa3OBaHI/Iﬂ u q)eaepam)ﬂme rocy1apCTBCHHbBIC
06p330BaHI/I$I O6paSOBaTeJ'ILHLIC CTaHAapThbl O6H.ICFO 06p330BaHI/I$I;

MPUOPHUTETHBIC HAIPABIICHUS Pa3BUTHS
oOpazoBatenpHOI cucteMbl Poccuiickoit ®enepanny;
HOPMaTHBHBIX JOKYMEHTOB IO BOIpocaM 00ydeHUs
W BOCTINTAHUS AETEH M MOJOAEKH;

HOpPMAaTHBHBIE TIPAaBOBhIE, PYKOBOAIINE U
HHCTPYKTUBHBIE JOKYMEHTHI, PEryJIUpYIOIINe
OpTaHU3aIHIO0 U IPOBEICHIE MEPONPUATHIA 32
IpeaenamMy TEPPUTOPUN 00pa30BaTEIbHON
OpraHu3aIuu (3KCKYpCHUi, IOX0I0B U IKCIIETUITHI).
YMmeTb: HCIIOJb30BaTh 3HaHUA TPYAOBOTO
3aKOHOJIATeNbCTBA, KOHBEHIMIO O mpaBax peOeHKa,
3aKOHBl B cdepe oOpazoBaHHs U (eaepaabHBIX
TOCY/IapCTBEHHBIX ~ 00pa30BaTEIbHBIX CTAHAAPTOB
o01m1ero oOpa3oBaHuUS;

MPUMEHSATH 3HAHWS HAIIPaBJICHUH Pa3BUTHUS
oOpasoBaTenpHOI cucteMbl Poccuiickoit denepanny;
PYKOBOJICTBOBATHCSI HOPMaTHUBHBIMH JOKYMEHTaMH
10 BOTIpOcaM 00y4eHHUS U BOCIIUTAHUS JeTeH U
MOJIOJICKH.

Bnanets: criocobamu OpraHu3aIH
mpo¢eCCHOHAIBHOIN NeATEIbHOCTH B COOTBETCTBUH
HOPMaTHBHO-TIPABOBBIMH ~ TOKYMEHTaMHu  c(epsl
o0pa3zoBaHys; HOPMATHBHBIMH JOKYMEHTaMH IO
BOlpocaM OOY4eHHs M BOCIUTAHHUS JIeTedl W
MOJIOEXKH.

2. Mecto aucuunjunsl B cTpykrype OOII 6akanaBpuara
JucuumnnuHa «MeToIbl M CpeCTBa 3alIUThl HH(POPMALIUKU» OTHOCUTCS K BAPHATHUBHON YaCTH

npodeccuoranbHoro nukia nucuumivd (b1.B.J1B).

I[J'ISI OCBOCHUA OUCHHUIIIINHBI «MeTOIlLI H CpCACTBA 3allUThI I/IH(I)OpMaL[I/II/I» CTYACHTHI
HCIIOJIB3YIOT 3HAHUSA, YMCHUS, HABBIKH, C(i)OpMPIpOBaHHI)Ie B IpOoHeCcCEe MH3YUCHHUA CTyACHTaAMU
MATEMAaTHYCCKUX H I/IH(I)OpMa]_[I/IOHHO-TCXHOJ'IOFI/I‘-ICCKI/IX JUCHUIIIINH, a TaK¥XKE HpaKTI/I‘-ICCKI/Iﬁ OIIBIT

pabOTHI C BRIYMCIUTEIHHON TEXHUKOM.

JucuumnuHa (MOAyNb) u3ydyaercsd Ha 2 Kypce (ax) B 4 cemecTpe.

3. O0bemMm OMCHUILUIMHBI (MOAYJsI) B 3a4eTHBIX €IUHHMLAX C YKA3aHHEM KOJIU4YeCTBa
aKajeMH4YeCKHX YacoB, BbIIeJeHHbIX HAa KOHTAKTHYW padotry o0y4yamommxcs ¢
npenoganarejeM (M0 BUAaM 3aHATHI) U HA CAMOCTOSITEJIBLHYIO PadoTy 00y4Yarommxcst

OO6mas Tpy10eMKOCTh (00beM) TUCIUTUTHHBI (MOJIYJIsI) COCTAaBIsAeT 3 3aUeTHBIX IUHHII

(3ET), 108 aKaJeMHUYeCcKHX Jaca.




3.1. O0vém oucyunaunvt (MoOyns) no eudam yueoHvIX 3auamuil (6 uacax)

O0BEéM TUCHUIIINHBI

Bcero uacos

JUIA

OYHOU

bopmbl
o0yueHHs

s 3a04YHOU
/OYHO-3a04YHOHI

bopmbI
00ydeHus

OO01mast TpyA0eMKOCTh TUCITUTUTHHBI

108

KonrakTHas paboTta oOy4aronuxcs ¢ npemnoaaBaTenem (1o
BHJIaM YYEOHBIX 3aHSTHIA) (BCETO)

20

AynutopHas pabora (Bcero**):

20

B T. YHCJIC:

Jlexun

CCMI/IHapBI, MPAKTUYCCKUC 3aHATUSA

IIpakTUKyMBI

JlaGopaTopHbIie pabOThI

20

B T1.4. B uHTEpaKkTHBHON (hopMe

BreaynuropHnas pabota (Bcero**):

B tom YUCJIC, UHAUBUAYAJIbHAA pa60Ta 06yqa101u14xc;1 C
MMperIoaaBaTCICM:

KypcoBoe npoextupoBanue

prr[l'[OBaﬂ, HHIUWBHUAYyaJIbHAA KOHCYJIbTallsa U NHBIC BUJIbI
yqe6H0171 ACATCIBHOCTH, ITPEAYCMATPUBAIOIINEC I'PYIIIIOBYHO

VHIMBUYaJIbHYIO Pa00Ty 00ydaromuxcs ¢ IpenoaaBaTeneM

nin

TBopueckas paboTta (dcce)

CamocrosiTenbHas paborta o0yyaronuxcs (Bcero**)

52

Bun npomesxxyTouHoii arTecTanuu ooyvaromierocs (3a4yet /
IK3aMeH ™ ***)

Ok3ameH 36

4. Conep:kanue JMCHUILIHHBI (MOLYJs), CTPYKTYPHPOBAaHHOEe MO TeMaM (pasjaesnam) ¢
yKa3aHHeM OTBEJIeHHOr0 HAa HHMX KOJIMYeCTBA aKa/JeMHYeCKHX 4YacoB WU BHAOB Y4eOHBIX

3aHATHH

4.1. Pazoensl oucyuniunvl (Mo0yasn) u mpyooemMKoCHb RO 6UOAM YUEOHBIX 3aHAMUIL (8

aKademMuuecKux 4acax)

07151 OYHOU hopmbl 00yuenus
OO0mas | Buabl y4eOHBIX 3aHATHH, BKJIIOYAs
TPYA0€EM CaMOCTOSITe/ILHYI0 PaboTy
KOCTh 00y4aromuxcs ¥ TPyA0EMKOCTb (B
(uacax) yacax) Dopmbl
e Pasien ayIMTOpPHbIE CaMocCTosI- TeKyLIero
u/ A — yuyeOHbIe 3aHATHA | TeJIbHasI KOHTPOJISA
padora ycrneBaemMocT
BCET0 JEeKIHN |CeMUHAapPbI, | 00y4alo- "
NPaKTU- |IIUXCH
YyecKue
3aHATHSA
1. | OcHOBHbIE TIOHATHUS | 6 2 4 VY CTHBIH
nH(pOpMaITMOHHOM ompoc,
0e30MmacHOCTH CHUCTEM.
HcTounuku aTaK Ha naboparop-
nH(OpMAIIHIO, PUCKH. Hast paboTa
2. ITonuTuka 0€30IacHOCTH. | 8 2 6 V CTHEIH
CrangapThl 0€30ITaCHOCTH. ompoc,
nmabopaTtop-




O0mas | Buabl yu4eOHBIX 3aHATHH, BKJIIOYAs
TPYA0EM CaMOCTOSITEJIbHYIO Pa0doTy
KOCTh o0yuyawuuxcsi U TPyA0eMKOCTh (B
(wacax) yacax) DopMbl
N Pasnen ay/JIUTOPHbIE CaMoCTOsI- TeKyLIero
yuyeOHbIe 3aHATHSL | TeJIbHas KOHTPOJIA
n/n JTUCIUIIINHBI
pabora ycneBaemMocCT
BCero JeKIHH |CeMHHapBbI, | 00y4aro- "
NPaKTH- |IHAXCH
yecKue
3aHATHA
Hasi paboTa
3. Kpunrorpadpuueckue 8 4 4 Tecr,
MOJIEJIH. AATOpUTMBI naboparop-
muGpoBaHUSL. Hast paboTa
4. | Monenu 0e30macHoOCTH | 8 2 6 Tecr,
ocHoBHBIX OC. naboparop-
Has pabora
5. AJITOpUTMBI 6 2 4 Tecr,
aYTeHTI/I(bI/IKaI_EI/II/I naboparop-
MOJIb30BaTENCH. Hast pabota
6. MHoroypoBHeBas 3amuTa | 8 2 4 Tecr,
KOPIOPATUBHBIX CETEH. naboparop-
Has pabora
7. 3amuTa UH(pOpPMAIUH B |8 4 4 Tecr,
CeTsX. naboparop-
Has pabora
8. TpeboBaHuss K cHCTEMaM | 6 2 4 Tecr,
3aIUTHl HH()OpMAIUH. naoparop-
Has pabora

4.2 Cooepicanue oucyuniunst (Mo0yns), CMpyKmypuposannoe no memam (pazoenam)

Ne | HammeHoBaHue pa3jena

Conepxanue
n/n JUCIUIIIINHBI
Cooepoicanue 1eKYuoOHHO20 Kypca

1 OcHoBHBIC TOHATHS | OcHOBHBIE TOHATUA MH(pOpManuoHHOK OezonacHoctn  (Mb)
UH(OPMAITHOHHOH cucreM. VCTOUYHMKH, PUCKA W (OPMBI arak Ha HH(OPMAIHUIO.
0C30MaCHOCTH  CHCTEM. MexayHaponHbele  CTaHIApThl  WH(GOPMAIMOHHOTO  OOMeHa
HcTounukn arak Ha AyHapoll Aap pMall :
HH(POPMALIHIIO, PHCKH. [Tonsatue yrposel. HeoOxoauMocTh 3amuThl MH(OPMAIMOHHBIX

CHUCTeM M TeJeKOMMYyHUKauui. OCHOBHbBIE 3a/laud OOecreyeHHs
3alUThl HGOPMAIUH.

2 Ionmnruka [Tonutuka 6e3omnacHocTH. CTaHAApTHI 0€30MACHOCTH. AHAIN3
giig&igf&?“- yrpo3 Ub. Knaccuduxkarus BuaoB yrpos Vb mo pasnudassiv
6E30MACHOCTIL npuszHakaM. CoiicTBa MH(OpMAIMK: KOHPHUIESHIIMATHLHOCTD,

JOCTYIHOCTB, IIEJIOCTHOCTB. YTPO3a PACKPBITHS I1APaMETPOB
CHCTEMBI, yIpo3a HapyIIeHUs1 KOH(PUICHIIMATbHOCTH, YTpO3a
HapyILIEHUsI LEJOCTHOCTH, Yrpo3a oTKa3a ciyx0. [Ipumepsr
peanm3anuu yrpos Ub.

3 Kpunrorpapuueckue Kpunrorpaduueckue Mmosenn. AIropuTMbl MKU(POBaHHUSL.
MOJIEIIHN. Anroputrmsel
mudpoBaHUs.




HaumenoBanue pa3jaeia
AMCUHMILINHBI

Conep:xkanue

Mogenu 0e30macHOCTH
ocuoBHBIX OC.

Monenu  6e3omacHoct  ocHOBHBIX ~ OC.  OcoOeHHOCTH
COBPEMEHHBIX MH(OPMAIIMOHHBIX CUCTEM, (PaKTOPHI BIHSIOIINE HA
0€301acHOCTh nH(OpMaMOHHON CHCTEMBI. [TonsiTue
WHPOPMAIIMOHHOTO CcepBHca 0Oe30macHOCTH. Buabl cepBHCOB
6ezonacHoctu. Unentuduxanus u ayrentudukanus. [laponbHeie
CXEMBI ayTeHTH(HUKAIHH. CumMMeTpUYHbIC CXEMBI
ayTeHTU(UKAIUU cyObBeKTa. Hecummerpuunsie CXEMBbI
ayTeHTHU(UKAIUHU (C OTKPBITHIM KIIFOYOM).

AJIrOpUTMBI
ayTCHTH(UKALIHH
MOJIL30BaTEICH.

AnropuT™mbl ayTeHTH(UKAaIMU ToJdb30Barenell. Vcmonb3oBaHue
KPHUIITOrpaguYeCcKUX CPEICTB ISl PEIICHNS 33124 ACHTH(DUKAIHS
u ayreHTU(uUKauus. OnekrpoHHas mudposas mnoxamucsk (DLID),
NpUHOMNBL ee GOPMUPOBAHUS U UcTioNb30BaHus. [loaTBepxkneHune
MOJUTMHHOCTH 00BEKTOB U CYObEKTOB HMH()OPMAITMIOHHON CHCTEMBI.

MuoroypoBHeBas
3alIdTa KOPHOPATHUBHEIX
ceTell.

MHoroypoBHeBasi 3alUTa KOPHOPATUBHBIX ceTeid. (OCHOBHBIE
HOPMAaTHUBHBIC PYKOBOIAIINEC AOKYMCHTEI, HOPMAaTUBHO-
CIpaBOYHBbIE JIOKYMEHTHL. 3agaud B cdepe olecreueHus
MHPOPMALIMOHHON  0E30MaCHOCTH Ha YpOBHE TOCYyJapcTBa.
OcobenHoctu cepTU(HUKALNU u CTaH/IapTU3aIuU
KpUNTOTpapuuecKux YCIIYT. 3akoHOJaTeNIbHAS 0aza
uHopManoHHol Oe3onacHocTH. KoHuenuus mHGOpManMoHHON
0€30MacCHOCTH.

3amura WHGOPMALIMH B
CeTsX.

3amurta wuHpopMmammu B cerax. Kpurepum 0Oe30macHOCTH
KOMITBIOTEPHBIX ~ CHUCTeM  MHHHCTepcTBa  oboponsl  CHIA
(“OpamxeBast kuura”). ba3oBbie TpeOoBaHHUs OE30MaCHOCTH:
TpeOOBaHUS MOJUTUKH OE30MaCHOCTH, TPEOOBAHHUS IOJJOTYETHOCTH
(aynura), TpeboBaHUS KOppeKTHOCTU. Kiaccel 3aluIeHHOCTH
KOMITBIOTEPHBIX cucTeM. VHTepnperanust u pazsutiue Kpurepues

0€30I1aCHOCTH.

TpeboBanus kK cucTeMam
3alUThl HH(OpPMAIUK.

TpeboBanus k cuctemam 3amuThl nHMopmanuu. Mepapxudeckuii
METOJ pa3pabOTKU 3alMIIEHHBIX cucTeM. CTPYKTYpPHBIA MPUHLUII.
[Ipunuun  MoaynbHOrOo  mporpaMMupoBaHus. VccinepoBanue
KOPPEKTHOCTH peaJIn3allii U BepU(PHUKAIUKA aBTOMATU3UPOBAHHBIX
cucteMm. Crnenudukanus TpeOOBaHUN MPEIBABISEMBIX K CUCTEME.
OCHOBHBI€ 3TaIlbl Pa3pabOTKHU 3AIUIIEHHOW CUCTEMBI.

Tembl 1a6OpamopHbIX 3aHAMUL

1 Kpunrrorpapuyeckue Peanuszanus kpunrorpaguyeckoro npeoOpa3oBaHus MHPOpMaLMU
METO/BI 3AILHTBI. 10 OJIHOMY M3 JIOCTYIHBIX aJITOPUTMOB.

2 AJNTOpUTMBI W3ydyeHne NpUHLMIOB ayTeHTH(QHUKAUM I[OJIb30BaTeeil BeO-
ayTeHTI/Id)I/IKaHE/II/I CEpBHUCOB.
M0JIb30BaTEECH.

3 Monenun Ge3onacHOCTH Onpenenenre Hamuuusg W yaaleHue BpenoHocHoro IIO ¢
ocHoBHBIX OC. OMOUIBIO TPOTPAMMHBIX CpPeCTB aHTUBUpYcHOTro [10.

4 MuoroyposHeBast UccnenoBanue MeXaHU3MOB TMApPOJBHOM  3alllUThl, METOJ0B
3amTa  KOPIMOPATHBHBIX | poTrBoeCTBHS aTakaM Ha apoib.
ceTen.

5 3amuTa wHpOpMauMK B | Yrpasnenue mpaBamu joctyna k pecypcam OC, UC u BebG-
CCTAX. CEPBHCOB.

6 TpebGoBanus K | Pa3BepThiBaHuE BeO-cepBepa. Hacrtpoiika MapaMeTpoB
cucTeMaM 3alMTRL | GezomacHocTH. VcbiTanust 3)(HEKTHBHOCTH €r0 3aIUTHL.
nHGOpMAIUH.

5. IlepevyeHb Y4eOHO-METOAMYECKOr0 O0eclmeYeHUs IJIA CAMOCTOSATENbHOH PadoThI




00y4aoIMUXCH N0 JMCUUILTHHE (MOIYJII0)

Tewmsl ast pedepatos:
. Bpenonocuoe I10O: criocoOsl pacnpocTpaHeH s, OTaCHOCTh, METO/IbI 3aIIIUTHI.
. HpOIpaMMHBIe 3aKJIaJKH: THUIIbI, CIIOCOOEI BHCAPCHHUA U 3alINUTHI.
. AnmapaTHbIe Cpe/ICTBA 3alIUThl HHHOPMAIIUH.
. CpaBHUTENBbHBIN aHAJIU3 CPEJICTB 3aLIUTHI JJIEKTPOHHOM MOYTHI.
. CpaBHUTEJIbHBIN aHAIN3 CHCTEM OOHAPYKEHHSI aTak.
. CpaBHI/ITeJ'IBHbe/'I AHAJIN3 MCIKCCTCBLIX SKPAHOB.

O 00 1 N DN B W —

KOMITBIOTCPHBIX CUCTCM.

. AHanM3 METOJI0B U3yUYECHHsI IOBEJCHUS HAPYIIUTENIEeH OE30MaCHOCTH KOMITbIOTEPHBIX CHCTEM.
. Ananu3 MeTo10B HapymieHus 6e3onacHocTy ceTeBblXx OC M METOI0B MTPOTUBOICUCTBUS UM.
. [Ipumenenne 6momerprueckoit HHGOpMaIUH 1J1s AyTeHTHU(PUKALUU T0JIb30BaTeNel

10. CranaapTsl 6€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM U HH(POPMAIIMOHHBIX TEXHOJIOTUH.

11. CpaBHUTENBHBIN aHAIU3 METOAOB U IPOIPAMMHBIX CPEJCTB 3aAIIUTHI OT CIIaMa.

12. Metonasl u IpOorpaMMHBIC CPCACTBA IICPECXBATAa U aHAJIN3d KOHTCHTA.

13. Y3BUMOCTH CHUMMETPUYHBIX U ACUMMETPUYHBIX KPUITOTPAPUUECKUX CUCTEM.

6. @oHI OLEHOYHBIX CPEACTB /Js TMPOBeIEHUs] TNPOMEXKYTOUHOH AaTTecTAlMU

00y4aloIMXCA N0 AMCUUILTIHHE (MOAYJII0)
6.1. Ilacnopm ¢honoa oyenounvix cpedcme no oucyunaune (Mooyio)

Ne | Konrponupyemsie paszaens! (temsl) | Koa KOHTPOJIMPYEMOW | HAUMEHOBaHHE
/1 | IMCIUTLTAHBI KOMIeTeHIMH™* (WK e€ 4acTH) OLIEHOYHOT'O
(pe3yabTaThl IO pa3zenam) cpeAcTBa
1. | Metoap! 3amuThl HHGOPMAITIH OIIK-4 Tect
2 TpeboBaHus K cHUCTEMaM 3alllMThI OIIK-4 Tect
uHpOpManuu.
3 | Moaenu 6e30mMacHOCTH OCHOBHBIX OIIK-4
OC. Anroputmsbl ayTeHTU(PUKALIUU
I0JIb30BATENCH.

6.2. Tunosvle KOHMPOILHBLE 3A0AHUA UIU UHbLIE MAMEPUATBL
6.2.1. DK3aMeHAIIMOHHBINA TECT

1. YkaxuTe TpU OCHOBHBIE YIPO3bI 17151 THPOPMAIIUHU B UEJIOBEKO-KOMITBIOTEPHBIX CHCTEMAX:

a. PesepBHOE KONMUpOBaHUE

b. Coou obopymoBanus

C. [IpoTokonupoBaHue COCTOSHUS CUCTEMBI
d. Cayuaiinas yTpaTa Wiv U3MEHEHHE

e. [IpeqnaMepeHHOE NCKAKEHUE

f. CaHKIIMOHMPOBAHHBIN TIPOCMOTP

2. B aramonnoit mogenu OSI, mudpoBanue BXoOAUT B GYHKIIUUA YPOBHI...
a. KananbsHoro (2)
b. Ceresoro (3)
c. Ceancooro (5)
d. Ipeacrasnenus (6)
e. Tpaucnoptroro (4)
f. dusnyeckoro (1)
9. [Ipunoxxenntii (7)

3. BpenoHocHBIH Ko 001a/1aeT ClIeyoNMMH YepTaMu: He TpeOyeT MporpaMMbI-HOCUTES,
CaMOBOCIIPOU3BOAMTCS M PA3MHOXKAETCS 110 ceTH 0e3 BeZioMa 10JIb30BaTells, 3apaxas Apyrue




KOMIIbIOTEPBL. Ero THII -
a. Yepssb
b. TposiHckuii KOHB
C. ®ailsIoBBIN BUPYC
d. Makposupyc

4. Hanbonee onacHO! U3 NPUBEACHHBIX MIPOLIEAYP BOCCTAHOBIIEHUS 3a0BITOTO NapOJisl SBISETCS...

a. epechlIKa TEKYIIEro napoJis Ha apec 3JIEKTPOHHOM MOYTHI, IPH 3TOM aJIpec 3aloIHIeTCs
ABTOMATHUYECKH U3 MPO(UIIS 3asIBUTEIS

b. mepecpiika Ha agpec AMEKTPOHHON ITOUYTHI, CBI3aHHOM ¢ MPOQMIEM, CCBUIKH Ha MPOLEAYPY
BOCCTaHOBJIEHUS IApOJIs, UMEIOLIYI0 OTPaHUYEHHBIN CPOK aKTYaJIbHOCTH

C. IepechlIKa TEKYIIEro NapoJis Ha aApeC IEKTPOHHOM OYTHI, IIPU 9TOM apeC U JIOTHH
yKa3bIBAETCS BPYUHYIO 3asBUTEIIEM

d. reHeparysi HOBOro IapoJisl U €ro MePechlIKa Ha aIpec MICKTPOHHOM MOYTHI, YKa3aHHOU B
npoduie 3asBUTEIS

5. MexceTeBble 3KpaHbl CIIyKaT JUIs

a. M3omsauuu HEKOTOPOH CETH OT IPYIHX ¢ MOMOIIBIO HACTpauBaeMbIX (PUIBTPOB Tpauka
U/WIIM aHaJIU3aTOPOB YIPo3

b. cOopa CTaTUCTHKH UCTIOIB30BaHHS KAHAIOB CBSI3U COTPYJHHUKAMH OPTaHU3aLUU

c. [l npocMoTpa nHpopMaum, pacipeaesieHHON 0 y3J1aM HeCKOJIBKUX ceTei

d. moaTBepKIeHHs OTMHHOCTH COOOIIEHUH, IPUHATHIX 110 CEeTH

€. 0ToOpakeHus1 HH(POPMAITUH O COCTOSTHIH CETH

6. Kpuntocucrema oGiaaet CleAyOMMMA YePTaMuU: TIPEAYCMAaTPHBAET MUCIIOIb30BaHUE OTKPHITOTO
KJTF09a JU1s I (POBAHUS U 3aKPBITOTO IS AeIIH(PPOBAHUS JAHHBIX. THIT KPUITOCHCTEMBI -

a. 30pITounas

b. Cummerpuunas

C. AcumerpuuHas

d. C ucronp3oBaHueM HHPPACTPYKTYPbI OTKPBITHIX Kiroueit (PKI)

7. Cpenu METOIOB 3alUTH HH(POPMAITUH OT OUTHOOYHBIX JEHCTBHH MOIb30BaTEIeH MOKHO
BBIJICJIUTH TpU Hanbosee 3 PEeKTUBHBIX:

a. PesepBupoBanue Hocuteneit nHGopMauu

b. ABTOMaTHYeCKHii 3a1IpOC Ha MOATBEPKIACHUE BBIMOJHEHNS KOMAH bl HJIH OTIEPAI[HH

c. lludposanue daitnon

d. IIpemocraBieHre BO3MOKHOCTH OTMEHBI MTOCIIEAHETO CHCTBHSI

€. YcraHOoBIIeHHE CIeIIMAbHBIX aTpUOYTOB (ailioB

f. Otuer 0 AEHCTBHUSIX MOIB30BATEIS

8. oz 1eT0CTHOCTHIO B KOHTEKCTE HH(POPMAIIHOHHON 0€30ITaCHOCTH TOHIUMAIOT

a. BO3MOYKHOCTD 3a MPUEMJIEMOE BpeMsi IOJYyUUTh TpeOyeMyro HHPOPMAITMOHHYIO YCIIYTY

b. aKTyaJIbHOCTh U HEMPOTUBOPEUHUBOCTH MHPOPMALINH, €€ 3AIIUIIEHHOCTb OT pa3pyILIeHUs U
HECAaHKIIMOHUPOBAHHOI'O USMCHCHUS

C. MMOJIHOTY IIPEIOCTABIIIEMBIX JaHHBIX 110 TEME 3arpoca

d. KoMIIEKCHBIN MOAX0/ K 00eceueHnI0 HHPOPMALMOHHOM 6e30M1acCHOCTH

9. Hanbonee gacteiMu 1 onacHeIMU yrpozamu Ub sBrsroTcs

a. HempeaHaMepeHHBIE OMMOKH MTATHBIX MOJB30BATENEH, ONIEPATOPOB WITH
agmuHuctpatopoB MC

b. xakepckue aTaku

c. cObou ammapaTHOTO 00ecIeueHus U TOAICPKUBAIOIIECH HHPPACTPYKTYPhI



d. cTuxuiineie O¢ACTBHS, 3a0aCTOBKH, BOMHBI

10. IIpoTokon yaaJleHHOTO aIMUHUCTPUPOBAHUS, aHAIOTHYHBIN Telnet, HO obecnieunBaronUit
mudpoBaHue MOTOKA JAHHBIX, & TAK)KE PA3IMYHbIC BAPUAHTHI AyTCHTU(UKAIIH:

a. SSH

b. VPN

c. RDP

d. TLS

e. SSL

11. Tpu Hanbosnee BaXKHBIX METO/1a 3alIUThl HHPOPMAIIMHU OT HECAHKIIHOHUPOBAHHOTO IOCTYIIA!
a. ApxuBHupoBaHHE (CO3JaHUE PE3ECPBHBIX KOIIHIA)
b. PerynspHoe 0OHOBJIEHHE aMMapaTHBIX CPEICTB
c. lludposanue nudopmaruu
d. YcranoBka nmapodeii Ha 0CTyI K HHGopManuu
€. cnonb3oBaHune aHTUBUPYCHBIX IPOrpaMM

12. OxHOM OITaCHOCTH HA3BIBAIOT

a. nuanororoe okHO OC WM aHTUBUPYCHOM MPOTrpamMMBbl € MPEAYIPEKISHUEM 00 OMAaCHOCTU

b. cpencTBa, NCIOIB3yeMbIC 3JTOYMBIIUICHHUKAMHY ISl YCTAHOBKH CPECTB YAAJICHHOTO
yIPaBJICHUS] KOMITBIOTEPOM

c. yszsumoctu B 3amurte [10 nim UC, no3possitomue co3aath yrpo3y nHGOpMalnoHHON
0e301acHOCTH

d. mpoMeKyTOK BpeMEHH OT MOMEHTA, KOT/[a MOSBJISIETCSI BO3MOYKHOCTh MCIIOIb30BaTh
YSI3BEMOCTH B 3allIMTE, U IO MOMEHTA, KOT/Ia OHA JIMKBUJIUPYETCS

13. Cornacho crannapty Munucrepcrsa o6oponsl CIIIA "Kpurtepuu ornieHKH T0BEpEeHHbBIX
KOMIIBIOTEPHBIX cucTeM" (M3BECTHBIM 10/ Ha3BaHUeM "OpaHikeBas KHUra'") CTENeHb JOBEpHUs
CHUCTEME OLICHMBAETCS 110 IBYM OCHOBHBIM KPUTEPHSIM:

a. CreneHb KBaIM(UKAILIUMK [10JIb30BaTENCH

b. CroumocTs cucteM obecredeHus: 0€301acCHOCTH

c. [lonuTHka GezomacHocT!

d. YpoBeHb rapaHTUpOBaHHOCTHU

e. Kpanudukanuu corpyJHUKOB PU3NUECKON OXpaHbl

14. Dnextponnas uugponas noanucs (JLII) ...
a. 9TO NOJMMCH O] COOOIIEHUEM WM JOKYMEHTOM, BKJIFOYAOLasi KOHTAKThl OTHPaBUTENsS
b. cTaBUTCS Ha CEHCOPHOM dKpaHe
C. IPUMEHSETCS TOIBKO JUIsT 0OMEHa CITY’)KeOHBIMHU TOKYMEHTAMH, HO HE JIMYHON
uHpopmanuei
d. mpeaHa3Ha4YeHa ISl 3aIIUTHI DJICKTPOHHOTO TOKYMEHTA OT ITOJUICIIKA
€. 3TO CKaH PyKOIIMCHOM JINYHOM MOJINCH

15. Monutop obpamennii ("sapo 6e3omacHOCTH") TOHKEH 001a/1aTh KaK MUHIMYM TPEMSI BAKHBIMU
XapaKTePUCTUKAMHU:

a. JIokyMeHTHUPOBAaHHOCTh

b. M30mupoBaHHOCTH

c. ITosmHoTa

d. ITpo3paynocTth

e. Bepudunupyemocts

16. Kpunrocucrema o01aaeT cieAyoIUMMy YepTaMy: IpeayCcMaTpUBaeT UCIIOIb30BaHUE OJTHOTO U



TOTO € 3aKPBITOT0 KJIt04a JUis MKU(POBAHUS U JeIIU(PPOBAHHS JaHHBIX, XapaKTePU3YyeTCs BHICOKOM
CKOPOCTBIO Pa0OTHI, HO CIIO’KHOCTBIO TMEPEelady CaMOr0 3TOTO 3aKPhITOTO Kitoya. THr
KPUITOCUCTEMBI -

a. C ucnonp3oBanneM HHOPACTPYKTYpbl OTKPBITHIX Kimtoueit (PKI)

b. N36bITOUHAsM

C. AcumeTpuyHas

4. CummeTpuyHas

17. IlpenocTaBiieHne NOJHOMOYMM Ha BBIIOJHEHHUE ONPEEIICHHBIX AEHUCTBUN B HEKOTOPOH
UH(POPMALIMOHHOM CUCTEME HAa3bIBACTCH. ..
a. ayTeHTU(PUKAIHECH
b. MaHIaTHBIM KOHTPOJIEM JIOCTYIIA
. aBTOpU3aLINEi
. UHarypaunueun
. UACHTUUKAIEH

© O O

18. Ilpu peanu3anuy MEXaHU3MOB OE€30MACHOCTH IIPU CETEBOM COCTUHEHNUHU, HANOOJIBIIIEE YHCIIO
TaKUX MEXaHU3MOB MOKHO PeajiM30BaTh Ha ciexyromeM yposHe moaenu OSI:

a. ®usnuecknii (1)

b. Ceancossrii (5)

c. CereBoii (3)

d. TpaucnioptHslii (4)

e. [IpezentaTuBHbIii (6)

f. Ilpuxknannoii (7)

g. Kananbnsiii (2)

19. [Iporokoun nepenayn JaHHBIX, 0OeCcTIeYNBAIONINI MIU(POBaHNE TOTOKA JAHHBIX Ha
TPAHCIIOPTHOM YpPOBHE:

a. TCP

b. SSL

c. RDP

d. SSH

e. VPN

20. BpennoHOoCHBIH K01 00J1a1a€T CIEAYIOIIUMHI YepTaMH: paclpoCTpaHsAeTCs KaK 4yacTb
MPWIOKEHUS, HEPEJKO UMEIOIEro MPUBJIEKATEIbHbIA (QYHKIIMOHAI (MTPbI, IPOTpaMMBbl JJIs1 B3JIOMa
U T.I1.), 4YTO CTUMYJIMPYET €ro 3arpy3Ky U 3alyCK caMMM mojb3oBareneM. Ero turm -

a. TpostHCKUI KOHB

b. Uepsb

C. ®ailsIoBBIN BUPYC

d. Makposupyc

21. JIOCTYIHOCTBIO B TEPMHUHAX WH(POPMAIIMOHHOM 0€301acHOCTH Ha3bIBACTCS
a. BO3MOYKHOCTbD 3a ITPUEMJIEMOE BpeMS TIOJTyYUTh TpeOyeMyto HHPOPMAIIMOHHYIO YCIYTYy
b. nHpOpManus, U3I0KEHHAsI JOCTYIHBIM JJIs1 TOHUMaHUs 00pa3oM
C. aKTYaJIbHOCTh ¥ HETIPOTUBOPEUNBOCTh HH(POPMALIUH
d. mosiHast OTKPHITOCTH BCEX MH(OPMALIMOHHBIX OOBEKTOB ISl TIOOBIX MOJIb30BaTENeH

22. Tlon KOH(PUIEHITHATBHOCTHIO B KOHTEKCTE HH()OPMAIIMOHHOW 0€30TaCHOCTH IIOHUMAIOT
a. aKTYaJIbHOCTh ¥ HEPOTUBOPEUYHUBOCTH HHPOPMAITII
b. 3amuTy nHGOpMaIIUKM OT HECAHKIITMOHUPOBAHHOTO JIOCTYyTa
C. MEXaHU3M yHpaBiieHHs napoisimMu gocryna k MC



d. crenens noBepus K MoxydaeMoil HHPOpMaLUU

7. IlepedyeHb OCHOBHOW W JONMOJHUTEJbHOH y4eOHOIl JUTEepaTypbl, HEOOXOAUMOM IJIsi
OCBOEHUS TUCHMILIUHBI (MOXYJIs1)

a) OCHOBHAasl y4eOHas JuTeparypa:

l.IHanbrun, B. ®. 3amura komnbioTepHol MHGOpMauu. DPQeKTUBHBIE METOABI M CPEICTBA
[DnexkTponHbIil pecype]| : yuebHoe nmocobue / B. ®. IllaHbruH. — DIEKTPOH. TEKCTOB. JaHHBIC. -
Mocksa : JIMK, 2010. — 544 c. - (AIMUHUCTpUPOBAHUE U 3a1IuTa). — Pexxum ocrymna:

http://e.lanbook.com/book/1122

2.1llepOakoB, A. CoBpeMeHHass KOMITbIOTepHas Oe30MmacHOCTh. TeopeTHuecKue OCHOBBI.
[IpakTHueckue acreKkThl [DIeKTpOHHBIN pecypc] : yueoHoe mocodue / A. IllepOakoB. — DIeKTpoH.
TEKCTOB. JlaHHbIe. -MockBa : Kumxkubiit mup, 2009. - 352 c. - (Boicmias mkona). — Pexxum gocryna:

http://biblioclub.ru/index.php?page=book&id=89798

0) 1oMOTHUTEIbHAS yueOHasl JIuTepaTypa:

1.HectepoB, C. A. NUndopmannonHas 06e30MacHOCTh [DIEKTPOHHBIN pecypc| : Yy4eOHHK |
HOPaKTUKYyM Juld akagemudeckoro OakanaBpuata / C. A. HecrepoB. — DIEKTpOHHbIE TEKCTOBbIE
naHHble. - Mocksa :M3natensctBo YOpaiit, 2017. — 321 ¢. — (YHuBepcuretsl Poccun). — Pexum
nocryna:https://biblio-online.ru/book/836C32FD-678E-4B11-8BFC-F16354A8AFC7
8. Ilepeuens pecypcoB MH(POPMANMOHHO-TEJIEKOMMYHUKANMOHHOIH ceTH «MHTepHeT»,
HEO00XOIUMBIX /ISl 0CBOCHHS M CUUILTHHBI (MOLYJIS)

HanmonaneHblii OTKpBITEINA yHUBEpCUTET MHTYHT. —pekuM aocTyma http://www.intuit.ru/

9. MeTonnueckue ykazaHus JJisi 00y4alouuxcs Mo 0CBOCHUIO TMCUMILIUHBI (MOIYJIs)

Bun yueOnbix 3anstuii | Opranusanus 1eTeIbHOCTH CTyACHTa

Jlexums Jlexuuu OCTPOEHBI Ha OCHOBE MCIOJIb30BaHUS aKTUBHBIX (POpM 00yUueHUs:
- Jekuusi-6ecena (MpeUMyIIECTBO JIEKLIUU-0eceIbl COCTOUT B TOM, YTO OHa
MO3BOJISIET TPUBJIEKATh BHUMAHWE CTYJICHTOB K HauOoliee BaKHBIM
BOMNPOCAaM TEMbI, ONPEAEIATh COAEPKAHUE U TEMIl U3JIOKEHHS y4yeOHOTro
Marepuaia ¢ yueToM 0COOCHHOCTEN CTY/IEHTOB), - MPOOJaeMHas JeKuus (C
MOMOIIIbI0  MPOOJIEMHOM JIEKIMU OOeCTeYnBaeTcsi JOCTHXKEHHE Tpex
OCHOBHBIX JMJIAKTUYECKUX IIEJeH: YCBOCHHE CTYIACHTAMH TEOPETHUECKUX
3HaHUM;  pa3BUTHE  TEOPETMYECKOTO  MBIIUIEHUs;  (OpMHUpPOBaHUE
MO3HABATEIBFHOTO HMHTEpeca K COJAEPKaHUIO Y4eOHOro TmpeaMmera |
npodecCHOHAIbHON MOTHBAaLMK OyJylIero CrHeuuanucra), --JeKuus ¢
3apaHee 3alJIAHMPOBAHHBIMU ommoOkamu (Ota ¢opma MNpoBeneHUs
JEeKIMM HeoOXoauMma JUis pPa3BUTUS y CTYIEHTOB YMEHHUH ONepaTHBHO
aHaM3UpPOBaTh TMPO(ECCHOHAIBHBIE CHUTYAIlMH, BBICTYNIaTh B  POJH
HKCHEPTOB, OINIMOHEHTOB, PEIEH3EHTOB, BBIWICHATh HEBEPHYIO WIIU
HeTOuHyI0 MH(popMmanmio). Ha kaxaol JIeKIMu NPUMEHSETCsl COYeTaHue
THX (opM OO0YYEHHS B 3aBHCHUMOCTH OT ITOJTOTOBJICHHOCTH CTYICHTOB U
BOIPOCOB, BHIHECEHHBIX Ha JIEKIUIO. [IpUCyTCTBHE Ha JIEKIUU HE JOJDKHO
CBOIUTHCS JIMIIb K ABTOMATHUYECKOW 3amUCH W3JIO0XKCHHUS TpeaMeTa
npernojasateneM. boinee TOro, COBpeMEHHBIH HACHIIIEHHBIH MaTepHai
K10 TeMBI HEe MOXeT (110 BpeMEHH) COBIAIAaTh C 3aIHCHI0 B TETPAIN U3-
3a pa3HOW CKOPOCTH IPOLECCOB — MBIIIJICHUS U aBTOMATHYECKOH 3aIuCH.
Kaxnpiii cTyneHT noimkeH pa3paboTarh Ajsi cedsi CUCTEMY YCKOPEHHOTO
¢ukcupoBanus Ha Oymare Marepuana Jjekiuu. IlosTomy, nekTopom
Ppexkomendyemca ¢popmanuzayusa 3anucu TOCPEACTBOM HCIOJIb30BaHUS
OOIICNIPUHATBIX  JIOTMKO-MAaTEMaTUYeCKHX  CHMBOJIOB,  COKpAaIICHHUH,




anreOpandeckux (GpopMyisibl) U TEOMETPUUYECKUX (TpauKHu), CHCTEMHBIX
(cxembl, TabymIpl) GuKcauii u3ydaemoro marepuana. OBlageHue TaKou
METOAMKOMN, MO3BOJISIET KaXKJOMY CTYACHTY HE TOJIBKO YCKOPHTBH IPOLECC
W3YUYEHHS, HO M TOBBICUTh €r0 KAa4eCTBO, MOCKOJIBKY YCIIEIIHOE BIIAJICHUE
yKa3aHHBIMH ~ TpueMaMu  TpeOyeT mepepaOOTKH, OCMBICICHUS U
CTPYKTYpPHU3allMU MaTepHaa.

JlaGopaTopnast pabora | By3oBckas  MOATOTOBKA  CIEHMAIMCTOB  JOJKHA  OOECIEeYMBATH
npuoOpeTeHne WMHU HE TOJBKO 3HAHWM, HO M YMEHHMH HCHOJIb30BaTh
MOJIyYEeHHBIC 3HAHUS HA MPAKTHKE. JTO TPeOOBAHKE U MOJIOKEHO B OCHOBY
1enei U MeToA0B IPOBEACHUS JTaOOPaTOpHBIX PadOT MO BbINICYKAa3aHHON
yueOHol jaucuuiuimHe. JlaGopaTopHble paboOTHI  MpeajaralTcs B
COOTBETCTBHUHU € pabouell MporpaMMoil B paMKax KaxJ0! TeMbl.

[ToaroroBka K | [loaroroBka Kk sK3aMeHy MPEINOoJIaraeT M3y4eHue peKOMEH1yeMOoi
3K3aMEHY JUTEpaTyphl U IPYruX UCTOYHUKOB, KOHCIIEKTOB JIEKIUI, TOBTOPEHUE
MaTepHUaIOB MPAKTUYECKUX 3aHATUM.

10. Ilepeyenb HWHGOPMANMOHHBIX TEXHOJOIHiH, MCHOJb3yeMbIX MPH OCYIIECTBJIEHUH
00pa3oBaTeJIbHOI0 Mpouecca mo AMCUMILVINHE (MOAYJIK), BKJIOYasi MepevyeHb MPOrpaMMHOIO
obecrnieyennst 1 HHGOPMALHMOHHBIX CIIPABOYHBIX CHCTEM (IIPH HEOOXOIMMOCTH)

Tematuueckue mnpe3eHTanuu, antuBupycHoe I10, ciyxeOHbIE TpOrpaMMbl JAUArHOCTUKH,
CHCTEMBI IPOTPAMMHUPOBAHUS, CEPBEPHI y4eOHOTO HA3HAUCHUS.

10.1. Ilepeuens obpazosamenbHbIX MEXHOIO2UI, UCHOIL3YEMBIX RPU OCYUICCHBICHUU
obpazoseamenvho20 npoyecca no oucyuniune (Mooyno)

Jlexuus (MH(pOpMAIMOHHAs, AUCKYCCHUs, TpoOiieMHas); tabopaTopHas padoTta; onpoc; paboTa
CO CIPaBOYHON CHUCTEMOH MporpaMm; padora ¢ HH)OPMALMOHHBIMUA PECYpCaMH; CaMOCTOSTEIbHAS
pabora.

11. Onucanne mMarepuaabHO-TeXHUYECKOH 0a3bl, HEOOXOAMMOM JJIsl OCYLIeCTBJICHHS
00pa3oBaTe;IbHOIO MpoIecca Mo JUCHUIIHHE (MO1YJII0)

JInst mpoBeieHHs JEKIMOHHBIX 3aHSATHI UCIOJIB3YeTCsl MOTOYHAs ayJuTopus Ha 75 MecT (¢
IPOEKTOPOM ISl JIEMOHCTpAllMM IMpe3eHTalMii 1o BCEM TeMaM Kypca), JUisl IpPOBEIEHUs
MPaKTUYECKUX 3aHATUH — ayAuTOpuHn Ha 20 MecT.

I[J'ISI IIOJIB30BaHUA SHCKTpOHHI)IMI/I pecypcaMH I/ICHOJ'IBSYGTCSI HepCOHaJ'IBHaSI KOMHI)IOTepHaSI
TEXHHUKa ¢ 10CTynoM B HTepHeT.

12. Unble cBegeHus M (MJIM) MATEPHAJbI

12.1. Ocobennocmu peanuzayuu OUCYUNIUHBL 011 UHEATUOOE U JIUY C
0ZPAHUYECHHBIMU 803MONCHOCHAMU 300P0BbS

Jna obecnieueHuss o0O0pa3oBaHMsS HWHBAIMAOB U OOydyaroUMXcs C OTpaHUYEHHBIMU
BO3MOXHOCTSIMM 3/I0OPOBbsl  pa3pabaThIBaeTCsl aJaNnTUpOBaHHAs oOpa3oBaTeNbHAas Mporpamma,
WHAUBUAYAJIbHBIN y4yeOHBI IJIaH C y4eTOM OCOOEHHOCTEM HX MNCHUXO(PHU3NYECKOTO pPa3BUTHS U
COCTOSIHUS 37J0POBBS.

OOyuenune 00yJarOIUXCcs ¢ OrPaHHYESHHBIMI BO3MOKHOCTSIMH 3I0POBBSI OCYIIIECTBIISIETCS] Ha
OCHOBE 00pa30BaTENbHBIX MPOTrPAMM, aJaIITUPOBAHHBIX [T 00yUEHHsI yKa3aHHBIX 00y4JaromInxcs.

OO6yuenue o 00pa3oBaTEIBHON MTPOrpaMMe MHBAIHIOB U O0yUYaIOIUXCS C OTPaHUYCHHBIMU
BO3MOXHOCTSIMH ~ 3JI0POBbSl  OCYILIECTBIIsIeTCSI  (DaKylIbT€TOM C  y4e€TOM  OCOOEHHOCTEH
HCI/IXO(i)I/ISI/ILIeCKOFO Pa3sBUTHA, HWHAWBUAYAJIbHBIX BO3MOJKHOCTE M COCTOSIHUS 300POBbA TaKUX
o0yJaromuxcs.

yHI/IBepCI/ITeTOM CO3Jar0TCA CIICHUAIBHBIC YCIIOBHA IJIA ITOJYUYCHHUA BBICHICTO 06pa3013aH1/1${
1o 00pa3oBaTeNIbHBIM POrpaMMaM 00YJaIOLMMHCS C OTPAaHUYEHHBIMH BO3MOKHOCTSIMH 3/10POBbSI.

Cocrasutens (u): UYwmraiino A.W., cT. mpenonaBaTenb




(pamunus, unuyuanet u dondcnocms npenooasamens (eit))



